NBP - JOURNAL OF CRIMINALISTICS AND LAW

NBP - ZURNAL ZA KRIMINALISTIKU I PRAVO






UDC 343.98 ISSN 0354-8872

ACADEMY OF CRIMINALISTIC AND POLICE STUDIES, BELGRADE -THE REPUBLIC OF SERBIA
KRIMINALISTICKO-POLICIJSKA AKADEMIJA, BEOGRAD - REPUBLIKA SRBIJA

NBP

JOURNAL OF CRIMINALISTICS AND LAW
ZURNAL ZA KRIMINALISTIKU I PRAVO

KRIMINALISTICKO-POLICUSKA AKADEMIJA
Beograd, 2011



PUBLISHER
Academy of Criminalistic and Police Studies, Belgrade, 196 Cara Dusana Street (Zemun)

EDITORSHIP
Professor Dragoljub KAVRAN, PhD, Faculty of Law, Belgrade, President
kavran@sbb.rs, +381 11 324-1501
Professor Claus ROXIN, PhD, Faculty of Law, Munchen
mail@claus-roxin.de, +49(89)2180-2736
Professor Gorazd MESKO, PhD, Faculty of Criminal Justice and Security, University of Maribor
gorazd.mesko@fvv.uni-mb.si, 00386 13008300
Professor Dusan POPOV, PhD, Polytechnic University, Temisoara
dusan-popov@yahoo.com, 61/3-883-1756

Professor Dejan ILIC, PhD, ARRI AG, Munich

dilic@arri.de, +49 (0)89 38091456
Professor Miodrag KULIC, PhD, J.W.Geothe-Universitat, Frankfurt
kulic@itp.uni-frankfurt.de, +49-69-798-22570
Professor Zeljko NIKAC, PhD, Academy of Criminalistic and Police Studies, Belgrade
zeljko.nikac@kpa.edu.rs, +381 64 8927 654
Professor Dorde PORDEVIC, PhD, Academy of Criminalistic and Police Studies, Belgrade
djordje.djordjevic@kpa.edu.rs, +381 64 8924 220
Professor Radovan RADOVANOVIC, PhD, Academy of Criminalistic and Police Studies, Belgrade
radovan.radovanovic@kpa.edu.rs, +381 64 8922 660
Professor Slobodan JOVICIC, PhD, Faculty of Electrical Engineering, Belgrade
jovicic@etfrs, +381 11 322-9212
Professor Srdan MILASINOVIC, PhD, Academy of Criminalistic and Police Studies, Belgrade
srdjan.milasinovic@kpa.edu.rs, +381 64 8924 216

EDITORIAL BOARD
Editor-in-Chief
Professor Goran B. MILOSEVIC, PhD,
Academy of Criminalistic and Police Studies, Belgrade

Crime-investigation and Forensics Editor
Professor Ljiliana MASKOVIC, PhD,
Academy of Criminalistic and Police Studies, Belgrade

Police and Security Editor
Professor Dorde PORDEVIC, PhD,
Academy of Criminalistic and Police Studies, Belgrade

ENGLISH LANGUAGE EDITOR AND PROOF-READER
Dragoslava MICOVIC

SERBIAN LANGUAGE EDITOR AND PROOF-READER
Jasmina MILETIC

PRINTED BY
Scanner Studio, Belgrade

IMPRESSION
300 copies

PDF VERSION OF THE JOURNAL
wwwkpa.edu.rs

Published three times a year



TABLE OF CONTENTS

Original scientific papers
REPUBLIC OF SERBIA NATURAL
AND OTHER DISASTER RISK ASSESSMENT - METHODOLOGY
Zoran Kekovi¢, Predrag Mari¢, Nenad Komazec 1
TERRORISM AND TOURIST INDUSTRY — MEDIA INFLUENCES
IN SHAPING RISK PERCEPTIONS
Zelimir KeSetovi¢ 19
DETERMINING THE EFFECTIVENESS OF RECOGNIZING DECEPTION
IN PSYCHOPATHS BY EXPERIMENTAL POLYGRAPH TESTING

Boris Durovi¢ 35
Review papers

A TEST OF IDS APPLICATION OPEN SOURCE AND COMMERCIAL SOURCE

Dragan Randelovi¢, Vladan Pordevi¢ 45

CRISIS DECISION-MAKING AND AVIATION SECURITY:

SEPTEMBER 11, 2001 CASE STUDY

Ana Juzbasié¢ 65
VIOLENCE AT SPORTING EVENTS IN THE REPUBLIC OF SERBIA - NATIONAL
AND INTERNATIONAL STANDARDS

PREVENTION AND REPRESSION

Branislav Simonovi¢, Zoran Durdevié, BoZidar Otasevi¢ 81

LIABILITY OF INTERNET SERVICE PROVIDERS BASED
ON THE AMERICAN LAW AND THE LAW OF THE EU
Aleksandra Vasi¢ 99

Papers contributed by foreign authors

O TAPAHTMAX PEAJIMSATIVIV KOHCTUTYIVIOHHOT O ITPABA TPAJKITAHVHA
HA AKTMBHOE ITPOTVIBOJEVMCTBHUE YITPO3AM JIMYHOCTHM, OBIIECTBY I
TOCYIOAPCTBY

Bacummit Manbues, Oner Crpuers 109

USE OF THE AUTOMATED BALLISTIC IDENTIFICATION SYSTEMS IN JUDICIAL-
BALLISTIC EXPERTISE EXECUTION AND CREATION AND MANAGEMENT OF
BULLET-SLEEVES DOCUMENTS

V. B. Vehov, V. N Chernigovsky. 113

REVIEW OF THE BASIC PRECONDITIONS FOR EFFECTIVE PREVENTION AND
SUPPRESSION OF VIOLENCE AT SPORTING EVENTS
Janko Jakimov, Jonce Ivanovski 117

CYIEBHA SKCIIEPTI3A B POCCHUN:
COBPEMEHHOE COCTOSAHME M TEHOEHLIMI PA3SBUTIA
3ariesa Enena AnekcangpoBHa 123

ITOITOTOBKA CITELIMATIICTOB POCCUMCKOV ITOJINITN TIO
VMH®OPMAIVIOHHBIM TEXHOJIOIMAM: HOBBIE CTAHIAPTEI U ITOJIXO/IBI,
YIIPABJIEHUE KAYECTBOM

I0pmit Ynaepns, Hatamaa Xomsaxosa 127

OCOBEHHOCTHN ITPOBEJEHMA OCMOTPA MECTA ITPOVICIIECTBMA,
CBA3AHHOI'O CO B3/IOMOM IIPETPA]]
OBOPYJJOBAHVEM TEPMMYECKOM PE3KI

Buranmmit AnaronbeBnd Pyukun, Anexceit Hukonaesnd bappadenko 133




IZDAVAC
Kriminalisticko-policijska akademija, Beograd, Cara Dusana, 196 (Zemun)

UREDIVACKI ODBOR
Prof. dr Dragoljub KAVRAN, Pravni fakultet, Beograd, predsednik

kavran@sbb.rs, +381 11 324-1501

Prof. dr Klaus ROKSIN, Pravni fakultet, Minhen,

mail@claus-roxin.de, +49(89)2180-2736
Prof. dr Gorazd MESKO, Fakultet za varnostne vede, Univerzitet u Mariboru
gorazd.mesko@fvv.uni-mb.si, 00386 13008300
Prof. dr Dusan POPOV, Politehnicki fakultet, Temisvar
dusan-popov@yahoo.com, 61/3-883-1756
Prof. dr Dejan ILIC, ARRI AG, Minhen
dilic@arri.de, +49 (0)89 38091456
Prof. dr Miodrag KULIC, ].W.Geothe-Universitat, Frankfurt
kulic@itp.uni-frankfurt.de, +49-69-798-22570
Prof. dr Zeljko NIKAC, Kriminalisti¢ko-policijska akademija, Beograd
zeljko.nikac@kpa.edu.rs, +381 64 8927 654
Prof. dr Dorde PORDEVIC, Kriminalisticko-policijska akademija, Beograd
djordje.djordjevic@kpa.edu.rs, +381 64 8924 220
Prof. dr Radovan RADOVANOVIC, Kriminalisti¢ko-policijska akademija, Beograd
radovan.radovanovic@kpa.edu.rs, +381 11 64 8922 660
Prof. dr Slobodan JOVICIC, Elektrotehnicki fakultet, Beograd
jovicic@etf.rs, +381 11 322-9212
Prof. dr Srdan MILASINOVIC, Kriminalisti¢ko-policijska akademija, Beograd
srdjan.milasinovic@kpa.edu.rs, +381 64 8924 216

IZDAVACKI SAVET
Glavni i odgovorni urednik
Prof. dr Goran B. MILOSEVIC
Kriminalisticko-policijska akademija, Beograd

Urednik kriminalisti¢ko-forenzicke oblasti
Prof. dr Ljiljana MASKOVIC
Kriminalisti¢ko-policijska akademija, Beograd

Urednik policijsko-bezbednosne oblasti
Prof. dr Dorde DORDEVIC
Kriminalisti¢ko-policijska akademija, Beograd

LEKTOR I KOREKTOR ZA ENGLESKI JEZIK
Dragoslava MICOVIC

LEKTOR I KOREKTOR ZA SRPSKI JEZIK
Jasmina MILETIC

Stampa
Scanner Studio, Beograd

TIRAZ
300 primeraka

PDF VERZIJA CASOPISA
www.kpa.edurs

Izlazi tri puta godisnje



SADRZAJ]

Originalni nauc¢ni radovi
PROCENA RIZIKA OD ELEMENTARNIH NEPOGODA
I DRUGIH NESRECA U REPUBLICI SRBIJT - METODOLOSKI OSVRT
Zoran Kekovi¢, Predrag Mari¢, Nenad Komazec 1
TERORIZAM I TURISTICKA INDUSTRIJA
- ULOGA MEDIJA U PERCEPCIJI RIZIKA
Zelimir KeSetovi¢ 19
PROVERA EFIKASNOSTI POLIGRAFSKOG ISPITIVANJA PUTEM
EKSPERIMENTALNOG TESTA U PREPOZNAVANJU OBMANE KOD PSIHOPATA

Boris Durovi¢ 35
Pregledni radovi

JEDAN TEST PRIMER PRIMENE IDS OTVORENOG I ZATVORENOG KODA

Dragan Randelovi¢, Vladan Dordevi¢ 45

KRIZNO ODLUCIVANJE I BEZBEDNOST U VAZDUSNOM SAOBRACA]JU:

STUDIJA SLUCAJA 11. SEPTEMBAR 2001. GODINE

Ana Juzbasié¢ 65
NASILJE NA SPORTSKIM PRIREDBAMA U REPUBLICI SRBIJI

- NACIONALI I MEDUNARODNI STANDARDI PREVENCIJE I REPRESIJE

Branislav Simonovi¢, Zoran Durdevié, BoZidar Otasevi¢ 81

O ODGOVORNQSTI INTERNET SERVIS-PROVAJDERA
PREMA AMERICKOM PRAVU I PRAVU EU
Aleksandra Vasi¢ 99

Prilozi iz inostranstva

GARANTOVANJE PRIMENE USTAVNOG PRAVA GRADANINA NA AKTIVNU
PREVENCIJU PRETNJE LICIMA, DRUSTVU I DRZAVI

Vasilij Maljcev, Oleg Striljec 109
KORISCEN]JE AUTOMATSKIH BALISTICKIH IDENTIFIKACIONIH SISTEMA

U BALISTICKIM VESTACENJIMA 1 STVARANJEI ODRZAVAN]E BAZE PODATAKA
O CAURAMA METAKA KOJIMA JE POCINJENO KRIVICNO DELO

V. B. Vehov, V. N. Chernigovsky 113

PREGLED OSNOVNIH PREDUSLOVA ZA EFIKASNO SPRECAVANJE I SUZBIJANJE
NASILJA NA SPORTSKIM DOGADAJIMA

Janko Jakimov, Joncée Ivanovski 117
SUDSKA VESTACENJA U RUSIJI: SADASNJE STANJE I TRENDOVI RAZVOJA
Elena Aleksandrova Zajceva 123

OBUKA STRUCNJAKA ZA INFORMACIONE TEHNOLOGIJE RUSKE POLICIJE:
NOVI STANDARDI I PRISTUPI, KONTROLA KVALITETA

Jurij Cicerin, Natalija Hodjakova 127
KARAKTERISTIKE VRSENJA UVIDAJA LICA MESTA 3

VEZANO ZA OBIJANJE PREPREKA OPREMOM ZA TERMICKO REZANJE

Vitalij Anatonjevi¢ Ruckin, Aleksej Nikolajevi¢ Bardac¢enko 133







Predgovor

Kriminalisticko-policijska akademija i Volgogradska akademija Ministarstva
unutrasnjih poslova Ruske Federacije (federalna drzavna obrazovna institucija za
visoko obrazovanje pripadnika policije) u oktobru 2010. godine potpisale su Sporazum
o akademskoj, naucnoj i poslovno-tehnickoj saradnji.

Shodno Sporazumu, namera nasih institucija je da nau¢noistrazivacki rad bude
intenziviji, organizovaniji i obimniji, narocito kada je re¢ o zajednickim projektima,
objavljivanju i razmeni nau¢nih i stru¢nih radova, ¢asopisa i knjiga, $to ¢e omoguciti
prezentovanje nau¢nih saznanja naucnoj javnosti, promociju novih objavljenih dela i
razmenu misljenja o znacajnim temama.

U ovom broju c¢asopisa prvi put predstavljamo radove ¢iji su autori nastavnici
i saradnici Volgogradske akademije, koji su po svom sadrzaju i obimu priredeni
primereno standardima nau¢nog rada Ruske Federacije. Sadrzinski, ovi radovi pruzaju
znacajne informacije i ¢injenice o radu ruske policije, te mogu biti interesantni $iroj
naucnoj i strucnoj javnosti.

Glavni i odgovorni urednik

prof. dr Goran Milo$evi¢






UDK 351.759.6:504.4(497.11)

REPUBLIC OF SERBIA NATURAL AND OTHER
DISASTER RISK ASSESSMENT - METHODOLOGY"

Zoran Kekovic¢', Predrag Mari¢’, Nenad Komazec’
! Faculty of Security Studies, Belgrade’
? Emergency Management Sector, Ministry of Intereior of the RS
? Military Academy, Belgrade

Abstract: One of the most serious challenges of modern society is the lack
of awareness of the presence of various dangers and possibilities of influ-
encing them. Each community takes various measures and activities to assess
the degree of their vulnerability tending to a state free from danger. As the
most complex part, risk assessment requires a systematic approach to identi-
tying and analyzing hazards based on the application of appropriate criteria
for calculating the level of risk presented in this paper. Each risk assessment
methodology must be adapted to the context of risk assessment. For this
reason, the methodology for risk assessment of natural and other disasters is
an attempt to establish basic requirements and criteria for risk assessment
in the field of emergency management. Due to the complexity and unpre-
dictability of natural and technological hazards that threaten people, mate-
rial resources and the environment, risk assessment methodology includes
risk mapping and assessment of combinations of risks — multi-risk, as well
as a cross-border dimension of risk.

Keywords: emergencies, natural disasters, other disasters, risk assessment,
risk maps, multi-risk, cross-border dimension of risk.

1. Introduction

Although occurring randomly and often unexpectedly, natural and other disasters
are a contemporary phenomenon in the economic and social development. Their dy-
namics is more and more influenced by natural, as well as anthropogenic influences
mostly reflected in climate change and its effects on the environment. Multiplication of
these influences and interactions by natural factors in the years and decades to come
create much difficulty in predicting the formation and development of events called
natural and other disasters.

The statistical data in Serbia show insufficient capacity of the society to respond to
the present challenges, risks and threats in an adequate way, which results in material
and non-material damage, both at the level of commercial entities and at the level of the
state. First of all, loss of human life is unrecoverable. According to the data of the Min-
istry of Interior of the Republic of Serbia, 700 persons were killed in various disasters
such as fires, technological accidents, explosions etc. in the course of 2009, which was
coupled with considerable material damage. These accidents, including natural disas-
ters, caused damages of over one billion and four hundred million EUR.

Material losses are by all means important, but all the more important is the non-mate-
rial loss, in terms of creating a bad image with all the related consequences, detrimental to

1 Natural and other disaster risk assessment methodology presented in this document was conceived while drafting
the Guidelines on the methodology for producing vulnerability assessments and emergency protection and rescue
plans, drafted by the Emergency Management Sector of the Mol RS together with the representatives of eminent
national institutions dealing with risk assessment.

2 Corresponding author: zorankekovic@yahoo.com
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commercial entities, but even more harmful to the state. At the national level, bad reputa-
tion and insecurity perceptions bring unfavourable political and economic consequences,
both at the national and international level. In such circumstances potential foreign inves-
tors lose interest in investing in Serbia, whereby opportunities are lost for securing new
work posts and economic growth. As far as they require an organized response with the
view to their prevention and removal of the related harmful consequences, natural and
other disasters are emergency situations the effects of which on people, goods and environ-
ment are difficult to predict. However, it is widely accepted that emergency prevention or
preparedness is a prerequisite for the reduction of harmful consequences.

Risk assessment, as an important element of emergency risk management, is an
integral part of the body of measures taken in emergency prediction and prevention, as
well as of human planned and systematic attempts to face them in an organized man-
ner. In contemporary practice and scientific and technical literature different method-
ological risk assessment approaches are used, all having a common goal and that is to
gain an exact and methodological insight into the possible occurrence of undesirable
phenomena, to take organized social action and thus reduce the uncertainty of occur-
rence of undesirable consequences. Unfortunately, uncertainty will always exist to the
extent in which negative environmental influences increase, and human capacity to
control them will mostly depend on Man’s good will, first of all not to provoke them
and to reduce antrophogenic influences, but also to tackle them the very moment he
realizes the scope of their destruction effects.

A methodological approach to risk assessment presented in this text is the first at-
tempt to provide, on the basis of theoretical background and best practice contained
in the international, European and national standards in this area, a complex picture of
risk assessment in the contemporary security environment.

2. Emergencies and preventive attributes of risk assessment

Most theoreticians and practitioners agree that emergencies are situations that do
not happen regularly, i.e. that require additional resources and efforts to handle them
and return to the “normal state”. However, different approaches, in terms of the capacity
to respond to these situations with existing resources of an organization or system, are to
blame for difficulties and inconsistencies in the interpretation of the term “emergency”

There are attempts in literature to solve the problem of methodological definition
of this term by distinguishing it from similar terms such as: crisis, catastrophe, extraor-
dinary situation, etc. An emergency is not yet a crisis, although it makes extraordinary
requests to traditional entities. In such situations, emergency services (police, firemen,
ambulance, etc.) are able to respond with their traditional assets. Contrary to crises
which are vague in their character and dimensions, emergencies are mostly tackled in
routine operational procedures in the framework of the existing capacities of an organi-
zation or community. A somewhat different definition of emergencies can be found in
the Law on Emergency Situations of the Republic of Serbia (Law on E/S, 2009), which
defines it as a state in which risks and threats or consequences of catastrophes, emer-
gencies and other hazards are of such gravity and intensity for the population, envi-
ronment and material goods, that their formation or consequences are not possible to
prevent or remove by regular action of the competent authorities and services, which is
why it is necessary to use special measures, forces and equipment for their mitigation
and removal, in an enhanced work regime.

[2] NBP « Zurnal za kriminalistiku i pravo



Republic of Serbia natural and other disaster risk assessment — methodology

Many authors state that the question of perception is very important for delineation
of these unspecific terms. While a big fire, grave traffic accident is only an emergency
for one social group or geographic community, for those affected by it this may be a
big crisis or catastrophe. Normative definition and perception of an event denoted as
emergency are a framework in which roles and participation of different actors and
their resources are identified, with the view to preventing such situations or responding
to them in an efficient manner, which is the basis of emergency management process.

Emergency management may be defined as a process that identifies potential events
that have a negative effect on an organization or community and provides a frame-
work for capacity building in response to that event. Emergency management requires
an urgent and higly structured response (UNEP, 1988). In practice, however, these two
requirements presuppose a comparable level of decision-making among different higly
structured organizations and agencies, which is most often not the case, especially if the
levels of decision-making are different. Procedures that are standard for an emergency
service are usually extraordinary for a company. If response to a fire (as an emergency)
requires more than the capacities of an affected organization allow, other services are
included in the intervention. There are numerous variations: a fire catching danger-
ous chemicals, exlosives, fire set by a mentally disordered person who threatens to kill
people in the building caught by fire or firemen, etc. Furthermore, a highly structured
response requires harmonized procedures of public and private services.

Our paper focuses on emergency prediction in order to take adequate measures
and prepare people for their occurrence and consequences. The quality of decisions
and effectiveness of measures will depend on correct prediction. The degree of pre-
diction is not the same in different emergencies. This is why it is important to define
here natural and other disasters, i.e. list the emergencies which are the subject of our
methodology approach. According to the Law on Emergency Situations, a natural di-
saster is an event of hidrometeorological, geological or biological origin, caused by an
action of natural forces such as: earthquake, flood, torrential flood, storm, heavy rains,
atmospheric discharge, hail, drought, landslides, blizzards, snow drifts and avalanche,
extreme air temperatures, accumulation of ice in the waterway, disease epidemics, cat-
tle disease epidemics and pests, and other large-scale natural phenomena which may
harm human health and life or cause grave damage.

Other accidents in terms of this methodology include technical and technological
hazards and terrorist attacks, one of the major attributes of these hazards being the
intensity of consequences thus created. In the Law on Emergency Situations a technical-
technological accident or incident is defined as a sudden and uncontrolled event or a
sequence of events which could not be controlled while managing equipment and han-
dling dangerous substances in the production, use, transport, trade, processing, storage
and disposal, such as fire, explosion, accident, traffic accident in road, river, railway and
air traffic, accident in mines and tunnels, interruption of the operation of cable-sup-
ported transport systems, destruction of dams, accidents in electrical power, oil and gas
plants, accident in handling radioactive and nuclear substances; and the consequences
of which threaten the lives and safety of people, goods and environment.

In all their aspects, emergencies are extremely complex in their causes, develop-
ment, form of manifestation and intensity of impacts and threats for protected values.
The biggest problem and the most complex task in emergency management are to as-
sess the risks of their formation and development. From the very moment of receiving
information sufficient for assessment of the relevant measures there is a time deficit for
their implementation. This leads to a paradox of emergency situations: while expect-
ing to receive authentic information sufficient for decision making, an organization

NBP « Journal of Criminalistics and Law [3]
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suffers losses because of the unexpected change and cannot take planned measures
aimed at solving the newly arisen problems. Therefore, in the initial stages of potential
hazard, general measures are recommended, aimed at increasing strategic flexibility of the
organization. By receiving specific information, measures for removing the hazard or
consequences in question become specific as well. However, all these measures cannot
make up for the deficiencies occurring due to a bad risk assessment, and this assess-
ment is essential for emergency management in all the stages. Risk assessment allows
for decision making based on the facts and in real time. Namely, risk assessment identi-
fies all potential hazards in one area, analyzes their impacts according to time, space
and consequences and enables decision making on the measures for tackling the risk.

The basis of risk management, with risk assessment as its integral part, is taking
measures aimed at elimination of the causes of occurrence and/or minimization of the
effect of a high-risk event, as well as measures for ensuring minimum loss and removal
of consequences if the events in question do happen. Literature contains different defi-
nitions of risk management (Guide 73, 2004). However, the goal of the entire process
of risk management is to obtain adequate information for making a correct, timely and
realistic decision. Decision making is a result of risk management process and is de-
termined by three elements: certainty, risk and uncertainty. As we make progress from
uncertainty, through risk — the existence of a specific degree of probability of the event
in question - to certainty, potential damages decrease. The essence of a correct risk
management is to reduce the possibility (probability) of occurrence of a harmful event
and the intensity of its impact. Accordingly, the process of risk management is both
an input and output of the decision making process. In a decision making process it is
crucial to understand how to shift from a risky to a less risky plan and how to reduce
expenses without hampering the goals of an organization.

3. Conceptual framework, requirements and criteria for
natural and other disasters risk assessment

Risk assessment is an integral part of the risk management process. It is a compre-
hensive process of identifying potential hazards, risk analysis and assessment (Chart 1).

Chart 1: Risk assessment process
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Source: SRPS A.L2.003:2010, Social security — risk assessment in protecting
persons, property and business
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As the chart shows, risk assessment is a comprehensive process of risk identification,
analysis and evaluation (SRPS A.L2.003, 2010). It includes the process of identifying
the internal and external hazards and vulnerabilities, identifying the probability of
occurrence of an event with an increase of such threats and vulnerabilities, defining the
key functions required for continous activity of the organization, defining risk control
where it is required for reducing the exposure and evaluation of the cost of such a control.

In order for an organization to be able to make an effective risk assessment, it
must previously define the context of the assessment. In particular, risk assessment
at the national level is a specific challenge from different aspects. The reason for this
is that a risk assessment must include the use of logical and systematic methods
for: communication and consultation during the process; establishment of an
organizational context for identification, analysis and assessment of risks related to
any activity, product, function or process and adequate reporting and archiving in
connection with the results of the assessment. When the assessment is finished, the
organization should perform a risk management.

As these are multi-disciplinary activities performed in a long-term period and
continuously, several conditions should be fulfilled:

1. Appoint a body or person in charge of coordination of the assessment process;

2. Due to workload and the need to recruit experts, it is essential to set up working
groups, consisting of experts in specific types of potential dangers, and to include
in them the representatives of various interest groups and establish different
levels of responsibility (republic, regional and municipal);

3. The representatives of the interest groups must have a unique approach related to
risk assessment, and the support in handling the highest risks (Doebeling, 2009).

3.1 Requirements for natural and other disaster risk assessment

Entities that are to make a risk assessment in the national context are: republic,
province, local government and commercial societies (Law on E/S, 2009). The efficiency
in producing a risk assessment will depend on the fulfillment of legal conditions for
doing business and the presence of a skilled professional qualified for performing the
tasks of risk assessment. Compliance with the legal conditions of doing business and the
capacity of the entity in question will depend on the fulfillment of requirements of all
legal regulations related to the field of an entity’s activity. Other conditions also need to
be fulfilled in order to initiate the risk assessment process: insurance in case of damage
incurred during risk assessment, possession of an adequate information support, use of
all sources which have the necessary and quality information related to assessment and
use of scientific and other knowledge about potential hazards (Kuljba, arhipova, 1998).

In view of the specific geographic position of the Republic of Serbia and its
environment, and based on the existing knowledge and information held by expert
organizations, natural and other disasters posing a potential threat to the Republic of
Serbia may be divided into: natural and technical/technological (Strbac, 2009). In the
process of risk assessment every potential hazard should be analyzed, regardless of the
current degree of threat to an organization.

NBP « Journal of Criminalistics and Law [5]
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3.2 Risk assessment criteria

The process of risk assessment is continuous and constant in all the stages of
emergency management. In order to be effective and sustainable, risk assessment
should be integrated at all levels of the protection and rescue system and supported by
the relevant authorities (Guide 73, 2004). The methodology for risk assessment in the
protection from natural and other disasters is specialized for this area and includes a
comprehensive group of criteria according to which the protection and rescue agents
compare an identified state at a site against defined parameters. This means that the
organization processes each individual hazard in accordance with the requirements
and criteria prescribed in this methodology.

The criteria for risk assessment in this methodology have been grouped in the following
manner: criteria for identification and preliminary analysis of potential hazards, such as
earthquakes, landslides, landslips and erosions; floods, storm winds; hail; blizzards, snow
drifts and icing conditions; drought; epidemics; epizootic diseases; fires and explosions;
technical-technological accidents and terroristic attacks and nuclear or radiation accidents;
probability criterion; impacts criterion; risk level criterion; risk category criterion; risk
priority criterion; risk mitigation options criterion; feasibility options criterion; cost-benefit
analysis criterion; residual risk criterion and multi-risk criterion.

Identification and preliminary analysis of potential hazards

Identification of potential hazards is performed by a skilled professional, using the
known data of an expert organization and service and collecting the field data. The size
of potential hazards are identified in the following manner: size 1 — minimal hazard;
size 2 — small hazard; size 3 — medium hazard; size 4 — considerable hazard and size
5 — maximum hazard.

Preliminary analysis of potential hazards allows for the identification of a specific
hazard in a given area, and then measuring the degree of risk, from the aspect of
vulnerability of the protected assets, in comparison with other hazards (ISO 31000,
2009). Upon finalization of the preliminary analysis, the entity in question ranks
potential hazards according to sizes from minimum to maximum. Based on the
scale of potential hazards, the entity makes a decision on the urgency to implement
measures for reduction of the potential hazard. The decision on urgent action
regarding the maximum potential hazard must not disregard other potential hazards
with lower degree of danger. The results of a preliminary analysis of potential hazards
are risk analysis input results (SRPS A.L2.003, 2010). The entity performs a preliminary
analysis of potential hazards on the basis of the results obtained by comparing the
actual situation in a given area against the prescribed criteria according to the groups
of dangers. The criteria, broken down by groups of hazards, are based on the following
information: (NFPA 1600, 2010)

Earthquakes

1. A planned monitoring document;

2. Identification, early warning and alert system;

3. Monitoring and record system;

4. Density of population and size of animal stocks;

5. Possibility of occurrence of other hazards.
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Landslides, landslips and erosions

1. Parameters and the nature of landslide, landslip and erosion area;
2. Surface and characteristics of the affected area;

3. Density of population;

4. Density of infrastructure and commercial entities;

5. Possibility of occurrence of other hazards.

Floods
1. The cause and nature of flood;
2. The existence of a flood protection system;

3. The nature and density of population and the size of animal stocks, the quantity
of cultural heritage and other goods;

4. Possibility of occurrence of other hazards.

Storm winds

1. Characteristics of the area;

2. Intensity of storm winds, direction of blowing;

3. Density of infrastructure and commercial entities;
4. Possibility of occurrence of other hazards.

Hail

1. Characteristics of the hail phenomena;

2. Areas affected by hail;

3. Directions of arrival of hail clouds;

4. Characteristics of critical surfaces and facilities;

5. Vulnerability of agricultural crops to hail, especially in specific phenophases;
6. The existence of an active hail protection;

7. Possibility of occurrence of other hazards.

Blizzards, snowdrifts and icing conditions

1. Affected areas;

2. Time of occurrence and duration of hazard;
3. Activities affected by the hazard;

4. Possibility of occurrence of other hazards.

Droughts

1. Classification of the intensity of drought by SPI and the related impacts;
2. Time of occurrence and duration of hazard;

3. The surface and characteristics of the affected area;

4. Irrigation capacities;

5. Possibility of occurrence of other hazards.

Epidemics
1. Area affected by an epidemics without correlation with other phenomena;
2. Types of epidemics;
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3. Sanitary state of the facilities and infrastructure installations;

4. Health and other capacities for use in caring for, accommodation, transport
and other;

5. Possibility of occurrence of other hazards — analyze the possibility of increase
of harmful effects on the protected assets due to a concurrent occurrence of
other hazards.

Epizootic diseases

1. Parameters and the nature of hazard;

2. Surface and characteristics of the affected area;
3. Density of animal stocks,

4. Existence of an epizootic protection system;

5. Possibility of occurrence of other hazards.

Fires and explosions
1. Cause and characteristics of fires and explosions;
2. Existence of a fire protection system;

3. The density of population, size of animal stocks, proximity of cultural heritage
and other goods;

4. Possibility of occurrence of other hazards.

Technical/technological accidents and terrorist attacks
1. Position and characteristics of the territory;

2. Transportation infrastructure;

3. The state of facilities, tools and equipment;

4. Existence of a protection and rescue system;

5. Possibility of occurrence of other hazards.

Nuclear and/or radiation accidents

1. Position and characteristics of the territory;

2. Transportation infrastructure;

3. State of the facilities for nuclear and radiation protection;
4. Existence of a protection and rescue system;

5. Possibility of occurrence of other hazards.

Risk analysis

Upon completion of a preliminary analysis of potential hazards, an organization
or entity performs risk analysis for identified potential hazards. Risk analysis results in
determination of risk levels. Risk analysis is a process aimed at understanding the nature
of risk and determining the level of risk. For each risk and risk scenario identified in the
previous stage, the risk analysis makes a detailed (if possible quantitative) assessment
of the probability of their occurrence and the degree of potential influence (SRPS
A12.003,2010).

Risk analysis is based on quantitative data (UNEP, 1998):

- of the assessment of probability of occurrence of an event or potential hazard, and if
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possible, on a historical sequence of events of a similar scale, on available statistical
data relevant for the analysis, which may be helpful to observe the tendencies of
growth of potential hazards (e.g., due to climate change) and in case of a lack of
historical data on the exposure in time of a protected asset to a potential hazard;
- of the assessment of the level of influence, produced in a quantitative form.
The assessment should be as objective as possible and should recognize uncertainty
in the underlying evidence.

Probability criterion

Probability (P) is a combination of the frequency of a harmful event and
vulnerability with regard to the potential hazard (Table 1), (SRPS A.L2.003, 2010).
Probability grading is done in the following way: 1 - impossible, 2 - improbable, 3 -
probable, 4 - almost certain and 5 - certain.

Probability is determined according to the following pattern: P=F # V................... (1)

Frequency (F) implies repetition of a specific harmful event in time or exposure of
a protected asset to a specific potential hazard in a specific time unit (SRPS A.L2.003,
2010). Frequency is used in two forms, as follows:

F, - frequency of recorded harmful events and

F, - frequency of unrecorded harmful events.

An entity will grade frequency (F,) in the following manner: 1-very rarely,
2-occasionally, 3-frequently, 4-prevalently and 5-very frequently. Grading of frequency
(F,) is done in the following manner: 1 - negligible, 2 - occasional, 3 - long-lasting, 4 -
prevalent and 5 — permanent.

VULNERABILITY| very high high medium low very low
FREQUENCY 1 2 3 4 5
very rarely 1 3 2 1 1 1
occasionally | 2 4 3 2 2 1
frequently 3 5 4 3 2 2
prevalently 4 5 4 3 3 3
constantly 5 5 5 4 3 3

Table 1: Probability matrix

Vulnerability (V) is the existing state of protection of entities, i.e. vulnerability of an
entity to potential hazards. Grading of vulnerability of an entity is done in the following
manner: 1 — very high, 2 - high, 3 - medium, 4 - low and 5 - very low.

Impact criterion

Impacts (I) are effects of a harmful event on the protected assets of an entity, and are
manifested as the degree of loss (damage) in relation to a critical protected asset (Table
2), (SRPS A.12.003, 2010):

Grading of the impacts is done in the following manner: 1 - minimum; 2 - low-
scale; 3 - moderate; 4 — serious and 5 — maximum.
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Impacts are measured according to the following fomula: I=D #C.......cccoouecuuunne. (2)
CRITICAL STATE very high | high medium low very low

DAMAGE 1 2 3 4 5
minimum 1 3 2 1 1 1
low-scale 2 4 3 2 2 1
moderate 3 5 4 3 2 2
serious 4 5 4 3 3 3
maximum 5 5 5 4 3 3

Table 2: Impacts matrix

Damage (D) is the measure of harm to protected assets.

The entity in question grades damage in the following manner: 1 - very small; 2 -
small; 3 - medium; 4 - large and 5 - very large.

Critical state (K) is the measure of the value or importance of a protected asset, or
the degree of vulnerability of the entity to the effects of a harmful event.

The entity in question grades critical state in the following manner: 1 - extreme; 2 -
serious; 3 - medium; 4 - moderate and 5 - minimum.

Risk level criterion

Risklevel is the product of the degree of probability and the degree of impacts (SRPS
A12.003,2010), (Table 3). An entity in question determines the risk level according to
the following formula:

RL=PxI 3)

Maximum
(disastrous)

PROBABILITY 5
impossible | 1 5
improbable
probable
almost certain
certain

IMPACTS Minimum | Low-scale | Moderate | Serious

G| w|N

Table 3: Risk level matrix

Risk level determined according to this method may range from minimum 1 to
maximum 25.
Risk evaluation

Risk evaluation is the process of comparing the results of risk analysis with risk
criteria in order to establish if the risk and/or its measure(s) are acceptable or tolerable
(ISO 31000,2009). Risk criteria are reference points for determination of the importance
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of risk. Risk criteria may imply expenses and benefits, legal requirements, socio-
economic and ecological factors, issues related to stakeholders, etc. Risk evaluation is
used in order to decide on the importance of risk and whether every special risk should
be considered and managed. For the purposes of risk evaluation, the entity classifies
risks into categories and then decides which risks are acceptable and which are not.

Risk category criterion

The entity in question classifies risks into categories, ranging from the lowest (first)
to the highest (fifth) (SRPS A.L2.003, 2010).

Risk acceptability criterion

Based on the list of acceptable and unacceptable risks, the entity defines the list
of priorities. Risks with the highest degree of risk are given priority. In determining
which risks will be managed first, the entity should pay attention to potential low-level
risks and the possitility of their becoming high level risks (due to risk management
measures) requiring priority treatment.

Risk treatment

By treating unacceptable risks, i.e. by taking over various planned measures, an
entity reduces risk levels to the acceptable ones. The entity then makes a risk treatment
plan, including in principle: activity, implementing agency, time of implementation,
partners and manner of reporting.

Mitigation option criterion

In order to reduce the levels of risk from negative impacts of a potential hazard, the
entity takes one or a combination of the following measures (SRPS A.L2.003, 2010):

a) Risk avoidance — Risk avoidance strategy is used in risk treatment to replace the
initiated activities with the alternative ones, without undermining the projected goals.

b) Reducing risk by changing the procedure — By applying the strategy of risk
reduction the entity revises the manner — procedure of implementation of critical
activities without undermining the projected goals.

¢) Probability reduction — Reduction of the probability of occurrence of a potential
hazard is used in risk treatment and includes measures aimed at reducing the frequency
of occurrence or time exposure of a protected asset, as well as introduction of a new or
enhancing the existing system of protection of the critical elements.

d) Reduction of impacts — The strategy of reducing the possibile impacts of potential
hazards includes taking measures of protection of the protected assets from possible
damage on the basis of the knowledge of the characteristics of the protected values and
elements of the system of the entity and based on the reduction of vulnerability to a
potential hazard.

e) Risk retention or accepteance — The strategy of risk retention implies to retain in
the process of operation all activities or events which do not pose an immediate threat
with an unacceptable risk level. Such potential hazards must be kept under control
and the entity must take adequate measures so that the risk level does not become
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unacceptable. An entity shall accept a risk only when there is a justifiable reason for
that in terms of interest.

Risk treatment measures are built in the risk treatment plans, and actions are
coordinated with all the stakeholders.

Feasibility options criterion

At each stage of risk assessment each risk treatment measure that an entity finds
operational for a specific harmful event should be considered, and it should be checked
if a measure is acceptable from the point of view of: conformity with the business policy
of the entity or legal restrictions; the price of change of a product (service).

Technical bodies of an entity perform the analysis of feasibiliy options. In the process
of establishing feasibility options for implementation of risk treatment measures, the
entity applies the acknowledged and legally defined methods (SRPS A.L2.003, 2010).

Cost-benefit analysis criterion

Having finally established risk treatment measures, implemented risk reduction
or mitigation measures and evaluated if there is unacceptable residual risk, by using
the risk assessment criteria from this methodology, en entity performs analysis and
identifies the magnitude of acute expenses of further treatment, in accordance with all
general and special characteristics of an observed potential hazard. The cost-benefit
analysis is performed by the technical service of the entity, by aplying the acknowledged
and legally defined methods.

If the analysis shows indicators contrary to the interest gained by risk treatment, the
risk should be considered unacceptable (SRPS A.1.2.003, 2010).

3.3 Residual risk criterion

At the end of the risk assessment process, i.e. unacceptable risk treatment, an entity
should identify if there is residual risk, i.e. risk which remains unacceptable even after
the treatment measures have been taken. Each residual risk that remains upon taking
risk treatment measures should be evaluated by using the criteria for risk assessment
prescribed in this methodology. If residual risk does not fulfill these criteria the entity
should take other risk treatment measures. After the implementation and verification
of the specific risk treatment measures, the entity should decide if general residual risk
in an area is acceptable, by using acceptability evaluation (SRPS A.L2.003, 2010).

4. Maps and registers of natural and other disaster risks

4.1 Risk maps

Maps are important instruments showing information about potential hazards,
vulnerability and risks in the area of natural and other disasters and thus supporting
the process of risk assessment and overall risk control strategy. Maps help towards
setting the priorities related to risk reduction strategies. Maps also have an important
role in ensuring that all the stakeholders in the risk assessment process have the same
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information on the hazards and threats, as well as in conveying the results of risk
assessment to the interested stakeholders (ISO 22300, 2007). Finally risk mapping is
useful in a broader context of land use and visibility of vulnerability assessment results
as well as in planning and use of threat response forces. Producing risk maps is a
complex job. They are usually one of the results of risk analysis and a follow-up of the
process of mapping potential hazards and vulnerability in a given area.

By means of risk maps, an entity shows the space and spatial distribution of the
protected assets, risk sources, distribution zones, protection and rescue facilities,
facilities that may cause a risk or multi-risks, the position of the neighbouring countries
with critical infrastructure, etc. In general, topographic charts of different scale are
used for showing the results of risk mapping. Besides topographic charts, in order to
show specific topics, specialized agencies also use tematic maps (hydrometeorological,
seismic, etc.) (NFPA 1600, 2010). On risk maps (charts) specific potential hazards may
be shown for the purpose of a more detailed representation of risks or groups of specific
hazards or all potential hazards in a given area.

4.2 Risk register

Register of natural and other disaster risks is permanently produced in the process
of risk assessment. An entity records all the data obtained or collected in the process of
risk assessment. The records should be kept in hard copy or electronic versions for easy
retrieval of data and creation of a database (UK Government, 2008).

In creating an efficient and comprehensive database, it is necessary to produce the
relevant software that will provide an analysis of the entered data. Software solutions
ensure high-speed analysis of data, visualization of data in real time and prediction of
potential phenomena and events.

All vulnerability assessment results should be shown on electronic charts by using
the geographic information system (GIS).

5. Multi-risk identification

In the process of risk assessment an entity takes into account the possibility that
individual risks alone do not influence protected assets.

Multi - risk is a combination of two or more potential hazards generated from one
potential hazard, taking into consideration the interactions of all potential hazards in
all the situations:

- occurring simultaneously or consecutively, either because they are mutually

dependant or because they are caused by a same event or a trigger event, or:

- posing a threat to the same elements under risk (vulnerable/exposed elements)

without chronological coincidence.

Simultaneous potential hazards are also called side events, destructive effects,
domino effects or waterfall effect (ISO TC223, 2007). The related examples are a
landslide caused by flood, which was triggered by heavy rain, or an industrial accident
which causes health problems, epidemics, etc.

Any event or a potential hazard may trigger a number of potential hazards, each
of which may be considered separately. The probability of occurrence of each of these
events is naturally closely linked to the probability of occurrence of a trigger event that
preceded or followed. Assessment of the impacts must therefore take into consideration
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the cumulative effect of all different potential hazards occurring simultaneously or
consecutively (Kekovi¢ et al, 2011).

Such multi-risk approaches are important in all the geographical areas prone to
negative impacts of several types of potential hazards, as is the case of many parts of
the Republic of Serbia. In this context, focusing only on one specific potential hazard
could even result in increased vulnerability to another type of potential hazard (NFPA
1600, 2010). For example, if an approval has been obtained for construction of a facility in
a fertile valley, as its structure includes an elevated and high ground floor, this could result
in a special vulnerability of the structure to the seizmic waves.

A multi-risk approach requires a multi-hazard and multi-vulnerability perspective.
Each risk assessment must include the possibly increased impacts due to an interaction
with other potential hazards; in other words, one risk may be enhanced as a result of
occurrence of another potential hazard, or else because another type of event has
considerably modified the vulnerability of the system. The perspective of multi-
vulnerability refers to the variety of exposed protected assets, e.g. of the population
transport and infrastructure system, buildings, cultural heritage, etc. showing different
types of vulnerability against different protected assets and requiring different capacities
for prevention of potential hazards. Analyses of individual risks take into consideration
the complexity of different sources of specific potential hazards (Kuljba, Arhipova, 1998).

Difficulties faced in combining the analysis of individual risks into one integrated
picture of multi-risk must not impede drawing conclusions on multiplication or
increase of impacts. Some difficulties arise from the fact that available data for different
individual risks may refer to different time frames and to using different typologies of
impacts, etc.

5.1 Multi risk scenario

Ideally, risk identification should take into account all possible potential hazards, the
probability of their occurrence and their potential impacts on all the protected assets
and the entity that performs the assessment should ensure the possibility to consider
the combinations of all risks. Potential hazards may occur with different intensity and
the quantum influence may be unstable, i.e. insufficiently related to the intensity of
potential hazards, in other words, only based on specific probability (NFPA 1600). In
reality, there are situations where one potential hazard triggers other potential hazards.
The range of potential hazards to be considered, together with their impacts, side
effects and influence are totally unlimited. Due to such complexity, risk identification
usually includes a detailed presentation of a scenario of potential risk situations, which
reduces the number of possibilities to several identified situations. Multi-risk scenario
is a presentation of a situation in which one or more impacts of potential hazards would
lead to considerable impacts posing a priority threat to protected assets (ISO 22300,
2007). In the next phase of designing a multi-risk scenario, it is necessary to analyze
all the possible combinations that pose a threat, but also those that are not apparently
hazardous. Risk scenarios are an authentic description of events that may be expected
in the future. Scenario formation is mostly based on the past experience, but events and
impacts that have not yet happened should also be taken into consideration. Scenarios
are based on a coherent and internally consistent set of assumptions about the key
relations and trigger forces. Therefore, it is essential that all the pieces of information
which lead towards defining a scenario should be explicit in order to be able to analyze
and update them (NFPA 1600, 2010). For a risk assessment at a high level of aggregation,
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such as national risk assessment, a fundamental question is which scenarios will be
chosen, as this will determine how useful the role of risk assessment will be in depicting
the reality. In comparison to a wide range of situations (i.e. risks and their different
degrees), which are likely to happen only a limited number of scenarios may be chosen.

Many risky events may have a range of outcomes with different joint probabilities.
Usually, smaller problems occur more frequently than disasters. Thus, there is a choice
between the most frequent type of outcome and the most serious one, or another
combination. In many cases it is appropriate to focus on the most serious outcome as it
represents the biggest threat and is often of the most concern.

In some cases it may be appropriate to rank common problems and independent
disasters as special risks. What is important is to use the probability relevant for the
assessed impacts, and not the probability of an event as a whole.

6. Cross-border dimension of risk assessment

Many large-scale disasters have a considerable trans-border influence. Many real
and potential hazards of the modern world, from remote areas, pose a threat to the
main assets in the Republic of Serbia. The most known of these are nuclear facilities
that exist in a closer or farther surroundings (Jakovljevi¢, 2009).

Trans-boundary risk control depends on the cross-border exchange of information
and therefore the data should be easy available and the neighbouring areas should also
benefit from them. As successful as cross-border information exchange may be, it faces a
number of challenges (Kuljba, Arhipova, 1998). Because of the very possibility of untimely
exchange of information, it is essential to assess the possible impacts and risks from
different potential hazards in the closer and farther surroundings of the Republic of Serbia.

Hazards that are typical for trans-boundary, even global effects, require a high
level of communication among the states, national and international organizations.
Communication does not mean a mere exchange of information, but is aimed at
exchanging resources that will ensure prevention, timely response and recovery from
the emergencyimpacts. The states take different measures intended for establishing such
a communication, e.g. passing standards regulating the area of the risk management
and early warning system, assessment of the response capacities, risk assessments, etc.

7. Conclusion

Emergencies, especially natural and other disasters, cause huge devastations and
permanent consequences for people, their property, the environment, and also affect
critical infrastructure. In terms of the number of deaths, material destruction and
extraordinary expenses, the Republic of Serbia has suffered great losses as a result
of various emergencies. In the previous couple of years it has used the emergency
response forces and tools in a chaotic manner. Such a situation called for passing the
relevant legal and sub-legal regulations related to drafting a natural and other disaster
vulnerability assessment of the Republic of Serbia.

The vulnerability assessment, as a general act, gives many answers to questions
related to degree of danger, manner of response, the size and distribution of response
capacities and so on.

The most complex part of vulnerability assessment is natural and other disaster
risk assessment. The first stage of risk assessment is a comprehensive inventory and
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a thorough analysis of potential hazards in an area affected by natural and other
hazards. In this phase the risk manager, in cooperation with experts for an observed
area, performs a detailed analysis of the factors contributing to a potential danger. By
their consideration, risk assessment and implementation of risk treatment measures,
we have set the conditions for vulnerability prevention. The methodology for natural
and other risk assessment in the Republic of Serbia has been conceived as a set of
criteria and parameters, defined by expert organizations in charge of specific types of
potential hazards, which allow for an integrated and precise interpretation and analysis
of potential hazards. The ultimate goal is to define the type, quantity and distribution of
the forces and tools required for an efficient emergency response, and to take prevention
action, based on real indicators and eventually to evacuate the people and goods with
the aim of protection and rescue.

A contemporary approach to emergency decision-making based on integrated
risk assessment is an indicator of awareness rising in the community on the possible
hazards and their impacts, on the necessity to develop plans for prevention or reduction
of impacts and on economic use of the protection and rescue forces and capacities.
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PROCENA RIZIKA OD ELEMENTARNIH NEPOGODA
I DRUGIH NESRECA U REPUBLICI SRBIJI -
METODOLOSKI OSVRT

Rezime

Jedan od najozbiljnijih izazova savremenog drustva jeste nedostatak svesti o
prisustvu razli¢itih opasnosti i moguénostima uticaja na njih. U teznji ka stan-
ju oslobodenom opasnosti svaka drustvena zajednica preduzima razne mere
i aktivnosti da proceni stepen svoje ugrozenosti. Kao najslozeniji deo procene
ugrozenosti, procena rizika zahteva sistematican pristup u identifikovanju i analizi
opasnosti, zasnovan na primeni odgovarajucih kriterijuma za izra¢unavanje nivoa
rizika prikazanih u ovom radu. Svaka metodologija za procenu rizika mora se prila-
goditi kontekstu procene rizika. Iz tog razloga, metodologija za procenu rizika od
elementarnih nepogoda i drugih nesreca predstavlja pokusaj da se uspostave os-
novni zahtevi i kriterijumi za procenu rizika u sferi upravljanja u vanrednim situ-
acijama. Zbog kompleksnosti i nepredvidivosti prirodnih i tehnicko-tehnoloskih
opasnosti koje ugrozavaju ljude, materijalna dobra i Zivotnu sredinu, metodologi-
jom procene rizika je obuhvacena i izrada mapa rizika, procena kombinacija rizika
— multirizika, kao i prekograni¢na dimenzija rizika.
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TERRORISM AND TOURIST INDUSTRY - MEDIA
INFLUENCES IN SHAPING RISK PERCEPTIONS

Zelimir Kesetovi'
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Abstract: Since before the end of the Cold War, terrorism acts have had major
effects on tourism industry. Tight linkages between terrorism and tourism do
not exist in the absence of media attention. Terrorist acts are media events par
excellence. Being predominantly profit oriented, some media are irresponsible
in reporting on terrorist acts. However media have strong influence on risk per-
ception among tourist, and consequently tourist industry. Risks from activities
that evoke fear, terror, or anxiety, like terrorism, are perceived to be greater than
risks from activities that do not arouse such feelings or emotions. The way the
terrorist act is presented in mass media will shape the perceptions of potential
tourists to certain tourist destinations, countries and whole regions and there-
fore influence tourist industry. Having this in mind, managers in tourist indus-
try should use all necessary crisis communication tools and techniques in order
to restore image of stability in tourist destinations affected by terrorist attacks.

Keywords: terrorism, risk perception, tourist industry, crisis communication.

1. Introduction

Human curiosity, need to learn about other countries and cultures, modern trans-
portation, first of all cheap air travel in combination with the package tours, resulted in
enormous development of international mass tourism. Tourism has become a popu-
lar global leisure activity. In 2008, there were over 922 million international tourist
arrivals, with a growth of 1.9% as compared to 2007. International tourism receipts
grew to US$ 944 billion in 2008, corresponding to an increase in real terms of 1.8%.
The World Tourism Organization forecasts that international tourism will continue
growing at the average annual rate of 4 %. By 2020 Europe will remain the most popu-
lar destination, but its share will drop from 60 % in 1995 to 46 %. Long-haul will grow
slightly faster than intraregional travel and by 2020 its share will increase from 18 % in
1995 t0 24 % (UNWTO, 2009).

Generally speaking safety and security are among major concerns when choosing
tourist destinations. Wars and ethnic conflicts, terrorism, high crime rates, dangerous
diseases and natural disasters can be factors of deterrence in choosing tourist destina-
tions. In almost all tourist guides there are safety tips to avoid certain countries, re-
gions, neighborhoods or behaviors. Also there are numerous web sites like www.SOS.
travel, an online one-stop-shop where users can access the latest critical information
and communication tools in anticipation of, or in response to, natural and man-made
crises with potential impacts on tourism. The system aims to support crisis prepared-
ness in the tourism sector and to assist in rapid recovery from crisis situations. SOS.
travel also serves as a valuable resource for travelers by providing in one place the tools
and information they need in order to make informed decisions about their own safety
and security, and to obtain assistance in case of an emergency.

1 E-mail: zelimirkesetovic@gmail.com
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The tourism sector and popular destinations are inherently vulnerable to disaster
and crisis conditions (Pizam and Mansfield, 1996; Somnez et al., 1999). Adverse situ-
ations associated with distress, fear, anxiety, trauma and panic are the antithesis to the
enjoyment, pleasure, relaxation and stability often sought in the tourist experience
(Santana, 2003). If a prospective destination is associated with any negative images or
sentiments, consumers can simply choose to cancel, defer or substitute for alternative
locations - such actions may precipitate a tourism crisis.

However, there is evidence that also thrill seeking tourist, and related phenomena
like war tourism,” extreme (shock) tourism’ and adventure tourism (Buckley, 2006)
exist. But even tourists of this kind are concerned with their own safety, using the spe-
cialized tourist guides with advices to staying alive in world’s most dangerous places
(Pelton, 2003).

Anyway, thrill and danger seekers in tourism are not the main stream. For the ma-
jority of tourists safety of their life and property is an important factor when choosing
where to spend their holidays. Different levels of concern for safety may influence the
decission making process of potential tourists. It is likely that destinations perceived as
safe from terrorism and political problems will be considered seriously, while those per-
ceived as risky will be rejected. In that sense in the recent decades in different part of the
world tourism industry has been often affected by terror, war and political crisis. Pizam
and Smith remark that since before the end of the Cold War, terrorism acts have had ma-
jor effects on tourism destinations. As a result, the ‘shadowy, mobile, and unpredictable
forces of terrorism are becoming an unfortunate part of travel and tourism landscape.
Their paper provides a quantitative analysis of major terrorism events around the world
during 1985-98, classified by date, location, victims, weapons used, severity of damage,
motive, effect on tourism demand, and length of effect. The analysis is followed by a
summary and conclusions about the magnitude of the impact of these events on host
destinations and the tourism industry worldwide (Pizam and Smith, 2000).

Terrorist acts are often very brutal aiming to gain publicity. The number of innocent
randomly chosen victims presented in electronic and print media as a consequence has
the rise of fear of crime and anxiety over personal security. Freyer and Schroder note
that “again and again the peaceful picture of traveling has shown signs of faltering in
the face of unexpected events such as terrorist attacks. In the affected regions, events of
this nature often have enormous impacts on the economy and social life of residents.
In some cases, tourism flows are interrupted as tourists look for other seemingly safe
destinations. However, up to now, terrorist attacks at Luxor, Cairo and Bali, the PKK

2 War tourism is a term the media use to describe the idea of recreational travel to war zones for purposes of
sightseeing and superficial voyeurism. War tourist is also a pejorative term to describe thrill seeking in dangerous and
forbidden places. There has been no proof of the concept in real life but the idea has gained currency in a number of
media reports, none of which have actually interviewed or found a tourist who has visited active combat areas as a
tourist. There have been a number of tourists caught up in war torn regions, many who visit active war zones like Israel,
Lebanon, Myanmar, Algeria, Colombia and other regions at war. There are many freelance journalists who describe
themselves humorously as “war tourists” (P]. O’'Rourke is the most famous) and mercenaries who have pretended
to be tourists to avoid discovery as in Michael Hoare’s attempt to take over the Seychelles disguised as “The Royal
Order of Frothblowers”. http://en.wikipedia.org/wiki/War_tourism. War tourism is also confused with dark tourism or
“battlefield tourism”: going to places of historic importance or famous battle sites. Foley and Lennon explore the idea
that people are attracted to regions and sites where “inhuman acts” have occurred. They claim that motivation is driven
by media coverage and a desire to see for themselves, and that there is a symbiotic relationship between the attraction
and the visitor, whether it be a death camp or site of a celebrity’s death. Much of their focus is on ancient sites where “acts
of inhumanity are celebrated as heritage sites in Britain (for example, the Tower of London, Edinburgh Castle), and the
Berlin Wall” (See Foley and Lennon, 2000; Sharpley and Stone, 2009)

3 Extreme tourism or shock tourism is a type of niche tourism involving travel to dangerous places (mountains,
jungles, deserts, caves, etc.) or participation in dangerous events. Extreme tourism overlaps with extreme sport. The
two share the main attraction, “adrenaline rush” caused by an element of risk, and differing mostly in the degree of
engagement and professionalism http://en.wikipedia.org/wiki/Extreme_tourism
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attack in Turkey or the ETA attacks in Spain have not stopped the long-term growth
of international tourism. The destinations subjected to terrorist attacks have generally
regained lost visitors as holiday-makers quickly forget such incidents and return rela-
tively soon after the occurrences of devastating attacks” (Freyer and Schroder, 2005).

Due to number of victims and the method of the assault the attacks of 9/11 in the
USA was world media event par excellence. Although the attack itself was not aimed at
tourism primarily; its effect on the international tourism economy, the tourist product
and tourists themselves was considerable (Nacos, 2002; Schicha and Brosda, 2002). In
certain way media amplified fear of terrorism in order to prepare the public opinion
and justify “war on terror” and following intervention in Iraq, as well as new domestic
security policy comprising restrictions of human rights and freedoms. Impact on air
transportation and tourism industry was inadvertent by consequence.

2. Terrorism and media

Generally, terrorists use extremely violent and inhumane methods against soft tar-
gets in order to generate shock, fear and fright. Their goal is to reach a very broad audi-
ence, and the media seem to be the best means to achieve it. Regardless of the cruelty
of the terrorist act, if it reaches limited public its effect is minor. Nowadays terrorism
evolved due to interaction with the modern mass media. Number of authors pointed
out the instrumental relationship that exists between media and terrorists (Laqueur,
1976; Jenkins 1983; Nacos, 1994, Wieviorka, 1988; Kratcoski, 2001), although there is
no consensus in understanding the nature of this relationship.

The communication dimension in conceptualizing terrorism was first proposed by
Karber who argued “as a symbolic act, terrorism can be analyzed much like other me-
diums of communication” (Karber, 1971:9). He outlines four basic components of
the communication process within the context of terrorism: transmitter of message
(terrorist), intended recipient of message (target of terrorists message), message (ter-
rorist act involving individual or institutional victims), and feedback (reaction of the
recipient). In that sense classic communication paradigm can be slightly rearranged.

Terrorism as a message

m terroristorganization

[Message| [attempt, rapture, bomb

{ feedback / reaction

{ tourists/potential visitors to affected destination

Media oriented terrorism

This symbiotic relationship between terrorism and the media first became possible
with the development of the international media. Their development occurred in sev-
eral stages. In 1830, the first steam printing press was developed, and 3 years later the
first newspaper with a large circulation was published in the USA. In 1968, the first TV
satellite images were broadcast worldwide, followed later by live reporting. Terrorist
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organizations quickly recognized the possibilities of this new means of mass commu-
nication to promote their aims, and it is perhaps no coincidence that the 1968 hijacking
of a commercial jet by Palestinian terrorists announced the birth of international ter-
rorism (Hoffman, 1999).

Nowadays it is obvious that the media play an important role during the planning
and execution of terrorist activities from the viewpoint of terrorists (Biernatzki, 2002).
The media transmit the events and also the ideological aims of the terrorists to a broad
audience by means of far-reaching and extensive reporting. Without media amplifi-
cation terrorist activities would fade away and the perception of the events would be
limited to the immediate victims. To attract the attention of the local as well as interna-
tional media, their actions are often carefully arranged. The news content is of great im-
portance to the media, which in turn reach a broad, interested audience. The intensive,
sometimes exaggerated and superficial reporting results in an image of unsafe destina-
tions and leads to negative effects not only on the target destinations, but also on those
countries that benefit from tourism (Freyer and Schroder, 2007).

3. Risk perception

According to the words of Ulrich Beck, the contemporary-postmodern society is
the “Risk Society” where in the first place we become more and more aware of the
technological, scientific and other man-made as well as natural risks and hazards we
are surrounded by, and, in the second place, the society where such risks are rapidly
increasing. Thelogic underlying modern industrial societies is changing from one based
on the distribution of “good” aspects, in the form of material products, to one based on
the distribution of “bad” aspects, in the form of risks and unintended consequences
(Beck, 1998). The eminent roles in such settings are assigned to the media as a source
of information, agenda-setters and opinion makers. Anthony Giddens speaks of “risk
culture”, which can be seen as a new imperative for modern society; we live in a society
which is no longer turned towards the past, but towards the future, in which individuals
have acquired considerable autonomy and are encouraged to take their lives in their
own hands (Giddens, 1999).

Even if the experts and professionals accept the theory that we live in the “risk
society’, the public is reluctant to adopt the “risk culture” in general. Laymen have
their own way of dealing with risks and hazards. Either the public “overestimates”
risks considered by the experts to be statistically insignificant or under control (which
can lead to various types of social reactions, such as anti-nuclear demonstrations),
or else they continue to “under-estimate” the risks and hazards associated with
individual behavior (which, on the other hand, can complicate things for experts
who are trying to develop preventive policies). Individuals also have a propensity
to believe that they are personally immune to risky events. The “it won't happen
to me” phenomenon applies to many individuals when they drive a motorcar or
smoke a cigarette. In both cases, perceptions of risk acquire their own strength and
sometimes have consequences greater than the risks themselves. Therefore, someone
might be willing to engage in a, statistically speaking, rather dangerous activities
such as binge-drinking, paragliding or free climbing and at the same time be very
reluctant to visit the countries or areas that are perceived to be under terrorist threat.

From the perspective of social sciences, risk perception includes human beliefs,
attitudes, judgments and feelings, as well as wider societal or cultural values and
dispositions that people adopt towards hazards and benefits coming from them. Such
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view on risk perception is deliberately wide, because it takes into account that people
rather evaluate hazards as something real and palpable than risk which is but an
abstract concept (Pidgeon, 1992:89). Risk perception is above all multidimensional,
because one hazard can have different meanings for different persons (depending on,
say, their system of values) and in different contexts.

What social sciences generally intend to assess in the risk perception research,
includes human cognition and processing of the various information about hazards,
as well as the ,,second hand” information originating from scientific communication,
the communication of the ,,significant other” of the social surrounding, such as peers
or other trustworthy figures and, of course, the media. Today’s psychological practice
accepts the general position that the outside information are first selected and then
interpreted on the basis of the structures of the organized knowledge through which
all individuals personalize the world, as well as on the basis of the system of beliefs and
significations which is shared between the individuals within a certain culture, society
or a social group (Pidgeon, 1992).

Although in defining probability people use various heuristic simplifications or
»short-cuts’, they have relatively sofisticated views on certain risks, including important
qualitative factors which formal risk assessment techniques very often do not take
into account (Pidgeon, 1992). Systematic differences between intuitive and statistical
estimates can be seen only in case of the extreme values: people tend to overestimate the
fatalities from very low probability events (e.g. nuclear radiation) and underestimate the
very probable ones (e.g. cancer, stroke...). One of the explanations of this effect is that
people use the availability heuristics, which means that, under certain circumstances,
people will judge the likelihood or frequence of an event in part as a function of the ease
of recall (availability) of similar instances from memory:. It is often said that key impact
on the availability from memory are the information from the media. Sensational
overreporting of relatively rare accidents such as car bombs, suicide bombers or airplane
hijacking can increase the perception of availability of such events. On the other hand,
relatively ,,normal” causes of death such as car accident or a stroke, rarely become the
headlines. This can lead to people overestimating the probability of rare but ,,sensational”
events and underestimate very frequent but not so ,,interesting”.

It shouldn't be forgotten that one of the important facets of terrorism, if not the
most important one, is its psychological impact. Drake has defined terrorism as “the
recurrent use or threatened use of politically motivated and clandestinely organized
violence, by a group whose aim is to affect one or more psychological targets in order
to make them behave in a way in which terrorists desire” (Denney, 2005).

Now; one of the key questions in risk assessment is what makes the risk acceptable
or tolerated. We can also pose another question, that is, what makes some risks so
unacceptable and intolerable? In the former instance we can speak about attenuation
of ,objective” risk, whilst in the latter we can speak about the amplification of the risk
in question. The term risk acceptability conveys the impression that society purposely
accepts the risks as the reasonable price for some beneficial technology or activity
(Kasperson, 1983). Race car driving, mountain climbing or, even, adultery are all high-
risk activities in which the benefits are intrinsically cross-linked with the risks. These
activities are thrilling and exhilarating because they are dangerous. Amplification
could be defined as a process during which events pertaining to hazards interact with
psychological, social, institutional and cultural processes in ways that can heighten or
attenuate public perceptions of risk and shape risk behavior. More recently, amplification
has been described as referring to the discrepancy that might exist between expert
and lay points of view, or, where there is amplification of impacts, to the discrepancy
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between expert assessments of the risk and the magnitude of the impacts that do or
do not follow. Where public perceptions are such that the risk is much greater than
expert assessments would suggest, we speak about intensification. Conversely, where
perception/behavior suggests that the risk is much less than expert judgment would
suggest we speak about attenuation (Breakwell and Barnett, 2001).

Some theorists argued that a number of “negative hazard attributes” or “outrage
factors” exists which might influence peoples risk perception and therefore cause
intensification or attenuation. The 1992 Royal Society Report identified eleven such
attributes, whilst Covello and Sandman added nine more. It would be out of the scope
of this study to mention all of them, but we can name a few which are linked to the
perceived threat of terrorism:

1. Lack of personal control over outcomes (one cannot control a terrorist behavior,

the time and place of the possible attack)

2. Lackof personal experiences with the risk (most tourists come from the developed
countries where the incidence of terrorist attacks is quite low)

3. Infrequent but catastrophic accidents (high number of victims and great material
losses of a terrorist attack)

4. Risks that cause dread - risks from activities that evoke fear, terror, or anxiety are
perceived to be greater than risks from activities that do not arouse such feelings
or emotions (terrorist attacks are linked with images of dying casualties, burning
buildings, panic etc.)

5. Media attention — Risks from activities that receive considerable media coverage
are viewed as greater than risks from activities that receive little (extreme interest
of media in terrorism normally followed by the very graphic reports and images
of the terrorist attacks)

Covello and Sandman argue that these findings reveal that people often perceive and
assess “risk” more in terms of these factors than in terms of potential for “real” harm and
hazard. For the public RISK = HAZARD + OUTRAGE. Thus, risk, is multidimensional
and its quantitative size is only one of the dimensions. Since people vary in how they
assess risk acceptability, they will weigh the outrage factors according to their own
values, education, personal experience, and stake in the outcome. Because acceptability
is a matter of values and opinions, and because values and opinions differ, discussions
of risk may also be debates about values, accountability and control. Any measurement
of risk would, therefore, need to be sensitive to the system of understanding in which
that risk is viewed. This also suggests that apparently irrational views may actually
constitute logical constructions of a perceived reality (Covello and Sandman, 2001).

4. Terrorism, tourism and risk perception

In modern context both terrorism and tourism are global phenomena. Tourists
and tourist destinations become one of favorite terrorist targets. Due to a number of
terrorist attacks on tourist destinations peaceful picture of travelling is fading away.
People still remember incidents like the explosion that killed three in Paris in 1986, the
home-made pipe bomb in Tel Aviv in 1990, the November 1997 massacre of 58 tourists
at Luxor’s Temple of Hatshepsut in Egypt, and the Kenyan and Tanzanian US Embassy
truck bombings killing 263 in August 1998 (Pizam and Smith, 2000). Attacks of 9/11,
due to their enormous dimensions, number of victims, method of assault and media
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attention, are in certain way a milestone in understanding and redefining strong links
and complex mutual impacts that exist between tourism and terrorism.

On the tactical level tourism is used by terrorists to obtain resources to fund further
activities through thefts and robberies. On the strategic level, attacking touristic targets
is in function of achieving ideological aims and destabilizing target countries’ economy
and/or the power and status of the political elite by intimidating potential visitors
(Sonmez et al., 1999). Attacks on tourism may also be used by terrorist organizations
as a form of ‘punishment’ for the business community, political system and elements
of society for their support of unpopular economic and social policies. Selection of
touristic targets is stronger in those countries that are dependent upon tourism and,
therefore, where the state is more likely to be susceptible to blackmail from the terrorists’
perspective. At a strategic target, tourism is a surrogate; first attack the economy and
achieve ideological aims later (Freyer and Schrdder, 2007).

Cultural differences might also be a trigger for terrorist to attack tourists. For
example tourists’ behavior, forbidden in Islam religion, like eating pork, drinking
alcohol and gambling may provoke attacks of radical Islamic groups that can see it as a
threat to their traditions and value system.

In a number of cases actual target of terrorist are not the unfortunate tourists but
rather the general social system, the government or the political order. Tourists are
either means to indirectly reach those targets, or just a collateral damage (incidental
victims). Of course, there are extreme cases of terror attacks against tourists and tourist
facilities in which the violence can be understood as a message, aimed to alarm local,
national and international general public through mass media.*

Scott argues that linkages between terrorism and tourism would not exist in the
absence of media attention. In his paper “Media congestion limits media terrorism”
he finds empirical linkages between terrorism and tourism (Scott, 2001).

In today’s media world the most people first hear about a major terrorist incident
through the media (TV, radio, newspapers or Internet). For omnipresent media,
terrorist acts contain the very essence of hard news as they:

- involve ordinary people who have become the victims and with whom everyone

can identify,

- represent threat to a lot of people, primarily to the most vulnerable and perhaps

valuable (mainly perceived to be children, pregnant women and the elderly), and

- have major, perhaps fatal, long term consequences.

So media are, together with emergency services first at the spot of terrorist act, in
order to give first information and follow up.

Usually, media coverage of terrorist attacks is overloaded with emotional overtones.
According to the proverb “if it bleeds, it leads” journalists seem to have adopted the
notion that the more a terrorist act can trigger viewers ‘emotions, the more coverage
it should get. Inevitably reporting on such events involves human drama, tension,
romance, adventure, tragedy and victims (Glaesser, 2006). This element, together with
others such as physical proximity and cultural proximity, makes up the total news value
of the event.

4 Between 1985 and 1998, Pizam and Smith counted about 70 important terrorist incidents at destinations in which
71% of the victims were tourists (Pizam and Smith, 2000).

5  For example Beirman asserts that the Philippines have suffered from terrorism since the early1990s but only “attacks
against foreign tourists have raised the media profile of this problem” (Beirman, 2006:254). If fellow countrymen are
victims of terror attacks, the individuals sense of vulnerability increases.
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If the foreign tourists are victimized in terrorist act, the situation is instantly
magnified by the media, transferring the political conflict between terrorists and
their establishment to a much wider scale of international attention. The tourist’s
country of origin becomes involved in the situation and the subsequent involvement
of other countries intensifies the pressure on the government that the terrorists are
sending a message to. The widespread media attention focused on the terrorists’
political views confirms the usefulness of tourists to terrorists (Richter, 1983).

In social constructed reality the media is a major agent in shaping the public’s view
on risk. Research, however, shows that public attitudes towards the media are often
ambivalent - a blend of attraction and repellence. While many people really value
the information, opinion and the entertainment that the media gives them, they are
also very wary of the power they feel it has over them. The degree of cynicism the
public have for some of the media means the effects of sensationalist reporting are not
inevitable. The key point is trust; if the public trusts the medium, they are likely to treat
the messages they receive from it as factually correct (Communicating Risk).

Effects of terrorist attack on tourists and media reporting can be direct and indirect.
The direct effects are on the victims, their families and other people more or less
involved or concerned. Potentially more damaging is the impact of any indirect effects.
A number of following reports and repeating the disturbing images can amplify the
effects of a terrorist act and produce a fundamental crisis of confidence in the safety
of tourist destination and competence of security system and the Government of the
country. Actually they can influence risk perception of potential tourists and their
decision where to spend their holidays. As already mentioned, risk perception is not a
matter of pure knowledge or precise calculation, but rather complex process including
number of psychological, emotional and irrational factors. Although terrorist attacks
on tourist are rather rare events, media reporting can influence public risk perception
and the associated willingness to travel (Hoffman, 1999).5

terrorist organization

[Message | [attempt, rapture, bomb |

} feedback / reaction

Terrorism — media - tourism

In integrated decision-making model proposed by Sonmez and Graefe, media
coverage of terrorism and/or political instability is the first among external factors
that shape risk perception and in the last stage influence decision weather to travel
to certain location or not. Media are the most important agent in disseminating
information about level of security and possible terrorism at or near chosen
vacation region or destination (Sonmez and Graefe, 1998:124).

6  Rick Steves notes that odds of being killed by a terrorist overseas or in the air are 1 in 2,200,000, while odds of being
struck by lightning are 1 in 600,000 and odds of being killed by gunfire in the United States are 1 in 18,900. (Rick Steves
Talks about Safe Travel on http://www.ricksteves.com/about/pressroom/qa.htm retrieved on February 10, 2010.)
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In ideal world media reports should enable the public to make competent and
responsible decisions about risks. But in reality journalistic selection of information
and topic selection of special themes for broad public interest may distort the actual
situation and create a false perception of public risk (Meier and Schanne, 1996). Under
these conditions, such things as trip cancellations and a fall in demand at destinations
and regions that are actually safe and unaffected by terror attacks can be understood.
As aresult of intense coverage of terrorist activities that may be linked to tourism, there
may be a substantial short-term fall in demand for tourism in the affected destination.
Above all, frivolous coverage can lead to mid and long-term negative public attitudes
regarding the risk factor of a destination as well as its associated image, thereby further
jeopardizing tourism demand. Even after booking a trip, negative information may
still alter a decision, leading to a cancelled trip.

For example German media coverage of Egypt created the impression that the entire
country was affected by the fundamentalist terror attacks. A statement from the head
of the Egyptian tourist office, Bakier, declared that only the area around Assiut was
considered dangerous (Schreier, 1994). Another example is social turmoil in Havana in
August 1994, when about 10,000 people demonstrated and counter demonstrated in a
peaceful event. Some media reports on this event were completely exaggerated, leading
to a considerable number of cancellations of trips to Cuba (Chierek, 1995).

Media coverage of terrorism or political upheaval has the potential to shape
the induced image individuals have of destinations. Terrorism has a most dangerous
potential for a place’s image, and many places seek a real solution to avoid possible
crises and prevent future attacks (Avraham and Ketter, 2008:143). “Media coverage
of terrorist events has an especially powerful potential influence because media
coverage is frequently the only source of information on an issue available to the
audience. Media coverage is not only frequently a unique source of information but
it may also be a unique source of interpretation. In particular, the general public
is apt to rely to an enormous degree on media accounts for an understanding of
terrorists’ motives, the implications of their actions, and the essential character of
the situation” (Weimann and Winn, 1994:154). Effects of media coverage can spread
from the tourist place affected to the whole country or even region.

Institute Medien Tenor's research reports make pretty clear how media
coverage can negatively affect demand for tourism. In a time period of one year
beginning in January 1998, German television reported on hotspots in Israel in
every second story. Around 80% of those reports dealt with international crises
and terrorism. At the time, in the period from September 2000 to August 2001,
there were a similar number of stories in the German media and every fourth
story was of a negative nature. Eighty-eight per cent of stories about Israel in the
US media were about terrorist incidents, and two-thirds were negatively portrayed
(Medien Tenor, 2001).

Receiving information about risks of terrorism at the destination or with the
transportation they intend to use, can have a decisive influence on the potential tourists
and their decision to travel, so they might decide to substitute planned destinations with
asafer alternative. Relevant studies have shown that tourists substitute risky destinations
with safer choices, demonstrate a delayed reaction to terrorism and exhibit cultural
differences in their reactions to risk. Despite their low probability, risks carrying high
costs, such as terrorism, appear to provoke serious consumer reaction. For example, as
a result of terrorist activity in 1985, 1.8 million Americans changed their foreign
plans the following year (Sonmez and Graefe, 1998).
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Perceiving and labeling specific destination as unsafe results in a drop of the
number of stays, especially when the groups of better off tourists are in question, and
this might present an opportunity for other tourist locations, regions or countries. It
was estimated that the Islamic extremist terrorist attack in Luxor in 1997 cost Egyptian
tourism approximately 50% of their annual turnover (Glaeser, 2003:48).

However, research on terrorism indicates that the initial effects of terror attacks
are severe, but only after a few months the incidents are forgotten and the negative
influence on the public diminishes. According to Fleischer and Buccola “tourists last an
average of two month since acting to increases in terrorist attacks, while over a longer
period, an events psychological effect appears to subside” (Fleischer and Buccola,
2002:1339). And, if such negative events occur further, the population’s attitude will
drastically change once again.

It should be noted that risk perception is not the only factor that influences decision
making process. There are a number of important external (government issued travel
advisories; social interactions regarding terrorism and/or political instability), internal
(international travel experience; international travel attitude; traveler personality type)
and demographic (age; gender; income; education; children in the household) factors
that influence motivation and decision to travel (Sonmez and Graefe, 1998).

Al Qaedass attacks on the World Trade Centre clearly demonstrate the potential risk
which terrorism poses for the tourism industry. 9/11 events in the USA, together with
2003 war in Irag, SARS and other health-related outbreaks greatly affected tourism
industry. According to Travel Industry Association of America since 2000 domestic and
international travel expenditures dropped 29.100.000.000 $ in 2001 (Travel Industry
Association of America, 2002). The impact of 9/11 was particularly high in the USA.
Society has become more skeptical and more suspicious and watchful (Chura, 2002).
According to TIA, travelers are also experiencing a certain degree of uncertainty and
continue to be more cautions in their planning (Amarante, 2003).
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5. Crisis management strategies

As tourist destinations are vulnerable to politically motivated violence, Sonmez,
Apostolopoulos and Tarlow suggest tourist managers should incorporate crisis
management planning into their overall sustainable development and marketing/
management strategies to protect and rebuild their image of safety/attractiveness, to
reassure potential visitors of the safety of the area, to reestablish the area’s functionality/
attractiveness, and to aid local travel and tourism industry members in their economic
recovery. Their recommendations include having a crisis management plan in place,
establishing a tourism crisis management task force, developing a crisis management
guide book, and partnering with law enforcement officials (Sonmez, Apostolopoulos
and Tarlow,1999).

Based on Israeli experience, Yoel Mansfeld gives some generally applicable advices
for recovery of tourism industry. Marketing activities should be dynamic, constantly
innovative yet sensitive to various crisis scenarios. Messages regarding security and safety
must be spelled out in a realistic manner. In the midst of a given severe and ongoing
security situation, all marketing campaigns aimed at international tourism must be
stopped as they would be wasting of resources and credibility. An affected receiving
country should maintain a constant flow of comprehensive information at the level of
security and safety as a travel destination. These data also need to be available at all times
through communications channels accessible by the generating markets (newspapers,
special TV travel programs, the Internet, travel magazines, etc.) (Mansfeld, 1999).

Places cannot just ignore the crisis trying to portray it as insignificant, irrelevant
and marginal. This technique of limiting the crisis often implemented when the media
demand explanations or reactions from decision makers. For example, after a terror attack
in Djerbe in Tunisia an official said, “There is no terrorism in Tunisia! Why do you always
focus on that?” He added that only one synagogue was attacked and that “it is not the end
of the world” (http://www.themedialine.org). This was also the case after a suicide bomber
attack in Cairo, Egypt. Officials tried to convince the media that the terrorist had acted
alone and was not a part of a new terror network (Haaretz, April 10, 2005).

Some countries implemented specific tailor-made strategies after terrorist attacks.
A 2002 terror attack in Tunisia near a local synagogue exerted a marked adverse effect
on tourism from Israel. Perceiving Israelis as an important target market, the Tunisian
government formulated new regulations to enhance the sense of security and to make
visits by Israeli tourists safer and easier; measures included providing an escort of local
police forces for organized groups (Haaretz, January 1, 2005). Likewise, following
a terrorist attack against German tourists, the Egyptian government took a hard line
against radical Islamic groups and reduced the odds of possible future crises (Wahab,
1996). Both Tunisia and Egypt tried to cope with an image crisis indirectly: instead of
dealing directly with the negative image they addressed the problem that caused it. Egypt
has tried to deal with its terrorism problem through increased security and aggressive
marketing and promotion efforts. Egyptian police adopted preventive and proactive
measures that eventually helped them find and arrest terrorist leaders (Wahab, 1996).

Mexico lowering the prices and aggressive marketing campaign (Pitts, 1996), while
Northern Ireland tried with devising strategies to increase visitation (i.e., developing
new tourism products/attractions) supported by heavy promotions (Witt and Moore,
1992) maintaining good contacts with members of the international media; providing
comprehensive information to international tour operators, travel agents, and the press
(to evaluate travel risks in their proper context); and wisely guiding tourists away from
high-risk areas (Wahab, 1996).
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6. Conclusion

Today terrorism has become global phenomena and tourist destinations
and tourists are high on the scale of possible terrorist targets. Having in mind
that security counts as one of the important element of the tourism industry,
the threat potential of international terrorism must be taken seriously in every
country, not only those that have so far had experiences with terrorism. Influences
of those events on tourism industry, amplified through media reports, are not
to be underestimated. Managers in tourist industry, in cooperation with wide
range of actors, first of all state or regional security agencies, emergency service
providers, media and NGOs, should be proactive and develop and implement
comprehensive integrated crisis management plans to reduce the risk and influence
of serious adversity. Crisis communication has to be important part of these plans,
as tourist industry is reliant on image and positive perceptions.

There are no universal recepies that can be simply taken from “cookbook”
and implemented after the terrorist attacks have occurred in order to reestablish
image of affected tourist destination and regain the confidence of holiday makers.
Although all the terrorist attacks have a number of common features, every one
of them is a unique event. So in each case of terrorist attack targeted on tourism
destination or tourists, all the relevant circumstances (stakeholders, short term
and long term consequences, side effects, etc.) should be closely analyzed in order
to choose the most appropriate public relation strategy to regain the undermined
image and lost international integrity.

General rules and recommendations in crisis communication have also to
be followed by the tourist industry when dealing with consequences of terrorist
attacks. Honesty, transparency, professionalism, sensitivity and compassion for victims
and good communications with the public and media can improve chances of a faster
recovery. Very important is passing the information about the type of threat to the
transportation and accommodation industries and instructing international tour
operators and travel agents about possible dangers. The optimal communication
messages based on the knowledge and understanding of the market should be
composed and send.

After terrorist attacks in Bali World Tourism Organization recommended
pro-active strategies for future crisis communication and preparedness planning
should include the development of a dedicated public relations office, establishing
a specific media response protocol, the formation of a representative consultative
body and basic resource allocation (Gurtner, 2007:87).

It is truth that the communication of risk is not an easy task, but risk
assessment and communication should at least be a part of the policy discussion
over terrorism, something that may well prove to be a far smaller danger than is
popularly portrayed. The constant, unnuanced stoking of fear by politicians and
the media is costly, enervating, potentially counterproductive, and unjustified by
the facts (Mueller, 2004).

The tragedy of 9/11 has caused communication managers to rethink everything they
do. Lisa Fall notices that “messages are constantly being restructured, communication
channels are being retooled, and key publics are being retargeted (Fall, 2004). The
post-9/11 terrorist attacks demand that communication programs be elaborately, yet
strategically revamped. One cannot assume that programs that were successful before
9/11 will continue to be appropriate after 9/11. No “cookie cutter” formulas or “how
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to” crisis manuals could be used for such a rare and unchartered circumstance (Fall,
2004). New circumstances require not only communication skills and broad crisis
communication knowledge, but creativity, courage and innovations.
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TERORIZAM I TURISTICKA INDUSTRIJA - ULOGA
MEDIJA U PERCEPCI]JI RIZIKA

Rezime

Jo$ pre kraja Hladnog rata teroristicki akti su imali veliki uticaj na turisticku in-
dustriju. Tesne veze izmedu terorizma i turizma ne postoje u odsustvu medijske
paznje. Teroristicki akti su medijski dogadaji prve vrste. Neki mediji su, u pot-
razi za profitom, neodgovorni u izvestavanju o teroristickim aktima. Medutim,
mediji imaju jak uticaj na nacin na koji turisti percipiraju rizike, pa time i na
turisticku industriju. Rizici koji proisticu iz aktivnosti koje izazivaju strah i uzas,
kao $to je terorizam, pericpiraju se kao veci od rizika od aktivnosti koje ne iza-
zivaju ovakve emocije. Nacin na koji su teroristi predstavljeni u masovim medi-
jma oblikuje prercepciju odredenih destinacija, zemalja i celih regiona u o¢ima
potencijalnih turista i time utice na turisticku industriju. Imajudi to u vidu,
menadzeri u turistickoj industriji treba da koriste sve neophodne alate i tehnike
kriznog komuniciranja da bi povratili utisak stabilnosti turistickih destinacija
pogodenih teroristickim aktima.
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DETERMINING THE EFFECTIVENESS OF
RECOGNIZING DECEPTION IN PSYCHOPATHS BY
EXPERIMENTAL POLYGRAPH TESTING

Boris Durovi¢
Police Department of Novi Sad

Abstract: Polygraph testing is the worldwide accepted and systematical proce-
dure evaluating truthfulness of answers to asked questions. There are some spe-
cific methodological weaknesses but, besides that, the results which we get us-
ing the polygraph have been justified in a few decades of application. The main
point of this research is checking successful detection of psycho-physiological
deceiving by means of the polygraph, using an experimental test, psychopaths
vs. non- psychopaths.

In this way, we have checked the validity of successful application of the poly-
graph on a domestic model.

The results obtained through this research are consistent with all the research
on this subject carried out so far. Namely, psychopaths are unable to deceive the
polygraph undetected to a statistically significant level compared to the rest of
the population. The sample shows certain differences in successful deception
that favor psychopaths, but this difference is not statistically significant.

However, comparing those who successfully deceive the polygraph in general
with sub dimensions on measured instruments we found the connection be-
tween successful deceiving and interpersonal dimension at Hare’s check list of
psychopathy and antisocial behaviour. Examinees with higher score on inter-
personal dimension (on Hare’s check list) were more successful in deceiving the
polygraph, as well as the examinees with higher score on antisocial dimension
in the questionnaire which evaluates psychopathy.

The results are discussed in the contexts of modern psychopathy researches and
the polygraph, as well as possible practical usage of the obtained results. Finally,
the author points out to some methodological weaknesses of the research and
gives suggestions for future research attempts in this area.

Keywords: lying, the polygraph, psychopathy, criminal, successfulness deceiv-
ing polygraph.

1. Introduction

This paper will discuss the effectiveness of the psycho-physiological detection of
deception, namely polygraph testing of persons qualified as psychopaths based on
Hare’s checklist (Hare, 2002), using an experimental form of polygraph testing.

There are numerous myths associated with psychopaths, which claim that
psychopaths can commit the most horrifying crimes and just walk away as if nothing
happened, in other words that it is almost impossible to catch them in a lie, regardless
of the type of crime they committed.

Numerous studies carried out to this date (Stern & Kraphol, 2004) indicate that
the myth about the deceptive capabilities of psychopaths is, after all, just a myth. But



Boris Purovié

although science and polygraph experience support this, the myth as such still survives
after many years among laymen as well as in the judicial and the law enforcement
structures of the state apparatus.

First, we shall clarify the concept of lying, explain the basis of polygraph testing and
the methodology of the tests used and then we shall define the term psychopathy and,
finally, we shall present the results of our research.

1.1 Defining the concepts of a lie, lying and the types of lying

A lie is a conscious and deliberate false statement made by the suspect with the intent
to deceive the questioner regarding certain facts or events as a whole (Simonovi¢, 1997).

Aldert Vrij's definition of lying is also interesting. He believes that although liars
have a clear intent to lie, they sometimes fail in their deception and thus he defines a lie
as: a successful or an unsuccessful attempt to create, without prior warning, a belief in
another person which the communicator finds to be untrue (Vrij, 2000).

In the aforementioned definitions of lying one can notice that the first and foremost
element of lying is the intent to deceive. However, in order for it to be a lie in the true
sense of the word, it has to contain two other elements as well: awareness of falsehood
and the ability to tell a lie from fairy-tale, fantasy statements and from forgetting
(Ekman, 1992).

A lie as such contains three elements: the intent to deceive, fabricated content, of
whose falsehood the liar is aware, and the awareness of the true state of affairs that the
liar is trying to conceal through a fabrication of his own devising (Vodineli¢, 1962).

According to Dospulov (Dospulov, 1976) a lie can be partial or total. Deceptive
behavior is under the influence of five factors: the complexity of the lie, the motivation
of the liar, lying with serious consequences (high stakes), the suspiciousness of the
observer and individual characteristics (Vrij, 2000).

A very influential factor which greatly affects deceptive behavior is lying with
serious consequences or high stakes.

From all this we can conclude that lying is a complex, global, individual but also a
social phenomenon which has been present throughout the entire history of society
and in all the segments of human existence.

1.2 The Polygraph instrument

The word polygraph is a compound word derived from ancient Greek and it consists
of the words poli — many and grafies — writing.

According to the Webster dictionary (Webster dictionary, 2003) a polygraph is: “an
instrument for recording variations of several different pulsations (as of physiological
variables) simultaneously — compare lie detector”.

Basically, a polygraph measures changes in the activities of the autonomous nervous
system, although this can include other activities as well. It is a fact that some activities
of the autonomous nervous system can be detected through observation; however, a
polygraph can detect these with much more precision.

Although the polygraph is sometimes called a lie detector, this is not exactly the
most precise term for it. A polygraph does not detect a lie as such, in other words,
it does not measure lying directly. What a polygraph does in fact measure are the
physiological changes that occur mainly as a result of a person’s heightened emotional
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state. Recent studies by Raskin and Lykken (Ekman, 1992) indicate that the processing
of information during a polygraph test is at least as important a cause of physiological
changes as a heightened emotional state.

In order to determine whether the examinee is lying, the polygraph operator must
monitor the extent of change in the graph when the examinee is answering a relevant
question. The existence of stronger reactions to the relevant question compared to the
other questions is considered a sign of lying.

1.3 The functionality or calibration test

The functionality or calibration test is designed to demonstrate to the examinee
the reliability of the text as well as the examiners competence in administering the
polygraph test. Another purpose is to additionally stimulate a “guilty” examinee.

Calibration tests are performed to determine the specific physiological responses
(reactions) of the examinee to improvised audio and visual stimuli. The reason for
performing these tests is to provide a frame of reference to which subsequent reactions
of the same person obtained during the polygraph test related to the investigation of the
crime can be compared.

The Utah numerical scale was used in the study in order to simplify the process,
reduce bias and increase the accuracy of decisions. The scale is based on assigning
numerical scores to the perceived difference between the reactions to the relevant
and control questions. The scores are assigned through a 7-position scale with values
ranging from -3 to 3 (B.G. Bell, D.C.Raskin, C.R.Honts & J.C.Kicher, 1999).

The calibration test is carried out in the following way: The examinee is instructed
to write a number between 2 and 7 on a piece of paper and to fold the paper and put it
in his pocket so that the examiner would not know which number the examinee wrote
down. Then the examinee sits down on a chair and the components of the polygraph
instrument are attached to him. He is told that he will be asked whether the number
he wrote on the piece of paper is 2, 3, 4, 5, 6 or 7. He is instructed to reply “no” to each
question, even if he is asked about the number he actually wrote down on the piece of
paper. In other words, he is told to lie. The examinee now sits still, without moving,
looking straight ahead and replies “no” to each question.

1.4 A contemporary definition of the term psychopathy

Negative experiences with assessing psychopathy in prisons encouraged Robert
Hare and his associates to create a checklist for the assessment of psychopathy (PCL) in
1980, which was based on Cleckley’s list of psychopathy symptoms. In 1985, a revised
version (PCL-R) was published and became widely used by researchers, forensic
experts and clinical experts.

Hares checklist is based on Harvey Cleckley’s theory (Cleckley, 1976), who
presented his thesis that psychopathy is a convincing “mask of sanity” and that at the
heart of it lies an inconsistency between words and deeds, in his book which was first
published in 1941. The author’s claim that psychopaths can be found not only among
the criminogenic population but in society at large, where they often play respectable
and dominant roles, attracted a great deal of attention.

On the subject of the significance of studying psychopathy, studies of a wide
and varied range of materials consisting of descriptive studies of crime, theoretical

NBP « Journal of Criminalistics and Law [37]



Boris Purovié

processing of forensic problems, criminal records, court cases and official statistics have
led to the conclusion that the majority of crimes of all types are committed by a small
percentage of persons from the entire population, most frequently those belonging to
the category of psychopaths (Radulovi¢, 2006).

Hare (Hare, 1993) claims that predictions of violent behavior and possible criminal
behavior can be made with a high degree of reliability if it is known whether or not the
person in question is a psychopath.

As for the percentage of psychopaths in the criminal population, there is no
agreement among researchers. The estimates are very rough and they range from 8%
(Coid, 1992), and all the way to 70% (Radulovi¢, 2006).

2. The empirical part

2.1 The research problem

This paper discusses the effectiveness of psycho-physiological detection of deception
through experimental testing by subjecting to a polygraph test persons who can be
qualified using the term psychopathy or antisocial personality disorder in comparison
to non-psychopaths.

A survey of the prevailing attitudes and beliefs in literature in this field of study
does not support this standpoint. (Stern & Kraphol, 2004). In fact, it is diametrically
opposed to it and points out that the results of their research are unambiguous about
the fact that a polygraph is capable of effectively revealing the lies of both psychopaths
and non-psychopaths.

2.2 Research aims and objectives

The aim of this research is to determine whether psychopaths are capable of
deceiving the polygraph more easily (to a statistically significant extent) than the rest
of the population. In other words, to determine whether the existing “experimental
test” is effective in the triage of psychopaths from the rest of the population, as well as
to validate the polygraph instrument, that is to say to determine the justification and
success of using the polygraph on a domestic sample.

Our expectations are biased towards psychopaths, as a unique category, not being
different from the rest of the population in their ability to deceive the polygraph.

2.3 The sample of the examinees

The sample used in this study belongs to the group of a deliberate sample. The
sample contains persons who are brought to undergo a polygraph test because they are
suspected of committing a crime for which they could be facing a minimum of 3 years’
imprisonment according to the current Criminal Law in the Republic of Serbia.

It was made up of 100 subjects divided into two groups of 50. The first group was
made up of persons who scored 30 or more on Hare’s psychopathy test and the second
group was made up of persons who scored below 30. The criteria for being included
in the sample were: the absence of noticeable signs of current intoxication and the
examinees denial thereof, the examinees’ denial of suffering from mental illness, the
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examiner’s subjective assessment that the examinees are adequately capable of following
the instructions for the test and the testing procedure itself, as well as the examinees’
voluntary consent.

2.4 Research hypotheses

Hypotheses:
hl  Psychopathic traits as a whole affect success in deception
h2  Certain psychopathic traits affect success in deception

2.5 Variables

The fundamental independent variable is the presence or absence of psychopathy,
operationalized by a score of 30 on Hare’s psychopathy checklist, and the dependent
variable is the polygraph reaction. The varying degree of the strength of reaction is the
level of the variable.

2.6 Instruments used in the research - Hare’s psychopathy checklist

Hare’s revised checklist for the assessment of psychopathy (PCL-R) was used in this
research and it consists of 20 items — psychopathy traits. The examiner assesses the
presence of each trait on a 3-position scale. Psychopathy measured with Hare’s checklist
(PCL-R) is a four-dimensional construct. By breaking down the list into factors, the
following dimensions are obtained: interpersonal, affective, lifestyle and antisocial
features (Hare, 2003).

The checklist also includes two additional items which do not belong to these four
dimensions but their score is included in the final result. They are promiscuous sexual
behavior and numerous short-term (extra)marital relationships.

2.7 Research procedure

On arriving at the polygraph test, the examinee enters the polygraph laboratory and
undergoes a pre-test interview based on Hares psychopathy checklist. After that the
examinee is informed of the necessity of polygraph testing and is given an explanation
of the polygraph testing procedure itself, and the examinee is assured that the test is in
no way harmful to his health. Then the examinee is asked whether he has any of the
contraindications listed in article 70 of the Police Law. If the answer is negative and if
the examiner judges the examinee capable of following the interview and carrying out
the instructions, his voluntary consent is requested, which is verified by his signature.

Then they proceed into the testing room and the components of the instrument are
attached to the subject’s body and the experimental test is carried out.

After that, the polygraph results are processed according to the tests adapted to the
Utah numerical scoring system.
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2.8 Data processing procedures

The following statistical procedures were used to process the data: descriptive
statistics to calculate arithmetic mean, standard deviations, t - test, median, chi squared
test, and multivariate analysis of variance (ANOVA).

3. Conclusion

The results obtained through this research are consistent with all the research on
this subject carried out so far. Namely, psychopaths are unable to deceive the polygraph
undetected to a statistically significant level compared to the rest of the population. The
sample shows certain differences in successful deception that favor psychopaths, but
this difference is not statistically significant.

Table 1: The distribution of psychopaths and non-psychopaths according to their
success in deceiving the polygraph

Was the lie caught by the polygraph?
Yes No
Psychopath 30 20 50
Non-psychopath 36 14 50
Total 66 34 100
Total % 66.0% 34.0% 100.0%

Table 1 indicates that of the total number of examinees who were diagnosed
as psychopaths according to Hares checklist, 30 were successfully detected by the
polygraph while 20 were not.

As regards non-psychopaths, 36 of them were detected by the polygraph while
14 were not. Therefore, there is a difference between these two groups in favor of
psychopaths in the sense that psychopaths are more successful in deceiving the
polygraph than non-psychopaths. Next, the chi-squared test was performed in order to
determine the significance of this difference.

v*(1)= 1,604; p=0,205

The chi-squared test of statistical significance of the difference which was found
between the detected and undetected psychopaths indicates that although there is a
difference, it is not statistically significant at the level of 0.05 %. Therefore, based on the
obtained results, the first hypothesis cannot be confirmed and it cannot be claimed that
psychopaths from the existing sample were more successful in concealing their lying
reactions than non-psychopaths at a level higher than that of coincidence.

By checking the ratio of successful deception to the four dimensions on Hare’s
checklist of psychopathy it was determined that the persons whose deception was not
detected by the polygraph examiner had statistically significantly higher results in the
dimension of Interpersonal relationships than the examinees who were successfully
detected by the polygraph examiner.

Taking into account only individual items on Hare’s psychopathy checklist and
using the (MANOVA) analysis of variance, no statistically significant difference was
found on the level of the entire test. By observing the relationship between individual
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items and the detection of deception by the polygraph, it can be concluded that the
examinees whose deception was detected by the polygraph and those who were
not, can only be successfully differentiated by items 4 — pathological lying and 17 -
numerous (extra)marital relationships. Item 4 has a so-called obvious validity. This
result indicates that by asking carefully selected questions pertaining to this feature,
one can obtain information about how skillful the examinees are at lying and this can
serve as a predictor of the possibility of their success in deceiving the polygraph.

As far as item 17 — numerous (extra)marital relationships is concerned, it tells
us of a reduced capacity for close human relationships, of superficial emotions, thus
probably suggesting lower levels of emotional stimulation and reactions in situations
where people normally have more intense reactions.

Such findingslead towardsa particular direction. Namely, it is possible that successful
lying does not depend at all on psychopathy as a category defined by Hare’s model or
the criteria of contemporary classifications. In other words, that it is possible that there
is a category of people who have certain personality traits that allow them to deceive
the polygraph more easily than the rest of the population. Thus, the real question would
not be whether psychopaths can or cannot successfully deceive the polygraph, but what
kind of traits are possessed by people who are capable of successfully deceiving the
polygraph.

As regards the validation of the polygraph instrument, before presenting the
interpretation of the obtained results, it is important to note that this research had
serious limitations due to the structure of the test which was used. Namely; it is a test
which is of no current practical significance to the examinees because it does not
involve questions regarding the crime for which they were asked to take the polygraph
test. This, in a sense, brings into question the motivation of the examinees.

On the other hand, the examinee is in the police station for the purpose of verifying
his statement regarding the circumstances of a crime that he is connected to in some
way. His cooperation will determine the way the investigator treats him as well as the
future course of the pre-criminal procedure. These are all factors that increase the
seriousness of the situation the examinee is in. Therefore, it can be expected that he will
be more motivated to adopt a more serious approach to this interview than he would
have if he belonged to another type of subject population.

We are of the opinion that this type of research, regardless of its drawbacks and
due to the uniformity of the test environment, has some significant methodological
advantages over some other types of research that were used in the past (e.g. using
prisoners as a sample or an “imaginary crime” situation).

On the other hand, our finding indicates that 66 examinees or 66% of the total
number of examinees were detected in their deception, while 34 examinees or 34%
were not. When comparing psychopaths and non-psychopaths in how successful they
were in deceiving the polygraph, the results are as follows: 60% (30 examinees) of the
psychopaths were successfully detected compared to 72% of non psychopaths (36
examinees). Therefore, the difference in the detection of deception in psychopaths and
non-psychopaths, as well as in the entire sample, is statistically significant compared to
50% - 50% blind guessing. Given the type of test used, these are very good results that
support the justification of using a polygraph in police investigations.
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PROVERA EFIKASNOSTI POLIGRAFSKOG
ISPITIVANJA PUTEM EKSPERIMENTALNOG TESTA U
PREPOZNAVAN]JU OBMANE KOD PSIHOPATA

Rezime

Poligrafska ispitivanja su u svetu siroko prihvacena i sistematski primenjivana
procedura procene istinitosti odgovora na postavljena pitanja. I pored odredenih
metodoloskih slabosti, rezultati koji se pomo¢u njih ostvaruju viSestruko oprav-
davaju njihovu visedecenijsku primenu. Cilj istrazivanja je da se putem eksperi-
mentalnog testa proveri uspesnost psihofizioloske detekcije obmane poligraf-
skog instrumenta kod psihopata u odnosu na nepsihopate.

Na taj nacin uradena je i validacija uspesnosti primene poligrafskog instrumen-
ta na domacem uzorku.

Dobijeni rezultati su u skladu sa vladaju¢om ve¢inom ve¢ uradenih istrazivanja
na temu psihopatije i poligrafa, koji sugeriSu da ne postoji statisticki znacajna
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razlika u uspesnosti psihofizioloske detekcije obmane psihopata u odnosu na
ostatak populacije.

Medutim, poredenjem onih koji su uspesno obmanuli poligraf u celini sa sub-
dimenzijama na mernim instrumentima, nadena je povezanost uspesnosti
obmane sa interpersonalnom dimenzijom kod Hareove cek-liste psihopatije,
te antisocijalnim ponasanjem kod upitnika procene psihopatije. Ispitanici sa
ve¢im skorom na interpersonalnoj dimenziji (na Hareovoj ¢ek-listi) uspesnije
su obmanjivali poligrafski instrument, kao i ispitanici sa ve¢im skorom na di-
menziji antisocijalnosti na upitniku procene psihopatije.

Rezultati su diskutovani u kontekstu savremenih istrazivanja psihopatije i poligrafa,
kao i moguce prakticne primene dobijenih nalaza. Na kraju, autor se osvrnuo i na
metodoloske slabosti istrazivanja i preporuke za naredne istrazivacke pokusaje u
ovoj oblasti.
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Abstract: Computer users who still primarily work in networks require that the ac-
cess to their data and resources in general is granted only to those that they allow to
— just as in the case of physical property, the users of computer systems want the so-
called computer security. The Internet, as the best known computer network, con-
nects millions of people around the world granting them access primarily to a large
amount of information and its users need to have the necessary means in order
to achieve a given level of security. Systems for detecting intrusion in a computer
system (IDS-instrusion detection system), solve the problem of unwanted network
access. There are open-source and closed-commercial code IDS and it is important
to have an insight into their advantages and disadvantages.

Keywords: Intrusion detection system, Snort, Netwitness, Commview.

1. Introduction

Over the last few years, computer security has been one of the most commonly
mentioned concepts in computer science. New methods of attacking information
systems are revealed daily and they practically double every following year. The reasons
are numerous. The Internet access is increasingly simpler and cheaper, and technology
development has made connections faster, so that it is increasigly hard to analyze
the transactions that take place in these networks of high frequency. In addition, the
market is currently dominated by a very small number of operating systems and,
finding the vulnerabilities, the attacker has a large number of potential victims. Also,
the rapid development of technology places some untested solutions in the market and
that ultimately results in a large number of security vulnerabilities. In addition, the
popularization of the Internet and offering information about the new flaws easily and
quickly spread among a large number of people, and the acquisition of tools to attack
the various information systems is reduced to visit to one of the many hacker sites.

2. Intrusion detection systems

The Intrusion detection system (IDS) is an application that detects security threats
to your computer or network, and alerts you when it identifies danger. IDS has three
functional parts:

- Sensors (“eyes” of each IDS-through which it captures traffic on the level of the

computer system)

- Console (“Management arm” IDS for the supervision and control )

- Central system ( “Soul” of the IDS, a system that records security events, which

are recognized by the sensor, saves them in a database or a log generate alerts in
keeping with the system rules).

1 E-mail: dragan.randjelovic@kpa.edu.rs
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2.1 Concepts of intrusion detection

Intrusion detection systems, or IDS can generally be divided as follows:

- Host Based Intrusion Detection System — HIDS installed as agents on host
machines. It can analyze system and application log files in order to identify
activities that look like the intrusion. HIDS has the following tasks:

- HIDS monitors incoming network traffic on a single computer in order to detect
attacks, while using the anomaly detection based or signature.

- HIDS examine the system logs for suspicious events, as well as multiple failed
attempts at logging.

- HIDS checks the integrity of files on the system in terms of whether the file was
modified.

HOST HOST HOST HOST HOST HOST

Figure 1: Host Based Intrusion Detection System - HIDS

e Network Intrusion Detection System- NIDS

They can analyze network traffic (packets traveling cables between computers) and
compare

ﬁngerll()rints to the database security threats. NIDS is given in Figure 2 has the following
tasks:

v/ NIDS uses the network card installed in Promiscuous (hereinafter referred to as
common) mode of order packets caught traveling to various media and protocols
(usually TCP / IP).

v Generates a warning about the attacks in real time.

v’ Generates logs that can help in the analysis of the attack after the attacks already
occurred.

A typical example of one of the snort NIDS.

FIREWALL
|

NIDS —— | HUBSWITCH
ILI TAP

[ most | [ most || most | [ most || most || Host |

Figure 2: Network Intrusion Detection System- NIDS
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¢ Distributed Intrusion Detection System- DIDS:

Is contained by a NIDS, HIDS, or both.

Sensors are located throughout the network and send reports to a centralized
managing station.

Centralized management station includes base signature intrusion sensors and
sends them as needed.

Using encrypted VPN connection between the control station and sensor.

-

FIREWALL

I
HUB,SWITCH
ILITAP

AN N NN

Centralna
Upravljacka
stanica

HIDS

Figure 3: Distributed Intrusion Detection System- DIDS

The main types of detection systems used by intrusion detection:
e Signature detection
Signature of the ids pattern which compares the contents of a package with pre-
known attacks. Usually itis a typical parts and bits of information that IDS should review
the incoming network traffic and identify it as a ‘bad’ traffic. The set of signatures used
by IDS is the database of signatures (Signature base). Detection of the signature is one
of the most common types of IDS detection but has the disadvantage that the IDS in
network traffic patterns search attacks that have already been defined in the signature-
based IDS can and a new form of attack because it does not recognize a similar pattern
in the database of signatures.

Mowtorng activifies

FH Module for
e s / with the label

known attack tags ‘\\\*

[revent or
Witk

Figure 4: The concept of detection by signature
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e Anomaly detection
IDS used by anomaly detection works on the principle that teaches how to look
“normal” network traffic and then make the alarm if you see something that contradict
those of the image. Unfortunately much new or different can be marked as “abnormal”
traffic is properly configured so that IDS may be low in terms of missed attacks, but

rather sensitive to false alarms.
i
"I Data of activities

Data for ‘Lraining Detection module

Attack

No attack

Allow

Figure 5: The concept of detection by anomaly

Some IDS detection by using signatures (snort), some anomalies and some by both.

2.2 Intrusion detection systems for open and commercial source

2.2.1 Snort

Snort the intrusion detection system open source and is logically divided into
multiple components. These components work together to detect certain attacks and
to generate output in the desired format. Snort based IDS has the main parts:

- Packet decoder;

- Pretprocessors;

- Detection system;

- Logging and alerts;

- Modules outputs.

Figure 7 shows how these components are arranged. Each packet from the network
into the packet decoder. When it executes the process of taking (born capturing) package.
For taking the package is usually used a separate part of the software takes over network
traffic from a network card and sent to the decoder package. The software is called the
driver to capture packets (born packet capture driver). On Windows operating systems
the most common driver for this purpose has already been mentioned WinPcap,
while on Linux to libpcap. On your way to the output modules, the package is rejected,
logged, or generates alerts.
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Figure 6: Components of Snort

2.2.2 Netwitness

NetWitness is a security product that audits and monitors all traffic on a network. It
creates a comprehensive log of all network activities and interprets the activities into a
format that network engineers and non-engineers alike can quickly understand.

NetWitness INVESTIGATOR is the application we use to analyze the data captured
from our network in order to identify possible internal or external threats to our
security and IP infrastructure. We can import data from other collection sources or, if
we have the Field Edition, perform live data capture.
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Figure 7: The appearance of the basic display of NetWitness
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2.2.3 CommView

CommView is a network monitor and analyzer designed for LAN administrators,
security professionals, network programmers, home users...virtually anyone who
wants a full picture of the traffic flowing through a PC or LAN segment. Loaded with
many user-friendly features, CommView combines performance and flexibility.

Commview can be used on any Windows system, 2000/XP/2003/Vista/7. Requires
10/100/1000 Mbps network, wireless or Token Ring card, or a standard dial-up adapter.

It is necessary to initiate the recording of the first packages to be selected adapter that
wants to record from the menu:

‘ D-Link ¥ireme M - Packet Scheduler Miniport -

| Blustooth Device (Personal Area Network)

aDMtek ADMBS11 USE To Fast Ethernet Converter - Packe

J| D-Link Xtreme M - Packet Scheduler Miniport

i R 8256600 Gigahit Network Connection -
Loopback

| Dial-Up Adapter [}-;

Packet Sck

Figure 8: Select the adapter that will be recorded
When you make your selection, click on Start Capture.

‘E@ | ADMtek ADMBS11 USB To Fast Ethernet Comverter - Pz v

Slika 9: Pocetak snimanja

If you visit a web page, such as Wikipedia, www.wikipedia.org, and then look in the
CommView main window you will see what a program is recorded..

£ CommView

] 53]

File Search “iew Tools Settings Rules Help

|| | ADMtek sDMES11 USE To Fast Ethernet Converter - Pz v

WY -#F-1d PREEHL

g Latest IP Connections | I Packets | YoIP I Logging | 4 Rules I o Alarms I

Local IP |Rem0te 1P | In | Ot | Direction |Se...| Parts |HDStname |F'r0cess = |
Bl 210.54.125.213 BS209.658.1.161 8 g Out 0 domain wredhor.pair.com svchost.exe
B 210.54.125.213 BS2058.60.152.2 71 52 Out 3 http  rr.pmipa.wikimedia.org iexplore.exe
210.54.125.213 B5 74,125.77.104 4 ] Out 1 http iexplore.exe
Bl 210.54.125.213 B5208.60.152.3 43 37 Out 2 http  upload.pmipa.wikimedia.org  iexplore.exe

Figure 10: Recorded visits to Wikipedia
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3. Settings IDS

3.1 Settings SNORT

3.1.1 Setting snort in active mode

After installing snort, performance settings, and possibly write new rules, it is
necessary to place the program in an active mode. Before using must install WinPcap,
which enable us to capture contents of the package to go through the network and
adjust the file snort.conf when our most important item to set var HOME_NET. For var
EXTERNAL_NET any good to leave the value any. Snort has three modes:

- Sniffer;

- Packet logger;

- NIDS mode.

3.1.2 Sniffer mode

This mode is done simply listing the package at the command line. To wrote the
ICMP header / TCP / UDP, use the command: snort-v-i2.

Parameter i2 are marked to use the local network interface. If you have more than
one network interface on the computer, we can list the command: snort-W. You receive
the following screen layout:

¢+ Command Prompt - snort -v -2

6AZDDASY _ADDRESS' defined, value
a

68506 -FFSE-4nFF

68506 -FFSE-4nAFF

Figure 11: Sniffer mode

If you want to check if snort takes the contents of packages, and not just the contents
of the header, use the command: snort-VDE-i2. -d parameter displays the contents of
the package aplikacijskog layer. Content display, which follow the command is::
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Command Prompt - snort -vde

L
BA AR B8

58 58

B5 /A1 A3 a5
A8 AR AR AR A8 BA AR BB AR
@1 82 66 19 00 B8 B0 88

.16
1 DF

i Pann : B ¢ Ack: BxDF46

0E Be B8 F 4D 42 74 B8 B0 B8 B9 1

BE BB Be 1 BH U8 BB BB W B8 BY BY B8 FF

B8 a8 * FF A0 BA B8R 88 a9

Figure 12: Sniffer mode snort package download messages

3.1.3 Packet log mode

Creating log files is done by entering commands: snort-dev -1./log-i2
Results can be seen in the folder snort, a potfolder log. Screen appearance in the
command prompt is:

Command Prompt

- Bk
Ud{8.vua

Figure 13: Packet log mode
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We see the number and percentage of each protocol the total number of protocols
that snort recognized.

The fastest way of logging is binary (binary mode) command: snort-dev -1./log-b-i2
Packets that are logged in a binary file can be read by any tool for recording using
tcpdump format. These are the types of tools Ethereal, Wireshark, and others.

3.1.4 NIDS mode

Snort in NIDS mode uses the command: snort-dev -1./log-c snort.conf-A fast-i2. In
this way, logged only packages that meet the rules that we defined in the snort.conf file.

Note: Since the is snort primarily designed to work on Linux operating systems,
using the Windows operating system requires additional configuration file snort.conf.

It takes the path

dynamicpreprocessor directory

/ usr/ local / lib / snort_dynamicpreprocessor /

dynamicengine / usr / local / lib / snort_dynamicengine / libsf_engine.so

replace the paths

dynamicpreprocessor directory

c:\Snort\lib\snort_dynamicpreprocessor

dynamicengine c:\Snort\lib\snort_dynamicengine\sf_engine.dll

3.2 Settings NetWitness

We record traffic directly from the local network or download a recorded collection
from the local host or a remote server (such as a decoder or concentrator). Username
/ Password login search NetWitness Framework. The connection can be encrypted
using SSL. Tool and network rules are namenjana recording in real time as well as with
imported collections. Users according to their needs, they can adjust the rules or turn
them off. NetWitness translates each protocol on a common language so that further
knowledge of the protocol is not necessary.

3.2.1 Capture the network in real time

Recording in real time enables the collection of traffic on the network using WinPcap
driver for recording. NetWitness monitor’s hubs, switches and passive network taps.

Setting NetWitness between a firewall and the intranet allows monitoring of
incoming and outgoing Internet traffic. The most important options are:

- Network adapter - choose the appropriate adapter for our network

- Advance Capture Settings

Max Disc Usage - the percentage of disk space that allows the system to use. Buffer
Size (MB) - determine the size in MB that will be used for storing packets from a
network card.

- Evidence Handling - that will determine Hash Captures be recorded and its

location.
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“. Options

General |Display |Rep0rts |Capture | Process |.ﬂ.udi0 Codecs | Advanced |

Metwork Adapker

Advanced Capture Settings

Ma Disk Usage % |90 -
Buffer Size (MB) 10 :

Evidence Handling
Hash Captures (SHA-256)

Adapter Broadcomm Mekitreme Gigabit Ethernet Driver (Microsoft's F =

Hash Directory —
(1] 4 Cancel
.::‘

Figure 14: NetWitness mode in real time
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Figure 15: NetWitness mode in real time

[54] NBP « Zurnal za kriminalistiku i pravo



A test of IDS application open source and commercial source

3.3 Settins CommView

Commview is a network browser and analyzer designed for LAN administrators,
professionals,

Network programmers, home users ... for anyone who wants a full picture of traffic
that passes through the computer or part of the LAN. With many user friendly features,
CommView combines performance and flexibility. This tool captures every packet on
the network and displays relevant information about him, such as a list of packages,
network connections, significant statistics, charts, etc. present Protocol. We examine,
record, filter, import and export captured packets, see the protocols to the lowest layers
with full analysis of over 70 spread throughout the flow.

CommView includes a VoIP analyzer for in-depth analysis, recording and playback
SIP and H.323 voice communications.

#: CommView - The Team ZWT 2008

* File Search View Tools Settings Rules Help

1| | AMD PCHET Family PCI Ethernek Adapter - Packet 5 v |

i i | 7 il Baps B | [vee] [2m] S
WEOP-F Qe WP EEH
Wy Latest IP Connections | 0y Packets | (] volP | T3 Logging | < Rules || £ Alarms |

Local 1P < | Remote IP In Cut Direction Sessions Farts

< |
Capture: Off Pkts: Oin /0 out / 0 pass Auto-zaving: Off Rules: OFff Alams: Off 5% CPU Usage

|+

Figure 16: CommView appearance of the screen

If we access the network via Ethernet card, you choose from the drop-down list
and begin monitoring. CommView supports each 10Mbit, 100Mbit or 1Gbit Ethernet
adapter.

If you are using dial-up modem access network, choose a dial-up adapter for
monitoring. This tool can only see incoming and outgoing packages, not the pass-
through packages.

Monitoring Loopback adapter we show local traffic sent or received over TCP / IP
by running the program on our computer. If we do not run any program that exchanges
data within the computer will not see the traffic when we look at this option. Function
generator package does not work in Loopback adapter mode.
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CommV¥iew - The Team ZWT 2008

: File Search View Tools Settings Rules Help

L BE L

: ==

g Latest IP Connections | () Packets || L] vet | 15 Logging | 0 Rules I [ dlarms |

Local IP < | Remate IP In Qut Direction Sessions Ports

< i} | 3
Capture: O Pkts: Oin / 0out ¢ O pass Auto-saving: OFf Rules: Off Alarmg: Off 0% CPU Usage

Figure 17: CommView look at the display settings

CommView - The Team ZWT 2008

: File Search Yiew Tools Settings Rules Help
: B | AMD PCKET Family PCT Ethernet Adapter - Packet 51 v |
WeEeP-F Qe Wh? 2P H
g Latest IP Connections | Iy Packets || B wore | T Logging | @ Rules | b alarms |
Local IP < | Remate IP In Ot Direction Sessians Parts
< il | >
Capture: Off Pkts: Oin /0 out # 0 pass Auto-zaving: OFff Riules: Off Alarme: Off 9% CPU Uszage

Figure 18: CommView look at the display settings
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4. Comparative analysis

To test the program mentioned in the previous chapter we will use the tool Metasploit
Framework (hereafter MSF). Metasploit Framework system is available for Windows
and most Unix-based operating systems. This suite is designed for the development
test program exploits, their setting, testing that is possible to use a security flaw. The
paper used exploits called windows/smb/ms04_011_Isass and its payload windows /
shell_reverse_tcp.

Commands to be entered when setting up the MSF are the same regardless of
whether we observed the machine had some of the tools (Snort, NetWitness or
CommView) or not.

First we will set the command show exploits. Her execution we get a list of exploits
that are at our disposal. The following command is used to choose wanted exploits, and
this is the command use (exploit). Executing commands get a list of payloads that are
at our disposal for the selected exploit. Now choose the command payload: set payload
windows / shell_reverse_tcp

Then we set the address targeted machines and machines that launch exploits.
Commands are:

set RHOST 192.168.116.128 and

set LHOST 192.168.116.129

The following selection target (target). First we have to call the command show
targets that we will see a list of paspolozivih target, and then selecting the desired target.
This makes the command set TARGET 2

The last step is to execute the commands that will make the exploit and the exploit
command.

Furthermore we look at what happens ...

4.1 Effect of exploits without running program
on network intrusion detection

If we start any program to protect, exploit is executed, and take command of the
target machine. Screen appearance is as follows:

Figure 19: Effect of exploit
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To make sure we took command of the system that we have marked as a target,
tasks that the ipconfig command to see the IP address of the machine over which we
command. After the command ipconfig get:

—_— =IEI
it rgets: I

g ng
English
Eng
et target 2

Toit

= ==

Figure 20: The result of action exploit

We see that we did what we intended - took command of the desired machine..

4.2 Snort

Snort has been placed in NIDS mode and check the incursion. When the invasion
happens, snort decode and display packets that are involved in the raid. To view data
related to the intrusion must open the newly created file in the folder C:\ Snort\log..

¢+ Select Command Prompt - snort -vd -l c:\Snort'\log ¢ '

din: BxF?916 Tcplen: 28
LR SR Pl Bl Al Sl Al S AR AL Al A L B L L A L SR B AL AL b B Lt EL b Bl Db 2t Bt

11-17-12 36335 2 192.168.0.130:4444
ICP TTL: 3 TOS:8x@ 11 A DgmLen:144 DF
D > 4/23D0 Win:
ick
: P [Uersion 5.
.26881..<C> Cop
yright 1985-2861
Hicrozoft Corp.
-C:NWINDOWS s

stamd2 >

11/17-12:19: 7118 192.168. 3@:4444 —> 192.168.8.56:1835
I 294 F

TCP TTL:=64 1 > DygmLen : 4
suufiunsun Seq: Bxb7?. ck: C860D226 Win: Bx16D@ Tcplen: 28

=|=|=|:Q=|='=‘=|:§=|=|=Q=':}=|=|=|=|=Q=§='={=l={=|=l=l=l=!=|-‘I=i=f=§=|k~=|

Figure 21: Snort and action exploit

(58] NBP « Zurnal za kriminalistiku i pravo



A test of IDS application open source and commercial source

From the log file we see that snort recognized that the vulnerability used, part of a
snort that caused the alarm, the version number of rules and regulations.

[**] [1:2123:3] ATTACK-RESPONSES Microsoft cmd.exe banner [**]
[Classification: Successful Administrator Privilege Gain] [Priority: 1]
11/17-12:19:09.636335 192.168.116.129:1035 -> 192.168.116.128:4444
TCP TTL: 128 TOS:0x0 ID:258 IpLen: 20 DgmLen:144 DF

PHAP* Seq: 0xC860D1BE Ack: 0x6724A23D Win: 0xF916 TcpLen: 20

We see that snort only detect intrusion. Since we define the action that will be made
after the raid, snort enabled downloading commands of the system.

4.3 NetWitness
After the execution of exploits (from the attacker) and the completion of recording
the traffic on the network (from the attacked machine) we see that NetWitness does not

allow downloading commands of the the system.

ELbTEl 8 =1
x a ER )

|

Figure 22: Netwitness and action exploit

The system that is running NetWitness see the following information:
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e Welcome (53 |@Cetvrtak a|

EooifsesEss |

< 2009-12-0318:03

| uoR2E|eD @

IFIDDDSE D e e

Service Type (3items)
SME (5) - NETEIOS (3) - OTHER (2) - DHCP (13

Hostname Aliases (3 itermis)
WrY-CB7 47350085 (2) - prva (2) - ohereTficrspstz (1)

Source IP Address (5 items)
192168116129 (5)- 192168116128 (- 192.168.116.1 {1}

Destination IP address (5 iterms)
192.168.116.255 (3)- 192.168.1 16,125 (3)- 192.168.116.129 (2)- 192.188.116.254 {1} - 192.188.116.2 {1}

Action Event (] itern)
ger (1}

Extension (| item)
“<nonex (13

Filename [open]
Client Application (1 itern)
s carnrmand shell {1}

TCP Destnation Port i3 items)
139 (nethios-ssh) (2) - 4444 (1) - 445 (Cifs) (1)

UDP Target Port (3 iterms)
137 (netbios-ns) (3} - | 38 (nethios-dgmy (2) - 67 (bootps) (13

Ethernet Protocol (7 iterns)
IF (100 - ARF (1)

IP Protocol (2 iterms)
UDP 8} - TCP iy

Ethernet Source (3 itermns)
00:0C:Z9:0B:A 6 46 (5 - 00:0C:29:AD:1 2:3E (5) - 00:50:56: CO:00:08 {1}

Ethernet Destination (5 iterms)
FF:FFFFFFFRFF (30 - 00:0C: 284001 2:3E (3) - 00:50:56:E8:94:94 (2) - 00:00:29:DEAG: 4B (2) - 00:50:56:E5: 1 C:E0 {1}
IP Aliases [open]

MAC Aliases [open]

Figure 23: Netwitness information

It can be seen source IP address (192,168,116,129), the IP address of machines that
serve as targets (192,168,116,128), the command that is given to the source IP address

(MS command shell) and the attacked port (4444).
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Figure 24: Netwitness and action exploit
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Figure 25: Netwitness result on the effects of exploit

Data on raffic on the port of targeted machine:

Service Type (1 item)
OTHER (1

Source IP Address (| item)
192168116128 (1)

Destination IP address {1 iter)
192168116128 (1)

Client Application (] iterm)
ms command shell (1]

TCP Destination Port (] iterm)
4444 (1)

Ethernet Protocol (1 item)
Py

IP Protocol {1 item)
TCR(1)

Ethernet Source (1 iterm)
00:0C:29:AD:12:3E(1)

Ethernet Destination {1 itern)
00:0C:29:DB-A6:4E (1)

Figure 26: Netwitness result on the effects of exploit

4.4 CommView

During the execution exploits Comm View does not allow downloading commands
of the machine on which it is installed MSE The following display of communication
that shows this tool:

Figure 27: Commview and action exploit
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CommView - The Team ZWT 2008
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Figure 28: Commview results on the effects of exploit

CommView - The Team ZWT 2008

Flo Search View Tools Settings Rules Help

a
PP -F-QRIPRAT 2R S

6 Latest IP Conections | @ Packets | ] vote | 1 Logaing || € Rules | & alarms |

o | Protocol SreMAC Dest MAC SreIp DestIP Sre Port Dest Part Time A
iio wice GiEE 2 iZIiIeIE 2 1o2iehiie] o) ostods 2112632305509
i S liaiicim  almiele®  moemtd 10 Siizeap ioars
1w i 7llieoiieim 2 losiepiied T niostteds 2126150011654
1w S laiicim  6llmielens  moemtd 10 Siizeapsisies
progpetsn oz 7lizierileis 7 iozieriled o miosctods 2112619226755
lis whce D imieieis 2 diaiess  mesnd o Siizeap so7e0s
L whcr i 7llieoiieim 2 losiepiied T miesteds 21126192 o>
17w D imieieis 2 dwimiess  msnd o Siizea0 oomees
lis whce e 7llsiesiieim 2l lssiesiied T niostt-ds 21126150 4095
s wice S imieies 2 dwianess s o Siize s osiza0
12 whcr il o isiier P Siize 140557
2w i 2lieilein 2 lrieilein o3 Siize 42650
12 whe il o iriier proa P Sz ez
1% e oo 3wt o iodmiebs o3 Siizeaseroro
124w Dzt 7lzievilelm 7 lrieoileim 4w 103 Srizemonets
1% whcr b 7llieoiieim 2 losiepiied T niostt-ds 21126133 294458
1% whcr Dimieies 2 dwimiess  msnd o Siizeazeirie
127w i 7llieoiieim 2 losiepiied niesteds 2112613329599
i e il b ol 1038 ol e
1% Wi oz 7lzieilelm 7 lrieoileim e 038 oiize s de4004
1% whc il o iriier proa P Siize sssors
131 IP/TCP mware:DB:A6:48 Ymware:AD: 12:3E 2 192.168.116.129 2 192.168.116.128 <4444 1033 21:26:33.710450

; e f D
133 IPTCP Ymware:DB:AG: 4B Ymware:AD: 12:3E. 192,168.116,128 4444 1033 21126133.794771
020030 13 Gb 4 1D 00 00 0D OR-26 43 23 20 43 68
)
oot OASATTS (HT21)
il o0 638 by
Voo iFas (529)
Checksum: 03ADFD (44541) - comect
Urgent Pointer: 0:0000 (0)
Capiae O Pits 451/ 71 o/ 3pss Rutosaing O Fides o1 s o1 P s

Figure 29: Commview final result on effects of exploit

We see CommView also shows the contents of the communication between two
machines and uses different color marking to indicate a potential problem in packages.
We can also see the contents of the package.
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5. Conclusion

As the parameters that are relevant to assessing capabilities of an IDS tool, such as
the tools presented in this paper, we have identified the following:

1. responsiveness in recognizing attacks;

2.logging option (creating a log file);

3. ease of implementation.

In terms of recognition of a payload that is used all the tools proved to be the
same - all recognize the payload. Obviously, there is no difference in responsiveness
between the tools of open and closed sources. All those recognize attacks and react in
the same second, so that we cannot, on the basis of these parameters, favour either non-
commercial or commercial IDS tools.

The possibility of logging in exists in both non-commercial (snort) and in
commercial tools (NetWitness and CommView) so in this sense we cannot isolate a
group of tools.

It must be recognized that the implementation of commercial tools in the system is
evidently simpler.

Based on the test examples that we have described in this paper, a conclusion can
be drawn that the discussed parameters of both non-commercial and commercial tools
bear roughly the same features and performance. Certainly, it should be pointed out
that the automation of the response to the attack, which comes with a network, is better
for open source tools because we can determine how the system behaves in the case of
attack. In this regard, it would be an interesting idea to use open source IDS tools such
as snort, even in the field of forensics.

The forensic use of open-source IDS would perform its primary task of monitoring
network, but it would also — combined with the existing tool and DD tool - serve the
purpose of making a digital image on the site at which the analysis has recognized an
attempt. Of course, all of this would be packaged in a software development platform
with an appropriate interface for users, such as the VisualBasic or C environment.
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JEDAN TEST PRIMER PRIMENE
IDS OTVORENOG I ZATVORENOG KODA

Korisnici ra¢unara, koji danas pre svega rade u mrezama, imaju zahtev da pris-
tup njihovim podacima i resursima uopste imaju samo oni kojima se pristup
dozvoli - analogno sigurnosti fizicke imovine, korisnici racunarskih sistema
zele takozvanu rac¢unarsku sigurnost. Internet, kao najpoznatija racunarska
mreza, povezuje milione ljudi Sirom sveta, obezbeduju¢i im pristup pre svega
velikoj koli¢ini informacija, i korisnicima su potrebna sredstva sposobna da os-
tvare zadati stepen sigurnosti. Sistemi za detekciju upada u racunarski sistem
(IDS - intrusion detection system) reSavaju problem eliminacije nezeljenih pris-
tupa mreZi.

Postoje IDS otvorenog i zatvorenog — komercijalnog koda i vazno je imati uvid
u njihove prednosti i mane.
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CRISIS DECISION-MAKING AND AVIATION
SECURITY: SEPTEMBER 11, 2001 CASE STUDY
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Abstract: During the terrorist attacks of September 11, 2001, Al Qaeda took
the advantage of weaknesses of existing aviation security system in the USA
and caused event, which resulted in the large number of human casualties and
enormous material damage in the entire aviation industry. In addition, there
are long-term repercussions and system changes due to these events. This paper
describes the socio-economic consequences of the terrorist attacks on air trans-
port. Special attention has been paid to changes in the security system, derived
as a result of inability of aviation authorities to prevent the event and minimize
the damage. The paper provides an overview of practical decision-making in
managing this crisis and the measures taken during and after the terrorist at-
tacks. It processed the operational, tactical and strategic decision-making for
the aviation industry worldwide, in relation to the events of September 11, 2001.

Keywords: crisis decision-making, air transport, security, terrorist attack.

1. Introduction

Security represents the lack of threat or fear that adopted social values will be endan-
gered. Protection includes system of measures to be taken to detect and prevent the risks
from natural disasters, fire, technical and technological accidents, chemical, biological and
nuclear contamination, the consequences of war destruction and terrorism, epidemics,
etc., and to save people and property affected by these dangers. (Jakovljevi¢, 2006)

“The diversity and interdependence of issues related to global security (environ-
ment, global technological, cultural and political changes, reduction of non-renewable
resources, the emergence of violent internal conflicts, etc.) imposed the need to move
the debate on global security beyond the traditional concepts of national and interna-
tional security.” (Bajagi¢, Kesetovi¢, 2004:9)

So far, globalization has been a real and important process that brings new forms of
global economics, politics and culture, but also global risks. Among them the most promi-
nent and the unprecedented ones is global terror, in the form of intimidation and use of
the cruelest means of violence, which culminated in the terrorist attacks of September11,
2001 in the USA “The confusion between action (terrorism), actors (terrorists) and effect
(terror) adversely affects our ability to make distinction between terrorism and the bigger
class of violent behavior, which consists of it.” (Petrovié, 2009:107)

Considering that many doctrines and disciplines deal with terrorism, a single defi-
nition of this term has not been accepted so far; as the most comprehensive it seems to
be the following one:

“As a multidimensional political phenomenon, modern terrorism can be theoreti-
cally and generally defined as a complex form of organization of political violence, of
a group and rarely individual or institutional, marked not only by the horrific physical
and psychological, but also sophisticated technological methods of political struggle,

1 E-mail: ana_juzbasic@yahoo.com
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usually used at the time of political and economic crises, and rarely achieved in condi-
tions of political and economic stability of a society, systematically trying to achieve
“big goals” in a morbid-spectacular fashion, inappropriate to given conditions, espe-
cially the social situation and historical opportunities of those who engage in it as a
political strategy”” (Simeunovi¢, 2009:80)

As a form of individual, illegitimate, illegal and non-institutional violence, terror-
ism is directed against certain institutions of a society respectively, against the state.
The goal of these malicious activities is religious, ideological or political in nature. The
victims are usually innocent citizens. There is no direct link between terrorists and vic-
tims, for instance a terrorist act is not directed towards the victim; it sends a message to
a wider community (state, society, etc.).? The hallmarks of terrorism indicate:

- Pre-conceived acts which tend to produce extreme fear and violence;

- Focus on increased number of people, other than direct victims of violence;

- Focus on random or symbolic targets and as many civilians;

- Demolition of social norms and creating a sense of insecurity and helplessness.

(Iljji¢, 2008:148-149)

Terrorism takes the aviation as a target too, because of the following characteristics:
nationality of the airline, a large number of possible human casualties, aircraft being
unprotected during the flight, etc. Terrorist attacks in aviation cause events of interna-
tional scale, a lot of media attention, they leave a great economic impact on airlines and
countries affected by the terrorist attack. (Harrison, 2009)

Given the global nature of civil aviation, but also the global sources of threats, it is
crucial for the future of the aviation industry to find measures to prevent and combat
all acts of unlawful activities in aviation, placed on top of their priority list.> Security*
in aviation represents a combination of measures, means and human resources, which
aim to prevent acts of unlawful interference. It involves the use of techniques and meth-
ods to protect airports and aircrafts from crime. (ICAO, 2006:2) Primarily; it relates to
the administrative and coordination issues, as well as technical measures to protect
safety of international aviation.”

2. Terrorist attacks in aviation

Unlawful acts in civil aviation can be observed as the hijacking of aircraft, airport
and aircraft sabotage, shooting down the aircraft and actions directed against the
ground infrastructure (airports, air navigation devices, etc.). Combinations of these
activities against security can also be met. (Harrison, 2009) There are three stages of
terrorist attacks in aviation:

Phase I (1948 to 1968) - aircraft hijacking as a means of avoiding penalties;

Phase II (1968 to 1994) - politics as the cause of the attack;

Phase III (from 1994 on) - aircraft as a weapon to destroy targets. (Harrison, 2009)

The most common type of terrorist attacks in the aviation is hijacking, when one or
more persons (usually organized groups of 2-5 members) illegally seize control of the
plane in flight or on the ground. The first recorded aircraft hijacking occurred in 1930,
when the Peruvian revolutionary took the mail plane to throw propaganda leaflets.

2 Source: www.britannica.com/EBchecked/topic/588371/terrorism [July 16, 2010]

3 Source: http://www.icao.int/eshop/pub/anx_info/an17_info_en.pdf [July 16, 2010]

4 The Air Transport Law, Republic of Serbia. Source:
http://www.cad.gov.rs/docs/regulativa/zakon%200%20vazdusnom%?20saobracaju.pdf [Nov 24, 2011]
5 Source: http://www.icao.int/eshop/pub/anx_info/an17_info_en.pdf [Nov 24, 2011]
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This was followed by the first phase of the aircraft attacks®, whose end is marked by
hijacking Czechoslovakian aircraft en-route Prague-Bratislava. Three crew mem-
bers participated in hijacking of the plane (including pilot) and 21 passengers (out
of 26 in totals). The aircraft was diverted to the U.S. occupation base in Munich.”

The beginning of “modern terrorism” is considered to be the year 1968 (Phase
IT), when a connection between politics and terrorism was set up. Although hijack-
ings are still most frequently used tactic®, terrorist organizations have begun to use
the bomb attacks on aviation, in order to draw attention to their goals. Aircraft with
people in it became victims of bombs planted.” In this way, terrorists wanted to use
the media attention that such social pathologies attract, to force governments to
change their “political course”, to bring shame to the target group, to put the eco-
nomic consequences to them and to take the advantage of attacks for extortion (to
release prisoners, to demand money or release immigrants). (Couglin, 2002)

Hijack of Air France flight AF8969 from Algeria to Paris in 1994, when terror-
ists tried to put the aircraft down on Paris, started a new era of terrorist attacks
in aviation. The crew redirected flight to Marseille, where the police took control
over the aircraft and rescued the passengers and the crew. The fact of aircraft being
a target of terrorist attacks has been known so far, but the use of aircraft as a weap-
on to destroy targets on the ground was unknown and unexpected. This feature of
the Phase III of the terrorist attacks in aviation has unpredictable dimensions in
practice and requires coordinated actions to overcome them.

Most of the terrorist attacks resulted in the development of new aviation protection
measures. Protection measures are developed reactively, in response to the attack or the
attempt. The first anti-terrorist measures have been introduced in the 1970s, but their
application has not led to a significant reduction in the number of attacks on aviation.
The events that led to drastic changes in aviation security are bombing of the PanAm
flight 103 over Lockerbie in Scotland in 1988, attacks of September 11, 2001'" and the
attempts in London on August 10,2006."

Before September 11, 2001, airlines had an absolute responsibility for counter-di-
version screening of passengers and both their hold and hand luggage. It was usual to
hire private companies, whose trained personnel performed security checks at the air-
port, with no possibility of delegating the responsibility for these tasks. The jurisdiction
of airlines extended from security check points to the aircraft (Couglin, 2002) although
this (so-called restrictive) area is not exclusive to one carrier’s passengers, since all the
passengers of an airport use it. The private company staft screened all the passengers
and baggage at an airport and each air carrier was held responsible for the security
check of its own passengers and their luggage.

Airports were held responsible for law enforcement and general security in their
environment, including public space, parking, airport perimeter and terminals all the
way to the security check points. Airports also hired specialized private companies to
perform this task. (Couglin, 2002)

6  Source: http://www.pbs.org/wgbh/amex/hijacked/peopleevents/p_crews.html [July 26, 2010]

7 Source: http://ec.europa.eu/transport/security/studies/doc/2004_09_study_financing_aviation_security_en.pdf
[July 16, 2010]

8 Between 1967 and 1996 there were 1033 attacks, 88% hijacks out of total.

9 Source: http://ec.europa.eu/transport/security/studies/doc/2004_09_study_financing_aviation_security_en.pdf
[July 16, 2010]

10 Protection measures recommended after this attack were passenger and baggage reconciliation and use of counter-
diversion screening of all passengers and luggage. Implementation of these measures was not obligatory.

11 The largest number of protection measures was adopted just after this event, which will be discussed further.

12 The ban of liquids, gels and aerosols in quantities more than 100ml in hand luggage.
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The U.S. Government had a regulatory and supervisory function through the Fed-
eral Aviation Administration (FAA). The FAA was held responsible for providing in-
formation on threats, introduction of security legislation, regulations and procedures,
controlling of how air carriers and airports implement regulations, and monitoring and
control of equipment and devices at airports.

For many years after September 11, 2001, authors still analyze the weaknesses of
the security system used by the terrorists, as well as the appropriateness of adopted
measures to overcome. Weaknesses in the security system are reflected in the following:

- Screening process aimed to discover potential bombers, but not potential hijackers;

- Security screening of passengers done superficially; allowed to bring on-board any

sharp objects with blades up to 10cm in length;

- Lack of flight protection measures, such as reinforced and locked cockpit doors,

security officers during the flight (air marshals);

- Lack of procedures and capacities to implement coordinated FAA and military

actions in the event of a multiple suicidal hijacking. (Ellias, 2005)

Key organizations in improving the security of civil aviation are: International Civil
Aviation Organization (ICAO), International Air Transport Association (IATA), Eu-
ropean Civil Aviation Conference (ECAC), Airport Council International (ACI) and
Transportation Security Administration (TSA). They followed the adoption of detailed
regulations and the introduction of more strict security standards worldwide.

2.1 “Holy Tuesday” as a turning point in the security system

The terrorist attack code name Holy Tuesday Operation was a series of suicide
attacks by the terrorist group Al Qaeda, directed against the USA The attacks began
around 8 a.m. New York local time on September 11, 2001, and lasted for 102 minutes.
Nineteen hijackers took over four passenger planes and crashed them into two build-
ings of the World Trade Center (WTC) in New York and the Pentagon in Washington.
Planes belonged to two air carriers, American Airlines and United Airlines."

According to the terrorist organizations plan, the attack scenario unfolded as
follows.' The American Airlines flight AA11 from Boston to Los Angeles had 92
passengers and crew members, including five hijackers. The plane took off from
Boston airport at 07:59 a.m. local time. Fifteen minutes after AA11 take-off, from
the same airport another plane also with hijackers took off. It was a regular United
Airlines flight UA175 from Boston to Los Angeles also. On this flight there were
65 passengers, including five hijackers.

The third was American Airlines flight AA77 between Washington and Los
Angeles, departed at 08:20 a.m. local time with 64 passengers and crew members.
On the flight there were five hijackers. The last plane that hijackers boarded was
on its way from New York to San Francisco; United Airlines flight UA93 took off
at 08:42 a.m. On-board the flight there were four hijackers of 51 passengers and
crew members."”

13 Source: http://www.un.org/News/Press/docs/2001/SC7143.doc.htm [May 17th 2010]
14  See summary Table 1.
15  Source: http://www.post-gazette.com/headlines/20011028{1t93mainstoryp7.asp [May 17, 2010]
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Table 1: Timeline of events of terrorist attacks September 11* 2001

AAll UA175 AA77 UA93
07:59 Take off 08:14 Take off 08:20 Take off 08:42 Take off
08:14 The last radio 08:42 The last radio 08:51 The last radio 09:24 The flight crew
communication with communication with communication with informed airline
ATC ATC ATC operations about
08:19 The cabin crew | 08:47 Transponder code | 08:51 Terrorist took possible hijack
informed airline changed control over the flight | 09:27 The last radio
operations about the 08:52 Airline operations | 08:54 Aircraft communication with
hijack informed about the unauthorized turnto | ATC 09:28 Terrorist
08:21 Transponder hijack south took control over the
turned off 08:54 Airline operations | 08:56 Transponder flight
08:23 Airline operations | tried to contact flight turned off 09:34 FAA informed
tried to contact flight crew 09:05 Airline operations | about the hijack
crew 08:55 ATC suspected of | informed about AA77 | 09:36 Airline operations
08:25 ATC informed another hijack hijacked informed about the
about the hijack 09:03 UA175 hit the 09:37 Aircraft hit hijack, and tried to
08:38 ATC informed | South Tower WTC Pentagon contact flight crew
NEADS about the hijack | 09:15 ATC informed 10:30 AA headquarters | 09:41 Transponder
08:46 NEADS sent NEADS about another | confirmed AA77 hit turned off
military aircraft to search| aircraft crashed Pentagon 09:57 Passengers resist
for AA11 09:20 UA headquarters 10:03 Aircraft has
08:46 AA11 hit the confirmed UA175 hit crashed near Pittsburgh
North Tower WTC WTC 10:07 ATC informed
09:16 AA headquarters NEADS about the hijack
confirmed AA11 hit 10:15 UA headquarters
WTC confirmed UA93 has

crashed

Source: (National Commission on Terrorist Attacks upon the United States, 2002)

Operations center received the first information about a potential hijacking of air-
craft on American Airlines flight AA11 from the stewardess, who informed the opera-
tions center that there has been a struggle on-board and the cockpit is not answering
her calls. Based on that, the FAA Air Traffic Control (ATC) Center in Boston have
decided to declare the flight AA11 hijacked and to inform the air force (Northeast Air
Defense Sector, NEADS), which sent military aircraft to search for the plane.

Forty seven minutes after departure, the aircraft on the flight AA11 hit the North
Tower of the WTC. At the same time, there was an unauthorized course change of
aircraft flight UA175 and AA77 and followed promulgation of these flights as hijacked.
Fifteen minutes after the first attack, the aircraft on flight UA175 hit the WTC South
Tower. The aircraft on flight AA77 hit the Pentagon's West Wing at 09:37 a.m. local
time. The last hijacked plane on flight UA93 crashed 129 km southeast of Pittsburgh
at 10 a.m. local time (it is suspected that its target was the Capitol or White House).'®

2.2 Socio-economic consequences that terrorist attacks
on September 11, 2001 left on air transport

Described attacks took the lives of 2749 victims in New York, 179 in Virginia and
40 in Pennsylvania, passengers, rescuers and citizens (excluding terrorists).'” Event of
such scale had never been seen in civil aviation. Its influence was unique, de-

16
17

Source: http://ww.gwu.edu/~nsarchiv/NSAEBB/NSAEBB165/faa4.pdf [July 20, 2010]
Source: http://mww.cbsnews.com/stories/2006/09/22/terror/main2035427.shtml [May 17, 2010]
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feating and devastating for all segments of this industry: air carriers, airports,
air traffic control, passengers, aircraft manufacturers, producers of equipment for
airports and other indirect users of air transport.

The initial costs as a direct result of “Holy Tuesday” terrorist attacks reflect in the
loss of human lives, physical damage and destruction of infrastructure, as well as slow-
ing down the development of world economy. Losses in insurance amount to approxi-
mately $ 34 billion (including part of capital costs of infrastructure destroyed - 21.6
billion dollars), 576 million was spent for the reconstruction of the Pentagon, $ 7 billion
given as compensation to the families of victims of terrorist attacks (total of 2973), and
recorded loss of revenue amounted to 7.8 billion dollars, which would have earned the
victims who were employed.'®

Indirect costs include increased risks, insurance premiums and aviation taxes, di-
verting of scarce resources from the productivity to security, loss of confidence and
reduced demand for air transport. Shortly after this event, the globe felt a significant
reduction in the number of passengers by air. As a direct consequence of increasing
citizens’ concerns for their security in air transport, in the first four days after the attack,
the number of tickets sold in the USA domestic traffic fell by 74%, while in other world
regions we saw a drop of 19%."

Immediately after the incident, the USA carriers have announced they will reduce
the number of flights, and therefore the number of employees. Air carriers in the re-
maining regions of the world have also announced they will reduce the number of
employees. The USA lost 125,000 jobs within 30 days from the terrorist attacks.?

The consequences of this crisis were felt also in the field of aircraft manufacturers.
The prices of aircraft dropped by 15% immediately after September 11, 2001, compared
to the rates published in the middle of that year. Big airlines have withdrawn their pur-
chases of new aircrafts, and also withdrew the existing ones from service. Boeing has
reduced aircraft delivery expected for the year 2001 from 538 to 500, and for the year
2002 only 400 of planned 520 aircrafts were delivered.?! Lufthansa has given up buying
15 Boeing 380 and four Boeing 747-400 aircrafts, and also withdrew 20 aircrafts from
fleet (out of 236). Air France withdrew five Airbus 310 and four Boeing 747-200 aircrafts
from the fleet.”

It is estimated that an operational aircraft contributes to the opening of 150-250
direct jobs in an airline and each directly contributes to the opening of one indirect job.
The world has about 800 aircrafts withdrawn from traffic for indefinite period, which
resulted in the reduction of direct airline employees for 120,000 to 200,000 people, or
the total in aviation industry 240,000 to 400,000 employees. Table 2 shows how certain
air carriers reduced the capacity of their supply and, consequently, the number of em-
ployees.”

On the other hand, in the USA there was an increase in the number of security em-
ployees. The number of employees at passenger and baggage security check points has
increased to about 60,000 by November 2002, from 20,000 employees previous year.
(Poole, 2006) Similarly, there was an increase in security equipment spending, with a
trend of 11 billion dollars a year.**

18  Source: http://wikileaks.org/wiki/CRS:_9,11_Terrorism:_Global_Economic_Costs,_October_5, 2004 [July 21,2010]
19 Source: http://www.ilo.org/public/english/dialogue/sector/techmeet/imica01/imicabp.pdf [June 12th 2010]

20 Source: http://www.house.gov/jec/terrorism/costs.pdf [July 27th 2010]

21 Source: Op. cit.

22 Source: Op. cit.

23 Source: http://www.ilo.org/public/english/dialogue/sector/techmeet/tmica02/tmica-wp182.pdf [June 17, 2010]
24 Source: http://www.house.gov/jec/terrorism/costs.pdf [July 27, 2010]
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Table 2: The reduction of supply capacity and the number of employees in certain airlines

Airlines Capacity reduction | Employee reduction
Alitalia 13% 3.500 (15%)
British Airways 7% 7.000 (13%)
KLM 15% 2.500 (9%)
Swissair 33% 9.400 (52%)
American Airlines 20% 20.000 (22%)
United Airlines 26% 20.000 (20%)
Delta Air Lines 15% 13.000 (18%)
Japan Airlines 6% 1.300 (7%)

Source: http://www.ilo.org/public/english/dialogue/sector/techmeet/imica01/imicabp.
pdf [June 12, 2010]

Despite the attempt to get the data, the number of cancelled flights on a daily basis
remained unknown, as well as daily cash losses in the air transport industry, as a direct
cost, related to obstruction of flights timetable. The IATA data available on losses in the
period of 2001-2002 record the amount of 24.3 billion dollars.”

For airports, ACI estimates total losses in North America at:

- 84 million in the period September 11-15, 2001;

- 101 million in the period September 16-22, 2001;

- 2.3 billion dollars in one year, until September 2002.2

2.3 Crisis decision-making regarding
the terrorist attacks of September 11, 2001

The crisis is any event in which human lives, material goods, the key social values
(safety, health, integrity, justice, manufacturing, etc.) and/or survival of the community
are endangered. It may have international, national, local and organizational dimension,
or the combination (interdependence). It is followed by a high degree of uncertainty
regarding the nature and potential consequences.

Some industries are more at risk than the others, so, naturally, their organization
is more vulnerable to crises. At the top of high-risk operations is stock exchange,
automobile and airline industry. The crisis poses a threat to the physical integrity of
citizens, causing damage arbitrarily or selectively (hijacking, kidnapping of a prominent
politician or a corporate leader). (Kesetovi¢, 2008)

Classical crises (natural disasters, industrial accidents, violent political conflicts or
civil unrest) represent a clearly defined event, with a clear beginning and an end, with
the cause of destruction, victims and consequences. Modern crises are characterized by
prolonged periods of serious threats and high uncertainty, which expand to the level of
high politics and disrupt a wide range of social, political and organizational processes.
Some of the modern crisis’ characteristics are:

25 Source: http://wwuwv.iata.org/pressroom/pr/Pages/2009-09-15-01.aspx [August 27, 2010]
26  Source: http://wwwv.ilo.org/public/english/dialogue/sector/techmeet/tmica02/tmica-wp182.pdf [Jun 2, 2010]
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- Major consequences (effects); a large number of people affected;

- High economic cost that exceeds the ability of the insurance system;

- Generic and combined problems affecting the vital resources;

- Dynamics as avalanches, due to the multitude of resonant phenomena;

- Emergency systems react badly; obsolete, unused, even counter-productive

procedures;

- Extreme uncertainty, which does not decrease throughout the period of crisis;

- Long duration, with threats that change over time;

- Problems in communicating with the authorities, general public, media and victims;

- Significant risk of all kinds. (Kesetovi¢, 2008:64)

The terrorist attacks of September 11, 2001 can be categorized as modern social
crisis, which clearly show that future crises will be very different from the ones known
so far. They are based on astonishing criminal intention and planned in detail, difficult
to predict, unusually directed, due to secret preparations and it was almost impossible
to influence them, due to irreversible consequences.

Crises are manageable phenomena; we can (and must) manage (through) them.
In crisis situations, we must urgently make the right decisions, which aim to stop or
at least minimize losses, protect critical infrastructure upon which the functioning of
state and society relates, and salvation of victims. Unclear circumstances, lack of insight
into current events and a short time to analyze the situation and without sufficient
precision, sometimes with contradictory information, make it quite difficult to take
effective decisions. On the other hand, the crisis manager has a huge responsibility for
making correct and timely decisions on what to do and who is responsible for it; this
will guide further course of events and dimensions of consequences.

The concept of operational and strategic crisis decision-making and differences in
perceptions, interests, organizational structures and policies that accompany it, then
the side effects of distance and time component, place a top priority on the agenda of
research in the field of crisis. Thus, this paper took this point of view as a start.

In some cases, operational decisions are taken individually, or are the responsibility
of a single manager (Prime Minister, Minister, General Director of the company), and
in others they are the product of group thinking (government, headquarters, board
of directors). In this paper we consider decisions that are the responsibility of an
individual, and that does not mean that decision-maker did not use the possibility of
group-thinking with his associates, nor that his attitude was formed as a result of such
a collective process.

The authors suggest seven steps on the way to the best strategic decision:

1. set the desired result, which helps decision-makers not to veer off the road;

2. collect data to help decision-makers to properly decide;

3.brainstorm decision-making alternatives and identify their strengths and

weaknesses;

4. list pro and contra for each of the alternatives for the sake of easier elimination;

5. chose an outcome with arguments about which everyone agrees to be the final

decision;

6. act to implement the chosen outcome;

7.learn from decision-making and analyze what was done well and what not.
(McMahon, 2007)
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2.3.1 Crisis decision-making at operational and tactical level

Many studies have shown that in a crisis a shift occurs toward higher levels of
decision-making, so that the scale of responsibility adjusts to the scale of influence.
When crisis hits an area that extends over more administrative responsibilities,
coordinating powers move to the regional, national or, as in some sorts of crises
in Europe, transnational levels. (Larsson, Olsson & Ramberg, 2005) The crisis of
September 11, 2001 was just like that.

The critical conditions can lead to various forms of so-called “constitutional
dictatorship” In the case of war threat, riots or shortages of raw material resources, the
need to establish regular modes of work may take a dramatic scale and increase public
pressure to put aside legal complexity and share of power. Often in such circumstances
there is a shift from predominantly civilian to predominantly military crisis response.
(Malesic, 2003:58)

Also, in large-scale operations during the events such as terrorist attacks of
September 11, 2001, the services began to operate on a model with strictly pyramid
military command structure, as a principle of management. Information and
communication hierarchy coincide with this functional hierarchy; operatives at lower
levels are referred to only what is necessary to know and they are unaware of the wider
context and significance of their actions. It is aimed at the preservation of control over
the operations.

The first information about the hijacked aircraft (on the flight AA11) is sent to
American Airlines headquarters. The FAA ATC Center in Boston declared a plane
hijacked and notified the National Guard Air Force Base and the NEADS. After
receiving information about the hijack, the NEADS sent military aircrafts in search
for the plane. After the aircraft on flight UA175 hit WTC South Tower, the FAA ATC
Center in Boston prohibits any departure from the airport in its jurisdiction. This was
beginning of the closure of the USA airspace.

After the second aircraft hit the WTC building, at the request of the mayor of New
York, the FAA closed all airports in the New York area. After the third aircraft hit into
the Pentagon, the USA airspace was completely closed and take-offs from the USA
airports were forbidden to all civilian aircrafts. At the same time, all aircrafts in the air
were ordered to land at the nearest airport. Only medical, military and flights carrying
prisoners were allowed to be conducted. At the time of closure of airspace, there were
4,546 aircrafts in the skies over the USA, which landed at the nearest airport.

The significance of this event in terms of crisis management is reflected in the fact
that decision-making and resolution of crisis spread to neighboring countries. Civil
aviation authorities of Canada have suspended all take-offs in its territory, except for
police, military and medical flights. National air carriers are allowed to land at the
airports in the USA The FAA, in cooperation with Canadian authorities and the ATC
have re-directed planes of other nationalities from inter-continental flights, which have
crossed more than half way to their destination in the U.S., to Canadian airports. This
was called Yellow Ribbon Operation. At the time of the terrorist attacks, 500 aircrafts
were on their way to the USA and Canada.

Immediately after receiving the report of terrorist attacks, the Transportation
Canada and Nav Canada activated their emergency procedures. Transport Canada has
activated a crisis team, whose original role (coordination of search and rescue in the case
of earthquake) was previously extended to other emergencies, including international
cooperation with other aviation authorities, so that there was an agreement between
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the two countries for mutual cooperation when it comes to crisis situations. Decision
to re-direct flights was not an ad-hoc solution, but subject to prior agreement for a
different crisis scenario.

Nav Canada has formed strategic and tactical command center. The strategic
command center’ task was to monitor the situation and share all information timely
with Tactical command center and other participants involved in crisis solving. Tactical
command center distributed the information to airports and the ATC. Nav Canada
gave permissions to land at the nearest Canadian airport, depending on aircraft type
and fuel remaining. 1-2 aircraft per minute was the rate of entrance in the Canadian air
space. Transport Canada has advised Nav Canada, if possible, not to allow landings at
airports in large urban areas (Toronto, Montreal and Ottawa).

During Yellow Ribbon Operation, the following operational problems came out:

- At what airports to land the aircrafts;

- How to disembark passengers and how to perform their security check;

- How to carry out customs and immigration control of passengers;

- How to take them to their destination.

The first problem was solved according to the guidelines provided by Transport
Canada, re-directing aircrafts to airports outside the major urban areas. To solve the
remaining three problems, additional human and material resources were mobilized
across the country. Passenger flows were improvised on the spot and carried out their
detailed security check. A particular problem was a coordination of landings on the east
coast of Canada, which accepted the largest number of flights from Europe. The total
number of aircrafts redirected to Canada was 239, and the total number of passengers
on these flights varies according to different sources from 30,000-40,000.%

Only 4 hours after the attacks there was not any civilian aircraft above the
U.S. continent, indicating very rapid and coordinated response of crisis managers
and high operational capability in crisis decision-making and in implementation
processes and procedures.

The U.SS. Department of Transportation (DoT) announced the next day that the
FAA will begin with a gradual opening of airspace, in order to allow over-flight of
aircrafts re-directed to Canada. For airlines to get the license from DoT to do this flight,
the airport authorities had to prove that they meet the following requirements:*

- Airport security check before passengers board the aircraft;

- No check-in of passengers out of the airport (at departing railway stations, web

check-in, etc.);

- Access to restricted areas only with a boarding pass;

- Reinforced vehicle control near the airport;

- No sharp objects and cutting tools in hand luggage.

On orders of the DoT, on September 13, 2001, the FAA has begun to open airspace
for national air carriers, and for those airports that have adopted and applied the new
security standards. To meet these new security demands in the short run, the airports
had to invest great effort. Out of the total 451 airports, 30 of them were not certified.
These included Boston Logan and Washington Reagan airports.”” Foreign airlines

27  Source: http://www.navcanada.ca/NavCanada.asp?Language=en&Content=ContentDefinitionFiles\ Newsroom\
Backgrounders\ 911crisis xml [July 26, 2010]

28  Source: http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB165/faa4.pdf [July 20, 2010]. These measures are quite
common (standard) on European and other region’s international airports.

29 From about 3,500 airports in the U.S.A., 451 of them are used for commercial air traffic, the remaining intended
for general aviation. Source: https://www.cia.gov/library/publications/the-world-factbook/geos/us.html [July 15, 2010]
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were still banned to fly to the USA General aviation® was grounded in all the USA
states except Alaska.

On September 14, the FAA opened the airspace for general aviation IFR
flights, with the ban to over-fly a radius of 40km from the airport in New York and
Washington. Most of the VFR flights remained restricted. On that day certification
for new airport security measures began.

Logan Airport in Boston was opened for service on September 15, 2001. Over
the next few days the FAA bans the flights from Afghanistan and flying over
the events. On September 22 (11 days after the terrorist attacks) the FAA allows
flights for training purposes. Flights are allowed in the vicinity of an international
airport, with the exception of airports in New York and Washington.

From September 28, 2001, the FAA allows general aviation flights intended
for reporting, monitoring of road traffic and advertisement. Pilots are warned
that, if they enter restricted airspace, they will be intercepted by military aircraft,
forced to land and shot down if they do not obey the orders received from pilots
of military aircraft.

The President of the United States published on October 2, 2001 a gradual
opening of the airport Washington Ronald Raegan. The airport was partially
open for transport on October 4, for aircrafts up to 156 seats; working hours were
limited between 7-22hrs and without no approach or landing across the river. The
airspace around New York and Washington airports, closed for fly over because of
fear of new attacks, on October 6, 2001 was reduced to 30km in diameter.

2.3.2 Crisis decision-making at the strategic level

Due to the large human casualties and socio-economic consequences for air traffic,
induced by the events of September 11, 2001, it was necessary to improve the current
system of aviation security worldwide. Historically, the improvement of this system has
always been reactive, in response to the crisis that occurred. It was the same in this case.
After the attack, the USA concentrated on organizational change in federal, state and
local structures and policies.

The US. Government Accountability Office (GAO) proposed mid-2001 three
alternatives to improve aviation security in the USA In each of the proposed alternatives,
the FAA would still be a regulatory body that sets and controls the security system.

The proposed alternatives are as follows:

I Existing security system (responsibility of airlines) updated by the FAA
requirements;

II  Responsibility transferred to airports;

IIT  Responsibility of new state institution, established by Congress. (Couglin, 2002)

Alternative 1- The responsibility of air carriers

This approach retains the system of measures that was in force before September 11,
2001, subject to the FAA to prescribe (for the USA new) more stringent standards for
the performance of security tasks. Security system, which was applied since the early
1970s, recorded a significant reduction in the number of aircraft hijacks. Due to many
years of use, proponents believe that this alternative should strengthen the existing
solution according to technological innovations.

(data for the year 2002)
30  General aviation consists of activities other than regular commercial air traffic (sport flying, for the purpose of

training, emergency medical care, etc.). Most of the world’s air traffic falls into this category. Source: http://www.iaopa.
eu/contentServlet/ga.htm [July 15, 2010]
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Detailed analysis of the terrorist attacks showed that the regulation of aviation
security by the Civil Aviation Authorities (the FAA in this case) provides an insufficient
level of security. This alternative is rarely used in the world. Of 102 countries that
participated in the GAO study, only two (Canada and Bermuda) have such a system
of measures.’® The main reason to exclude air carriers’ responsibility for security
is a concern that they, due to reduced costs and wish to provide more comfort to
the passengers, could lead to unacceptably low security level. Because of these
concerns, the GAO has developed the following alternatives.

Alternative 2- The responsibility of airports

This approach allocates the responsibility for the security system to the airports.
Each airport would be held responsible for security measures implemented. If we
take into account the number and variety of airports, security measures may vary
considerably among them, according to the assessment of risks and opportunities
for funding new technology solutions at each airport individually.

The disadvantage of this alternative lies in the fact that airports between
themselves do not know what level of security is provided at another airport. If
you start from the assumption that there is only high and low level of security, in
order to achieve higher profits, one airport can assume that other airports provide
a high level of security and thus it may reduce spending on security. If there is low
level of security at one airport, the possibility that there may be a terrorist attack
anywhere in the system is great. So there must be standardization of security
requirements and their unified application.

Alternative 3- The responsibility of the state administration

According to this alternative, the state has absolute responsibility for implementing
protection measures. There are several potential problems associated with assigning
this responsibility to a state agency. First, it becomes a monopolist in the provision of
services, and there is no incentive by competitors for greater efficiency. Its characteristic
is slow and difficult adjustment to changes and hardly acceptance of new technologies
(new spending). Additional problems in the form of lower quality may occur when
passengers must wait longer in the queue for security check. The advantage of this
model is that the state administration, as opposed to management in private firms, has
no incentive to reduce quality of checks or process or staff, in order to lower costs.

On September 16, 2001, the FAA has established a Rapid Response Team (RRT),
with the task to make proposals for the initial improvement of security measures within
15 days. On September 27, the U.S. President announced the development of a Program
to Enhance Civil Aviation Security. RRT in its report reviewed the GAO analysis and
opted for Alternative 3, delegating responsibility to the TSA, because this alternative
leads to increased security measures by hiring qualified, well-paid staff to reduce costs.
Making profits is not the primary goal of the TSA. (Couglin, 2002) Therefore, these
jobs were taken under the auspices of the state.

After this crisis, there was established a 500 million U.S. dollars fund in the budget,
that would finance the engagement of air marshals and reinforcing cockpit doors.
The FAA has allowed check-in of passengers outside the airport terminal again, with
enforced security measures. A selected number of the U.S. Air Force officers got the
approval for putting down passenger aircraft in the event of a similar situation.

The RRT submitted its first report on October 1, 2001, which gave the following
recommendations to increase the level of aviation security:

- To involve national authorities in the process of passenger and baggage screening

31  Source: http://www.investigativeproject.org/documents/testimony/182.pdf [August 27, 2010]
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at airports (GAO Alternative 3);

- To apply the same system of measures to domestic flights as to international flights;

- To install barricades on the cockpit door for a complete USA fleet within 90 days;

- To change the training of security staft;

- To modify aircraft transponders, to continually send signals in case of hijacking;

- To equally treat private, charter and general aviation flights, while implementing

the same security measures as for the scheduled flights. (Couglin, 2002)

So, not only for airlines and airports, but also for manufacturers of aircrafts and
security equipment at airports, technical measures had been recommended to improve
security. Based on the RRT report, the U.S. Congress proposed and the President
adopted Aviation and Transportation Security Act (ATSA) on November 19, 2001,
which established the TSA within the DoT. It calls for the preparation, development
and implementation of procedures and protocols that will significantly reduce the
likelihood of similar scale of attack to occur.

This law defines new responsibilities for the security in aviation. The DoT is
responsible for developing the program, which provides for security screening of
all passengers and their baggage, with the aim of finding restricted and dangerous
items. Decisions to establish policies and allocation of resources are left with the TSA,
which is to be flexible because of the variations and diversity of threats by airport size,
configuration, financial capacity, etc. The ATSA made the following decisions:

- All the luggage must be checked for explosives by X-ray detection;

- Air marshal is required on each flight;

- State officials control access to the airport and its perimeter;

- Security checks carried out by the specially trained U.S. citizens with no criminal

record. (Couglin, 2002)

Terrorist attacks of September 11, 2001 had left global consequences for the
aviation. Therefore, the ICAO, as a global regulator, is involved in the adoption of
new security measures. The ICAO activities were based on the establishment of
standardization postulates. It can be seen that the RRT recommendations are in line
with the recommendations issued by the ICAO in the ICAO Annex 17. In the USA on
September 25, 2001 recommendations given to improve measures to protect against
acts of unlawful interference in aviation are as follows:

- Application of the provisions given in the ICAO Annex 17 to domestic flights;

- Locking the cockpit door during the flight;

- Intensifying the airport security checks.

In the early 2002, the amended ECAC Doc. 30 introduced new security measures for
European countries, in accordance with the ATSA, so that the system of measures can be
compliant with the ICAO standards. In the second half of 2002 The European Community
adopted a security related regulations based on the ECAC Doc. 30. The most significant
changes in European security measures prescribed by this act are as follows:

- Access control to restricted areas at an airport;

- Screening of passengers and their hand luggage;

- Screening of checked-in baggage with equipment to detect explosives;

- Standard training of security staff that screen passengers and baggage;

- Security check of a complete mail and cargo. (ECAC, 2002)
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3. Conclusion

It is very difficult to fight against terrorism. Looking from the broader view, there is
little likelihood that terrorism can be totally eliminated. Terrorists learn from previous
experience and change tactics and objectives in relation to the security measures taken.
It is enough for them to be successful in one place and from one attempt, while the
security system must be efficient everywhere and always. Therefore, security measures
must be dynamic and flexible. The very essence of terrorism is complex and delicate,
with constantly evolving character.

Aviation represents the target of terrorist attacks from the very beginning of its
development and wider application. Aviation security system requires a high readiness
for the unthinkable, because one mistake can have results as hundreds of lives lost,
destruction of property worth several hundred million dollars and an immeasurable
negative impact on the economy and public confidence in travelling by air.

This paper tried to perceive the problem of modern terrorism and the measures
implemented in air transport, with reference to the case study of the terrorist attacks
of September 11, 2001. Previously identified deficiencies in the security system of the
USA were used in these terrorist attacks and only afterwards the search for alternatives
to overcome these shortcomings has been joined. This paper analyzes the actions of
decision-makers during and immediately after the terrorist attacks, as well as strategic
alternatives to organize the security system of the USA against terrorism. The selected
alternative centralizes decision-making at the national level.

The good side of this solution is that now there is a consensus about global
standardization in aviation security system, which results in a smaller gap between
current and desired level of security in unevenly developed parts of the system. This
minimizes the possibility that gaps in one state contribute to a terrorist attack on a
territory of another state.

What is wrong with this solution is that significantly higher costs for security system
in the form of additional charges (security tax) has been shifted to the end users of
air transport, leaving the consequences to the demand for transport, having in mind
the elasticity of demand compared to price. At the same time, more administration in
nationalized security system means to settle costs incurred because of stricter standards
and control by state budget.

Most of today’s aviation security measures are just a consequence of previous
terrorist attacks, more than protection against future range of threats. Risk assessment,
as a basis for setting priorities in the field of security and allocation of limited resources,
is very difficult to use in practice.
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KRIZNO ODLQCIVAN]E I BEZBEDNOST U
VAZDUSNOM SAOBRACAJU:
STUDIJA SLUCAJA ,,11. SEPTEMBAR 2001. GODINE“

Rezime

Tokom teroristickog napada 11. septembra 2001. godine, Al Kaida je iskoris-
tila slabosti tadasnjeg sistema bezbednosti vazdusnog saobracaja SAD i izazvala
dogadaj koji je za posledicu imao veliki broj ljudskih zrtava i ogromnu materijal-
nu $tetu u celokupnoj avio-privredi. Osim toga, postoje i dugorocne reperkusi-
je i sistemske promene usled ovih dogadaja. U radu su opisane drustveno-
ekonomske posledice tog teroristickog napada na vazdusni saobracaj. Posebna
paznja je posvecena promenama u sistemu bezbednosti, kao posledici nemoci
vazduhoplovnih vlasti da sprece taj dogadaj i umanje $tetu. Rad sadrzi pregled
prakticnog odlucivanja tokom upravljanja krizom i mera preduzetih tokom
i nakon teroristickog napada. Obradeno je operativno, takticko i stratesko
odlucivanje za vazduhoplovnu privredu $irom sveta koje je u vezi sa dogadajima
11. septembra 2001. godine.
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Abstract: The paper, besides the Introduction and Conclusion, consists of three
logically related units. In the first part, the authors pointed out basic informa-
tion on different forms and consequences of violence at sporting events. As a
logical continuation, the second section provides an overview of legal solutions
adopted in the Republic of Serbia with the aim of creating a legal framework
for more effective countering of this kind of violence. The third part deals with
the most important standards of police procedure in the control of violence at
sporting events, defined by the Council of Europe in its legal documents (Euro-
pean Convention on Spectator Violence and Misbehaviour at Sports Events and
in particular at Football Matches; Recommendations of the Council of Europe
of 22 April 1996; Council Resolution of 3 June 2010).. In the Conclusion, the
authors have stated suggestions about what needs to be done to reduce violence
at sporting events, as well as measures that the Police of the Republic of Serbia is
undertaking to increase their effectiveness in preventing of violence at sporting
events, particularly in organizational terms (the formation of the organizational
unit for monitoring and preventing of violence at sporting events).

Keywords: violence at sporting events, international standards, characteristics
of police procedures, supporters.

1. Introduction

Violence at sporting events is an old phenomenon. It was noted even in the texts
from the period of ancient Greece and the Roman Empire (Madensen & Eck, 2008).
In the recent history of human civilization, violence at football matches has been
especially expressed. Although it was not accurately recorded when the first seri-
ous incident at a sporting event of this kind happened, a relevant datum is the fact
that on 16 July 1916, in Buenos Aires (Argentina), supporters and police came into
conflict because the final match of South American Championships, Argentina —
Uruguay, has been postponed because the stadium that had room for only twenty
thousand fans, received forty thousand people (Zuzak, 2010). Although England is
considered to be the homeland of modern forms of violent behaviour at football
matches, this form of violence has quickly spread worldwide (Kozarev, 2007). Vio-
lence and indecent behaviour at sporting events, particularly at football matches,
is an international problem and it is now present in all European countries, both

1 Corresponding author: e-mail/zoran.djurdjevic@kpa.edu.rs. Clanak je rezultat rada na projektu Ministarstva
nauke, koji Kriminalisticko policijska akdemija realizuje u period 2011-2014. Rukovodilac je prof. dr Sasa Mijalkovic.
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those that are considered traditionally fascinated with football, and those in which
this sport is not deeply rooted. (For example, about the tragic consequences of
violence at football matches in Turkey see Goral, 2008). While the Europe is being
dominated by forms of organized football violence, in the USA forms of spontane-
ous, unorganized violence are prevailing (Madensen & Eck, 2008).

Violence at sporting events, especially in football, has become a common
phenomenon in the 1980s, which culminated in Europe after the tragic events at
Heysel Stadium in Belgium on 29 May 1985. This led to a more severe treatment
of this kind of violence and contributed to adoption of a number of international
European documents whose goal was to address the problem in a comprehensive
manner and to build international standards that would provide the basis for the
improvement of safety. A major objective of these efforts is also the development
and adoption of international standards of police conduct. The focus of this paper
is directed upon building of international standards of police conduct in dealing
with the problem of violence at sporting events, especially at football matches, and
their implementation in Serbia.

2. Characteristics of violence at sporting events in Serbia

Quite differently from forecasts of those who had in the early 1990s publicly
expressed their firm belief that with the completion of inter-ethnic conflict,
outbursts of supporters won't happen again, these phenomena have since then
became more frequent and had more serious consequences. Current violence at
sporting events, particularly at football matches in Serbia has all the characteristics
of violence which is encountered in other European countries, with a visible
tendency of its relocation from the stadium to the surrounding area, including
and wider urban area (White paper on Sport).

Conflicts of extreme supporter groups in the last ten years (1999-2009) took
away ten human lives, which puts Serbia, according to this indicator, on the first
place in Europe. The Ministry of Youth and Sports of the Republic of Serbia, in
cooperation with the Association of Sports Journalists of Serbia, conducted the
research in 2009 under the name “The media, sports, violence”, which analyzed the
articles published in the Serbian media in 2008 related to violence on and around
sports arenas. This research has highlighted the fact that every 136 days a fan was
killed in Serbia, while all the victims and attackers were between 17 and 25 years
of age. (Purdevi¢ N., 2010). Also, during the period from 1 January 1997 up to
September 2009, at sport fields 1561 persons suftered injuries, including 514 police
officers, while the other consequences of extreme violence of extreme supporter
groups in Serbia in that period are shown in Table 1 (Department for Analysis of
the Serbian Ministry of Interior).
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____Consequences of violent behavior at sporting events .

Policemen _Other __Policemen _Other __ Policemen__Other _MIA-a® _othery.
Until the enactment of the Law

997 1 1 3 3

998 4 9 16 3 16

999 1 1 11 17 3 18
2000 4 24 20 41 18 7
2001 2 77 81 3 11
2002 1 12 41 94 5 13
1-VI 2003 3 6 17 3
Total 2 46 74 269 32 71

After the enactmentofthelaw |

VII-XII 2003 6 27 12 9 5

0! 4 10 46 97 5 42
2005 4 3 20 54 10 16 37
2006 2 1 12 51 05 9 44
1-1X 2007 1 20 47 97 3 24
Total 7 68 225 421 42 152

After ¢l

-X112007 3 2 29 8
2008 1 3 8 53 78 7 26
1-1X 2009 1 2 13 36 112 1 16
Total 2 6 24 91 219 8 50

Table 1: The consequences of violence at sports events
from 1997 to 2009 in the Republic of Serbia

In the Chart 1 and 2, the number of killed and injured in disorders caused by
supporters from 1997 to 2009 in the Republic of Serbia is shown (Directorate for
Analysis, Ministry of Interior).

150

M LOST LIFE citizens ~ W INJURED policemen  ® INJURED citizens

Chart 1: Number of killed and injured in the disorders caused by supporters from
1997 to 2009 in the Republic of Serbia

It is important to emphasize that almost all serious criminal offences and
misdemeanours were committed outside of sporting grounds, or outside the time
frame in which the law defines sporting event (90 minutes before and after the sporting
event or 120 minutes in cases of “high risk” matches). Violence is the most often at
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the football matches, but there were also serious cases of violence at the basketball,
handball and water polo matches.

Especially important is the fact that in late 2007, violence at sporting events began
rapidly to expand onto places that had no connection with sports events. Thus, in
2008, in addition to 138 serious forms of violence committed before, during and after
sporting events, another 68 cases of violence on the streets, public gatherings, hotel
and restaurant facilities and other places outside of sporting grounds and without
direct links to specific sports event were recorded. Almost all cases of violent behaviour
outside of sporting grounds are recorded in the area of the Belgrade Police Department
(58 of 68), a number significantly higher than on sports stadiums and nearby facilities
where sporting events are held (38).

Since the Belgrade Police Department (BPD) has recorded the highest number of
cases of violence (85.29%) an analysis of their basic features in 2008, 2009 and 2010
will be presented.2 The first conclusion that can be drawn is the decreasing trend of
registered cases of violence in all three years (Chart No. 2.), thus compared to the
beginning of the analyzed period (in 2008 38 cases were registered), in 2009 30 cases
and in 2010 only 8 cases of violence were registered. Should we take as the subject of the
analysis the time when violence occurred, compared to the time of the match, violence
mostly occurs during the match, while the violence before and after the match has
almost the same percentage in all three years.

/" after the game

/ during the game
1

/" beflore Lhe game

==

2010

Chart 2: Violence at sporting events at the territory of the Belgrade PD

The intensity of manifested violence in analyzed period has been particularly
pronounced in 2009, when in fewer number of registered cases (30) compared to 2008
(38), alarger number of individuals were injured (Chart 3), as well as the murder of one
of the fans (not shown in the Chart).

2 Sources of data are records of the Ministry of Interior of the Republic of Serbia.
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Chart 3: The injured persons at sporting events at the territory of the Belgrade PD.

In order to obtain a true picture on forms of violence at sporting events, it is
necessary to point to the data on the number of registered attacks on the sport judges

- in 2008 19 were registered, in 2009 12 and in 2010 24, which represents the largest
number in the analyzed period.

transportation vehicles

Sy facilities and buildings

2010

Chart 4: Material damage, as the consequence of violence
at sporting events at the territory of the Belgrade PD.

As we could have already concluded, smaller number of cases of violence does not
imply that the consequences of violence are lesser. Data that support this conclusion are
the data on material damage, especially when the objects of acts are means of transport.
In 2010, in 8 cases of registered violence, 37 vehicles and 11 buildings were damaged
(Chart 4). The largest numbers of damaged vehicles are public transportation and the
Ministry of Interior’s vehicles, while damaged buildings, in most cases, are the very
sporting facilities.

Number of sporting events interrupted because of violence is increasing from year
to year (Table 1).
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year 2008 year 2009 year 2010
14 19 22

Table 2: Number of interrupted sporting events at the territory of the Belgrade PD.

During these three years of analyzed period, due to the violence (misdemeanour
and criminal offences) at sporting events, police conducted detention of 1506 persons
(Table 2). The reason for arrests, in addition to offences related to violence at sports
events and criminal offences of violent behaviour at sporting events, was also disruption
and prevention of police officers in performing security tasks.

year 2008 year 2009 year 2010
406 579 521

Table 3: Number of persons arrested by police officers of the Belgrade PD.

The most common means used in carrying out acts violence are metal rods,
wooden sticks, brass knuckles, as well as other similar items used to cause physical
injury. Wearing of club colours was often a sufficient reason for violence directed
towards supporters of other clubs.

Club supporters are usually organized according to geographical area from which
they are coming. There is a clear division of tasks within a group. According to the
police reports, the largest number of fan leaders has some sort of private business
(companies, restaurants, etc.).

The beginning of 2009 was marked by the attempted murder in Belgrade
(Municipality of Palilula), of the parent of a boy intercepted by the seven hooligans on
the street, only because he was wearing red-white scarf. They had physically attacked
him, while his father, who was trying to defend the child, was stabbed with the knife.3
Among the perpetrators of this criminal offence, there were three minors. Also
recorded were the cases when groups of young men wearing the club colours have
expressed intolerance, by throwing of pyrotechnics in public transportation vehicles,
intrusions and throwing of tear gas in restaurants, interception of students in nearby
schools and so on.

The most serious case of hooligan behaviour of supporters, that took place outside
of sporting grounds, represents the murder of a French citizen, a fan of “FC Toulouse”,
in 2009 in the restaurant located in the very centre of Belgrade. While sitting in a cafe in
city centre, he was physically attacked by a large group of football hooligans. After being
physically abused and beaten, he was thrown from a height of several meters onto the
sidewalk, when the young man received fatal injuries.

Although many measures that are used for combating sport-related violence
demonstrate their effectiveness in practice, new problems are constantly arising.
The hooligans are constantly finding new ways of conflict. Alcohol and drug abuse
is becoming more frequent. The influence of excessive alcohol consumption on the
occurrence of football hooliganism was pointed out by many authors (e.g., Goral,
2008). Also, increased skill of planning and negotiating of violent actions through
mobile phones and the internet was observed.

3 Ibidem.
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The literature states the fact that extreme supporters, in general, are prone to taking
of alcohol, drugs, that they are generally victims of economic disorder, unemployment
and that they are usually poorly educated, etc. (e.g. Goral, 2008). Besides the above-
mentioned reasons, which are also present in Serbia, the problem of the relative failure
of the state (society) in the control of violence at sporting events has its roots in several
other factors.

First of all, in Serbia, a close connection between politicians, clubs, and the fan
leaders exists for decades. Politicians at the national and the local level (depending on
the league in which the club competes) are on very prominent positions on the boards,
the chairmanship clubs, and in sporting associations. Thanks to political support, the
clubs, i.e., their leaders can do various illegal things and be tolerated. Financial control
of football clubs is not in the focus of public authorities and the tax institutions (except
in extreme cases). Considering the fact that more money is invested in football than
in the other sports, and that financial control is weak or nonexistent, football clubs
have become a fertile ground for money laundering and various other financial
embezzlements (e.g., manipulation of the sale of players, fixing of match results, etc.).
The participation in the management of football clubs enabled politicians, in addition
to financial reasons, the achievement of political goals by manipulating with the
supporter groups.

Secondly, clubs in Serbia showed reluctance for the introduction of preventive and
educational programmes in order to create new system of value among supporters,
even though the Law has obliged them to do so. Clubs usually protect the fan leaders
and provide them various benefits, tolerating their aggressiveness, justifying it as
dedication to the club. Lacking of a consistent implementation of legal regulations is
evident, especially by the football clubs and organizers of sporting events themselves,
given that it’s still allowed to enter the football stadiums with prohibited substances,
suitable to cause injuries to another and destruction of property on a large scale.
Kozirev, the author from the Former Yugoslav Republic of Macedonia, points to the
influence of football clubs in forming of football hooliganism, which encourage the
association of hooligans, football fan extremism and the intolerance (Kozarev, 2007).

In 2010, B. Jankovi¢ carried out an anonymous interview of a number of police
officers of the Intervention Units of the Ministry of Interior of the Republic of Serbia
(75 police officers) who were engaged on securing of sporting events. A questionnaire
was designed, related to their observations during securing of sporting events on which
they were engaged. Among other answers, police officers opinion is (89%) that behind
the supporters who are committing violence are clubs who support them and almost
never condemn their acts of violence (Jankovi¢, 2010).

Third, the clubs do not show great willingness for the cooperation with the police
during securing of football matches. Among them, cooperation is not dominant, but
mistrust and the intolerance.

Fourth, the leaders of hooligan groups in Serbia usually have a thick criminal
record and are perpetrators of criminal offences ranging from drug trafficking, to the
violent and property crimes. To them, football clubs serve as a buffer, as a cover, an
umbrella for dealing with criminal activities, while amongst fans they are recruiting
“soldiers” for the further criminal actions or just finding market for the distribution of
drugs. The connection between the hard core of football hooligans and crime, whereby
cheering activities and close contact with the football clubs serves as protection (mask),
is emphasised by the authors from different countries and different parts of the world
(e.g., Garland & Rowe, 2000; Paradiso 2009; Kozarev, 2007).
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As the fifth characteristic, there is the inefficiency of the courts during sentencing
of cases connected to the acts of violence at football matches, especially in cases of fan
leaders. From 2005 to 2010, against 25 leaders from the three main fan groups in Belgrade
(Red Star - 11, Partizan - 7 Rad - 7 fan leaders) 289 criminal charges were filed.4 These
are mostly criminal offences with elements of violence related with sporting events,
but also other criminal offences. Although, considered in total, the number of FC Red
Star fan leaders is smaller than other supporter groups; they are leading in the total
number of crimes with little more than a half (50.52%). The leaders of Partizan fans are
following with more than a third (35.29%) and the leaders of FC Rad with 14.19% of
criminal offences and filed criminal charges. The structure of criminal offences of the
fan leaders is various: murder - 5, robbery -13, violent behaviour at sporting events - 25,
violent behaviour - 40, assault on the official person - 33, preventing an official person
from performing official duty - 7, illicit production and trade in narcotic drugs - 12,
extortion - 5 and initiating national, racial and religious hatred and intolerance — 17.

The example of fan leaders showed that the judicial system has completely failed.
Most of filed criminal charges against them were never processed, and if they were,
then there are no final sentencing verdicts. The fan leaders remained “untouchable’,
and that represents strong encouragement for them and their groups in the terms of
success, intergroup cohesion and further violent action (Misi¢, 2010).

These data clearly indicate that the fan leaders are characterized by expressed
criminal activities and the commission of criminal offences unrelated to sport. For the
leaders and certain number of members of extreme supporter groups there are no jobs
of higher and lower rank, they are engaged in drug trafficking, weapons, stolen vehicles,
profitable theft, document forgery and others.

Very interesting is the fact obtained by an anonymous interviewing of police
officers of the Intervention Unit, who are engaged in securing of football matches. Even
though they belong to the state apparatus, from which they receive salaries, they do
not have much confidence that the state could deal with the problem of hooliganism
in football. Out of 75 interviewed, 55% said that the state was partially prepared to deal
with violence, 28% that it was not ready and only 17% that the state was completely
prepared (Jankovi¢, 2010).

3. Legislation in control of violence at sporting events in Serbia

Prior to passing of special regulations governing the matter of security at sporting
events, the Law on Public Order and Peace was applied in Serbia5, which was unable
to adequately regulate these issues. The former Yugoslavia, whose member was also
Serbia, ratified the European Convention on Spectator Violence and Misbehaviour on
Sports Events and in Particular on Football Matches in 1990.6 On the basis of ratified
European Convention, the Law on Prevention of Violence and Indecent Behaviour an
Sports Events was adopted in 2003, which due to inefficiencies in its use, was repeatedly
changed and amended (in 2005, 2007 and last time in December 2009). This was the first
law of this kind in Serbia that regulated this matter in one place. This law has adopted
numerous solutions suggested in the Convention and other documents enacted by the
European Community.

4 Data of the Belgrade Police Department.

5 ,Official Gazette RS, No. 51, of 30/07/1992.

6 Law on ratification European Convention on Spectator Violence and Misbehaviour on Sports Events and in
Particular on Football Matches, “Official Gazette SFRY- International Agreements’, No. 9/1990.
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The Law has, within its main provisions, firstly defined some terms which appear in
this field, such as sports events, sports facilities, auditorium, organizers and participants
in sports events, time of sporting events and so on (Article 2). It was precisely defined
what could be regarded as misbehaviour and violence at sporting events was.

The law obliges the sport clubs, sports federations, sports associations, organizers of
sports events to undertake a series of preventive measures:

- the above mentioned are required to encourage positive behaviour and actions

of players and official persons before, during and after the sport events;

- if there is any information which could indicate that there is the risk of
violence, they must immediately, and at least 48 hours prior to sports event,
inform the Ministry of Interior;

- clubs have to establish contact with representatives of supporters in order to
exchange information;

- before the match, the separation of supporter groups by selling numbered
tickets for sitting area, at the separated sale points, must be ensured;

- club is obliged to keep records on ticket sales, and they can be sold only to
persons with an identification document (number of tickets that can be sold
to one person is limited to seven);

- entry shall not be allowed to persons who have no identification and to
persons under 16 years, if they are not accompanied by a parent or guardian;

- the visiting sporting team’s obligation is to take care about their supporters in
returning home after the sporting event, etc.

Within the preventive measures, monitoring service is ordered to:

- prohibit access to the facility in which sporting event is held to persons who
are under the influence of alcohol or drugs, or their behaviour indicates that
they are prone to violent or indecent behaviour;

- separate the visiting supporters by directing them to specific entrances and
exits of the sporting facility and to a special part of the grandstand specified
for them;

- ensure that the spectator is sitting at exact seat;

- to prevent the entry of spectators on to the sports ground and prevent their
movement from one part of the grandstand, intended for the supporters of
one club, to another;

- to prevent the entry or sale of alcoholic beverages in the sports facility;

- to prevent the entry into the sports facility of items that can be used in violent
behaviour (pyrotechnics, poles, bottles, etc.), or which may obstruct the course
of the match;

- to warn or remove a spectator whose behaviour can cause violence on the
sporting event, threaten the safety of participants in the sporting event or
interfere with its course;

- does not allow access to sports facilities, to a person who has been ordered
safety or protective measure of prohibition to attend particular sporting
events, etc.

The law envisages measures that give the police powers to:

- during sports event of increased risk, can order all the supporter groups to
move by defined route on arrival or departure from the sporting facility;

- forbid the arrival at sports event to a person whose behaviour indicates that
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he/she is prone to violent and inappropriate behaviour;

- has the right to prohibit sporting event when due to detected deficiencies, the

safety of the participants at the sporting event can be significantly endangered;

- can order undertaking of other preventive measures that would contribute to

prevention of violence occurrence.

The law obliges the local community to ban the sale and consumption of
alcohol in sports facilities and at its specifically defined distance, during the course
of a football match.

Law prescribes misdemeanour liability, criminal offences and protective
measures in the case of violation of regulations.

The Law on Changes and Amendments to the Criminal Code of the Republic of
Serbia came into force in July 20097, beside the changes made to essential elements of
the criminal offence - Violent behaviour on the sporting event or public gathering, law
provides for new safety measure - The prohibition of attendance of certain sporting events.

Despite the fact that the law which precisely regulates the control of violence
at sporting events, stipulates detailed obligations for all subjects in the chain of
organization and control, as well as penal and security measures, was passed,
its implementation faced a number of difficulties. The problem of violence on
the sport fields in Serbia remains a major problem for the state and society. The
European Football Association, due to numerous incidents on the international
football matches, is often imposing sanctions onto football clubs from Serbia and
the national football representation.

4. European documents and standards of police procedure
in control of violence at sporting events

One of the first documents passed in Europe, which treats the violence in
sport is the Recommendation of the Parliamentary Assembly of the Council of
Europe in 1983. In that particular recommendation, the prevention of violence
in the sport is placed within the broader frame of educational and cultural
measures, in order to reduce violence in society. After this recommendation, the
recommendations of the Council of Ministers on reducing violence at sporting
events followed in 1984, which sets the basic principles, which are applied in the
preparation of subsequently enacted documents (Djurdjevic N., 2007).

The first among the conventions of the Council of Europe which was
adopted in the field of penal law, and was related to the sport, was the European
Convention on Spectator Violence and Misbehaviour at Sports Events and in Particular
Football Matches (Convention). This convention was adopted on 19 August 1985 in
Strasbourg and was a response of European countries to the tragedy that occurred
at the Heysel Stadium in Belgium.

The Article 1 of the Convention defines the obligation of member countries,
within its constitutional powers, to take necessary measures for application of
provisions of the Convention. Measures for the reducing and control of violence
and misbehaviour at sporting events can be classified into groups (Articles 2-6 of
the Convention):

- coordination of national policies and measures undertaken by public
authorities of the signatory countries;

7 ,Official Gazette RS, No. 111/09.
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- establishment of national coordination bodies;

- engagement of the police in and around the stadiums and on the roadsleading

to the stadiums;

- the adoption and application of regulations that enable the prosecution and

punishment of perpetrators of violence at stadiums;

- police cooperation and information exchange between the signatory

countries;

- organization of appropriate monitoring service;

- organization of staff out of ranks of fans and cooperation with the fans groups;

- measures related to stadiums (fences, the separation of fans, ticket sales, etc.).

The Convention defines the measures of preventing and combating violence and
misbehaviour on the sporting events in three major areas: prevention, cooperation and
the judicial authorities’ measures.

Preventive measures include cooperation between the police and sport clubs in the
preparatory stage of international matches, organization of consultations of interested
parties not later than two weeks before the scheduled match, the actions of physical
separation of fans of different teams, the control of access to the stadium and the pro-
hibition of alcohol and entrance of potentially dangerous items. The Convention has
predicted the co-ordination of policies and the actions of government departments and
public agencies against these problems and the possibility of setting up co-ordinating
bodies to do this. The convention puts a number of measures to deal with the problem
of hooliganism.

The Convention also defines the standards, which for security reasons must be re-
spected during designing and constructing of stadiums, in order to reduce the prob-
ability, possibility and consequences of aggressive behaviour of fans. Besides the clear
functional scheme, use of appropriate building materials, planning of an appropriate
number of entrances and exits, clear marking of the facilities for easier orientation and
the evacuation in case of emergency, the plan should include the application of techni-
cal protection measures, especially video surveillance of the highest rank, with fully
equipped control room, as well as premises for temporary detention of persons.

Within the framework of cooperation, when playing international matches, the
Convention predicts the obligation of establishing contacts between the security struc-
tures in order to identify and prevent potential hazards and reduce potential risks. As a
measure of cooperation of judicial authorities, exchange of information on persons who
are registered as perpetrators of criminal offences with elements of violence is envisaged.

The Convention has imposed an obligation to the signatory countries to adopt ap-
propriate laws that should prescribe both criminal offences and misdemeanours that can
be committed by undertaking acts of violence and misbehaviour on the sporting events.
For that reason, the European Convention on Spectator Violence and Misbehaviour at
Sports Events and in particular at Football Matches is considered to be a source of inter-
national penal law in the field of sports. In fact, the Convention represents the source of
both criminal law and law of torts in the field of sports, since it obliges member states to
incriminate relevant criminal offences and misdemeanours in that field and thus create
a mechanism for legal protection of sports and sporting events. (Suput, 2010).

After the enactment of the European Convention on Spectator Violence and Misbe-
haviour at Sports Events and in particular at Football Matches in 1985, the problem of
violence in sport, especially in football, was further escalating, gaining new forms and
characteristics. The violence has spread beyond sports facilities, or even was not related
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to specific sports matches. Hooligans have improved ways of their internal organiza-
tion and began using the modern technology in preparation of violence, e.g. Internet,
mobile phones, began using motorcycles as means of transportation and both cold and
fire weapons in exercising of violence, etc.(e.g.: Kozarev, 2007).

While trying to find an adequate response to violence at sporting events, especially
at, the football matches the Council of Europe and its commissions have passed a series
of documents (resolutions, recommendations, and instructions). List of adopted regu-
lations can be seen in the Council Resolution of 3 June 2010, number 2010/C 165/01,
on pages 14-15. The review of these European documents can be also found in Serbian
scientific literature (Purdevic, 2010). In this paper, only the recent European docu-
ments that significantly affect the formation of standards of police procedure in solving
the problem of violence at sporting events are commented.

First of all, we should mention the Council Recommendation of 22 April 1996 on
Guidelines for Preventing and Restraining Disorder Connected with Football Matches
(96/C 131/01). The recommendation is based on the Convention of 1985. The aim of
the recommendation is to ensure a consistent, coordinated and effective response of
the police and football organizations within EU member states. The recommendation
refers to measures specified in the Convention of 1985, of which some are in further
development and refinement.

Basic recommendations referred to in this document are: exchange of information
(member countries should have a common format for police intelligence reports about
the known groups of football hooligans and those who are assumed to be prone to
makingdisorder); cooperation in thefield of training (implies exchange and dissemination
of information between member countries on the techniques of disorder prevention
at football matches, and organization of relevant courses and trainings intended for
police officers of the member countries); police cooperation (implies police cooperation
between member countries, which includes the exchange of data for at least four weeks
before the football match. It was emphasized that a host country should formally
contact the appropriate responsible authority of the other Member state or States
for their police support); cooperation and supervision (this recommendation implies
obligation of football authorities and clubs to appoint their representatives who will
attend educational programmes and training courses that promote close cooperation
and supervision between the clubs and the police in order to achieve security).

In the annex of the document, the creation of common format for police intelligence
reports on football hooligans was recommended. Standardized information on fans and
fan groups are entered in it, and are categorized into the three groups. Group A consists
of peacetul supporters. Group B consists of supporters who are prone to confrontation
and disorders, especially under the influence of alcohol. Group C includes violent
supporters or the organizers of violence. Furthermore, the format includes entering of
other data important for the control of the fan groups (e.g. way of arrival to the match,
means of transportation that are used, the journey route, the facilities where the fans are
accommodated, etc.).

Among the recent documents that regulate the standards of police procedure in
dealing with violence, especially at football matches, we should especially point out the
Council Resolution of 3 June 2010 concerningan updated handbook with recommendations
for international police cooperation and measures to prevent and control violence and
disturbances in connection with football matches with an international dimension, in
which at least one Member State is involved (2010/C 165/01).8 The document in question

8  http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0]:C:2010:165:0001:0021:EN:PDF
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has been repeatedly changed and amended, thus with this resolution its latest changed
and amended version was adopted. Instructions on police conduct, contained in this
resolution, are intended for all EU member countries, but as resolution stresses out,
for the other European countries also, because its strategic objective is achievement of
the minimum security standards and effective international police cooperation. This
document specifies in detail working methods that should be applied by the police
in securing football matches and other sporting events primarily at the international,
but also at national levels. The main objective of this document is to optimize the
international police cooperation, communication and exchange of information
through multi-agency approach, proactive action i.e. risk oriented policing.

The Resolution stipulates that all EU Member States must establish a National
Football Information Point - NFIP to act as the central and sole contact point for the
exchange of relevant information for football matches with an international dimension,
and for developing international police cooperation concerning football matches. The
task of this body is to organize a direct and immediate cooperation and exchange of
information between the police forces of both the organizing country and the visiting
countries. In addition, NFIP should coordinate and supply relevant information to
local police in host town no matter whether national or international football match
is in question. NFIP should create national police database relevant to the security
of football matches, constantly perform risk analysis, carry out security assessments
and coordinate work of other institutions, agencies, football clubs, fans, etc. National
Football Information Point of the hosting and visiting countries need to mutually
exchange information of general and personal character. General information can be
strategic (defining events in general aspects, especially security), operational (analysis
of potential risks) and tactical. Personal information refers to the fans with recorded
data on previous violent behaviour. The information are listed by chronological order,
to ones that are important for organizing security activities before the sporting event
(e.g., travelling routes of fans, transportation means, accommodation, risk analysis of
the visiting team supporters); information relevant for the police procedure during the
sporting event (tendency towards the use of violence and risks connected directly to
the course of football match), and information relevant to the police procedure after the
match (leaving of stadium, behaving in the host town, returning from the match).

The second chapter of the Resolution deals with police activities in preparation for
the sporting event, which includes, among other things, visit of the police delegation
from the visiting country to the police of the host country with clearly defined
composition of the delegation, roles, tasks, content of activities, financial aspect. The
third chapter of the Resolution deals with the inter-police cooperation during the course
of football match (informing of the visiting police delegation on the operational plan
for securing of match and other relevant issues). The fourth part deals with the issues
of cooperation between the police and organizers of the match and includes sharing of
roles in the implementation of direct securing of the match (activities and assistance of
police and monitoring service, concrete distribution of tasks and duties, supervision,
etc.). The fifth chapter of the Resolution is dedicated to the cooperation between the
police and prosecuting authorities and purpose of preparation for effective reactive
course of actions if necessary. The sixth chapter stipulates an obligation of cooperation
between police and supporter groups, which represents the necessary condition for the
better and timely exchange of information, improvement of safety, creation of a more
favourable atmosphere and encouragement of self-organizing of supporters in order
to improve the safety. The seventh chapter deals with police communication with the
media and preparation of media strategy in order to win them over to contribute to

NBP « Journal of Criminalistics and Law [93]



Branislav Simonovié, Zoran Durdevié, Bozidar Otasevic¢

the strengthening of security and positive coverage that would not encourage violence,
but will contribute to a transparent and timely reporting. The resolution requests the
analysis of security aspects of football events, modern approach in the risk analysis,
scientific research in that direction, education and training courses for all participants
in the security system and dissemination of positive practice among states. This
document proposes the classification of fans into two categories, out of which the first
one includes those who do not represent a risk group (“Non Risk Supporter”), and the
second includes the supporters that represent a risk for the causing of disorder and
violence (“Risk Supporter”). The second group is divided into difterent sub-groups of
supporters depending on whether they are prone to disturbing of public order and
public safety or commission of criminal activities.

Within the European academic and professional circles, the role of the police in
preventing violence in the stadiums is emphasized and should be proactive and based
on the intelligence work, which, for example, has given good results Britain. Taught
by a bad experience in 1980s when a large number of hooligans have been freed of
responsibility due to the lack of evidence and unreliable police records, the British
police began to base its work on the intelligence work, the so-called intelligence-led
policing, i.e. collecting information on supporter groups, their membership, intentions
and protection of the source of information. The precondition for the proactive police
actions is access to full, accurate, timely information on supporters and hooligans,
their movements and activities. Information on the number of supporters who will be
attending the match, whether they are organized, have they been behaving violently in
past, do they intend to enter in conflict with the other supporter groups, what is their
relationship with club management etc., are very important, because these data are the
basis of security evaluation and planning of police force engagement (Spaaij, 2010).

There are numerous methods of obtaining intelligence information on hooligans.
One of the possible methods is the use of covert operations, that is, infiltration of police
officers into hooligan groups. The information obtained by this method can be described
as the ones of the highest quality, and in all aspects, the most useful in the police work.

One of the main methods through which the police obtain information about
hooligans is the use of police officers in the jargon known as “spotters”. The system
of “spotters” is the designed so that every police officer who performs this duty is
connected with particular sports club. His task is to identify and monitor hooligans
of a certain club, especially when travelling to guest matches. Those officers enter into
close relations with their local clubs, with the leaders of supporter groups, as well as
registered hooligans.

Such system has been developed in the Great Britain, where a national football
intelligence unit (NFIU) was founded (Spaaij, 2010).

A very important source of information can be criminal records and databases. In
those databases, all the persons who are involved in violence at sporting events should
be recorded. Information from these databases should be shared with other foreign
police forces in the preparation phase of securing international matches.

Improvement of safety measures at stadiums during sporting events, with the
application of modern technical systems, made the identification of hooligans
significantly easier. Coverage of public spaces with cameras, the use of video recordings
and efforts of British police to create unified record on collected information, proved
to be useful - a large number of hooligans were sentenced for the acts committed in the
late 1990s. (Spaaij: 2010).
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List of basic recommendations for establishment of contemporary standards of police

conduct in order to control football hooliganism

On the basis of international legal regulations adopted in the European Union

and examples of successful practice, one could state the following summary list of
recommendations for the police procedure in controlling and preventing of violent
behaviour connected to the football matches:

- Establish permanent football intelligence units in each country, and during the
preparation of international sports matches intensify regular consultations and
exchange of intelligence information between police units from countries whose
national teams or (and) football clubs will participate at match;

- One of the main ways in which police monitor hooliganism is through the
use of spotters. The spotter system involves a liaison officer being attached to a
particular club.

- Exchange information and establish national database on known or suspected
troublemakers at football matches, security risks, data on travel arrangements
and routes of supporters, their habits, styles and specificities of behaviour that are
important for the safety assessments;

- Adopt common format for police intelligence reports in connection with violence
in football;

- One of the key approaches has been the use of undercover operations.

- Introduce into policing contemporary methods of proactive procedure, risk
analysis and assessment, risk control and response to the risks, i.e. concept of the
risk oriented policing. (The risk analysis will also determine which area of policing
will take priority.)

- Create the annual report on cases of hooliganism at sporting events;

- Develop the systematic cooperation and exchange of information between
different police units at the international and national level, which are participating
in different stages of securing of the match. Information should be levelled
differently and divided into strategic, operational and tactical;

- Systematically develop cooperation between the police and football clubs
management and organizers of sports events and jointly work on the development
and implementation of preventive strategic and operational approaches;

- Systematically work on the development of cooperation between police and
supporter groups and their associations, create and implement programmes for
the development of a new culture and value of cheering and attitude towards the
opposing club and supporters from the opposing side;._

- Divide supporters into several categories (in practice, the most common is the
division into three categories) and create and implement different strategies of
police procedure in relation to each of them;

- Systematically develop strategy for police cooperation with the media;

- Spread positive practice of successful methods and techniques of control, preparation
and prevention of violence and organize customized training courses, educational
courses and other forms of informing and tutoring designed for the police forces,
clubs, associations of supporters, media, prosecution and other subjects in chain of
control and provision of services in organization of football matches;

- Use contemporary technologies of video surveillance and video recording of
supporters in carrying out control at football matches with an increased risk. (See
for example, Policing European Football Hooliganism.)
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5. Conclusion

If we accept the “know the problem to solve it” principle, a scientific analysis is a
precondition for defining measures of efficiently prevent, discover and prove criminal
acts of violence. The results of the prevention and repression measures directly depend
on the results of the scientific analysis (Purdevi¢ Z., 2007).

Failure in the application of regulations intended for the penal law protection
of sport, shows that the regulations were much easier to make, than properly and
consistently applied. Hasty adoption of various regulations, without consideration of
their use in practice and the too broad penal law repression without clear criteria that
would enable compliance of criminal and misdemeanour liability, is one of the reasons
behind the poor effects of application of the penal law mechanism for protection of
sports in Serbia.

Such experience shows that parallel with the adoption of regulations, professional
specialization of employees in the police, prosecution and the courts is necessary, as
they are the main bearers of the function of detection, prosecution and the sentencing
of criminal offences in the Republic of Serbia. As the problem of violence at sporting
events is becoming more complex, the greater is the need for specialized personnel
and specialized organizational units within the police, prosecution and the courts.
Specialization in any field is justified only if the subjects (persons), to whom certain
specific tasks were assigned, are according to some criteria unique in comparison to
their “colleagues”, primarily more professional and specially trained. Today, for example,
police officers who know little about many things are not wanted anymore, but those
who know much about the one thing,

There is no doubt that Serbia needs to introduce contemporary European standards
of police procedure in controlling of violence at sports events (specialization, databases,
criminal intelligence activity in control of sports hooliganism). However, as the results
of foreign studies show, the introduction of norms and standards is not enough, if their
implementation is of poor quality and insufficiently professional.

In order to achieve the standards, the Ministry of Interior of the Republic of
Serbia is in procedure of establishing units for monitoring and preventing violence at
sporting events (National Football Information Point), whose tasks will be: planning
and monitoring of security measures at sporting events; monitoring of supporter
groups and the exchange of information on the sporting events. There will also be an
operational analytical unit within this unit, whose tasks will be analysis of violence at
sporting events. In order to monitor adequately the extremist supporters, software
system “Evidence of extreme supporters” was created. Methodological instructions
regulate the collecting, recording, processing and the use of data from the software
system “Evidence of extreme supporters”

If the police are not able to select the right targets, then their actions may only be
non-selective, focused to the mass as homogeneous group, which inevitably leads to a
deepening of the gap between the police and the supporters (Otasevi¢, 2010).

If Serbia is to achieve real progress in the field of security in the sport, it is necessary
to change the passivity of clubs and affect their unwillingness to cooperation in
improving security. In order to achieve this, it is necessary to remove the politics from
sports clubs and decriminalize clubs, which at this moment represents an impossible
mission. However, a journey of a thousand miles begins with a single step.
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NASILJE NA SPORTSKIM PRIREDBA U REPUBLICI
SRBIJI - NACIONALNI I MEDUNARODNI STANDARDI
PREVENCIJE I REPRESIJE

Rezime

Rad pored uvoda i zakljucka cine tri logicki povezane celine. U prvom delu
iznete su osnovne karakteristike nasilja na sportskim priredbama. Kao logi¢an
nastavak, u drugom delu, dat je prikaz zakonskih resenja usvojenih u Repub-
lici Srbiji s ciljem stvaranja pravnog okvira za efikasnije suprotstavljanje ovoj
vrsti nasilja. U tre¢em delu autori su ukazali na najvaznije standarde policijskog
postupanja u kontroli nasilja na sportskim priredbama koje je pravnim aktima
definisao Savet Evrope (Evropska konvencija o nasilju i nedolicnom ponasanju
gledalaca na sportskim priredbama, posebno na fudbalskim utakmicama, Pre-
poruke Saveta Evrope od 22. aprila 1996, Rezolucija Saveta Evrope od 3. juna
2010 godine). U zakljucku, autori su izneli predloge sta treba uciniti da bi se
smanjilo nasilje na sportskim priredbama, kao i mere koje policija Rebulike Sr-
bije preduzima za povecanje svoje efikasnosti u sprecavanju nasilja na sportskim
priredbama, narocito u organizacionom smislu (formiranja organizacione je-
dinice za pracenje i sprecavanje nasilja na sportskim priredbama).
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Abstract: The aim of this work is to explain closely the liability of the Internet
service-providers in the American legal system and communitarian law of the
EU. It is about services providers, there role is to provide access to certain in-
formation on the net, or to provide the space where they can be located or to
transfer them within the net. The question of their liability is processed in case
when the content of information is such that it can cause damage to the third
person or it may be opposite to law.

Keywords: Internet, Internet Service Provider, (ISP), liability of ISP.

1. Introduction

With the Internet development numerous possibilities which can mostly facilitate
everyday life and business activities are given to the internet users. However, numerous
possibilities of abuse appear as well, so the question of liability rises as logical too. A
great number of consumers appear on the Internet, and one of the most important is
the Internet service provider (ISP). In general, the provider is an intermediary in pro-
viding Internet services. For realizing the intermediary mission, the provider appears
with different functions. Therefore, the question of the providers liability becomes even
complex and raises lots of disputes.

The provider can offer the function of a mere information transfer, as well as the
relay function transfer station, from the Discussion Forum (Discussion Forums) to
news servers, from web sites to relay servers, or to the cach and messages set by their
clients. It can, also, store information on its servers. As for the web service, providers
activate relay servers (i.e. proxies), where they copy the most searched sites and store
provider services that were already consulted.

It is so called caching, which shortens the transmission period to clients, while
avoiding the net jam.

Besides the above mentioned, the provider, also, transfers messages sent and received
by its clients, either it is about the electronic mail or messages sent in newsgroups. In
all those cases, the provider transmits the information, and according to this, cannot be
liable both for the behaviour of its clients and the content of the information to which
it provides the access. Such an approach is realised through commercials contracts
between the providers and their clients.?

It should be pointed out, in contrast to the simple information transmission, the
provider, theoretically, has technical possibilities to control the content of information
transmitted, but it could not be performed, having in mind the quantity of the

1 E-mail: aleksandra.vasic@fondmt.rs

2 For example, in Article 4 of the General Conditions of Service states: “The access service is not information or
telematic service, but only the service for connecting the equipment and Server centre for transmitting data between
networks within the Internet scope”” The similar is stated in the Act. 9 of the General Conditions of Service of Wanadoo:
“The French interactive Telecom, will not, in any case, be responsible for the content of the required services, the nature
of the examined, transferred and generally in any way consulted information by their consumers””
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transmitted information and various jurisdiction and international character of the
Internet. Furthermore, there is no regulation obliging providers to perform such
control. However, generally, when the provider is informed about the illegal content
of an information, it may either cancel it or remove it from its server, it could not be
expected arbitrate in conflicts of various interests. In any case, the provider liability
must be analysed from the aspect of the function which it performs.

2. Functions of the Provider
2.1 Provider as a mere information transmitter

The provider can be found in the role of a mere information transmitter, which is
the case with the electronic mail. The privacy of communication and inviolability of
letters, do not let the provider, either know the content of messages, or even take any
measurements. So, the provider is obliged to, in any case, maintain neutral, whatever the
messages sent or received from the sending list are, since it is not possible to precisely
define whether a message is intended for immediate correspondence or it is sent to
unspecified number of people.

2.2 Provider as relay (transmission station)
for its subscribers’ messages

The provider can adopt the role of a skilled transmitter (relay) of specified messages.
It will be, for instance, taking part in news groups and other public discussion forums.

Based on the analyses of the current court practice, certain tendencies may be
noticed. Above all, the mere fact that a client transmits illegal information on the
Internet is not sufficient for establishing the provider liability.

However, from the moment when the provider found out or could have found out that
the message is unauthorized, i.e. illegal, and it did not do anything to prevent its further
transmission, its liability cannot be questioned anymore. Besides, the idea of having
knowledge is a factual question which will be analyzed depending on the specific cases.?

Another problem appears for the Usenet functioning. Having in mind a great speed
of spreading messages on the Usenet, as soon as one message is sent it could be quickly
found on all news servers, emitted by the group the message corresponds to. In that
sense, a possible interference of the provider either to cancel a message or diminish its
advertising can be only done afterwards.

As for the issue of the provider liability, when it functions as a relay, one significant
possibility of abuse often appearing in practice should be pointed out. There is a
possibility that an unauthorized person may appear as the author of the message, during
its transfer (relay), and he may be reported under false name or with a changed account
(simply as unidentified person) in order to send messages to actual receivers. Or even
more scandalous, if a person gets connected by “winning over the device” in that case
neither the server where the message was really sent nor the person sending the illegal
message could be discovered. In that case, the liability lies with system administrator of
out going mail server.

It should ban the relay for devices that are not under his jurisdiction, i.e. within his
domain, which is technically acceptable.

3 Also, for example, in the Netcom affair a simple notification of copyright infringement, directed to the provider, was
not sufficient for the Court for stating “having knowledge” of forgery.
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2.3 Responsibility of providers in terms of discussion forums

Newsgroups community has grown nowadays in the world and makes several
tens of thousands. The procedure of transmitting messages between news servers is
automatic. But, providers that thoroughly i.e. integrally retransmit forums are rare. The
provider can decide whether it will retransmit on not retransmit a specified newsgroup.
When it accepts a certain news group, it neither controls messages set on the forum nor
checks whether they comply with the forum’s topic. The provider, in this function, is not
liable for the content of the messages sent to the forum that it retransmits on its news
server. But, his liability stands, when it is informed about transmitting unauthorized,
i.e. illegal messages, without taking any measurements to prevent it.

However, when discussing the provider liability, a great danger and temptation is
presented through the practice of prior “being against the provider” as solely known
and “easy to catch” participant since it is impossible to find both the creators of messages
or incriminated sites publishers.

3. Responsibility of the intermediary
in the American Digital Millennium Copyright Act

In the USA, on 28 October 1998, Digital Millennium Copyright Act representing the
amendments to the Copyright Act was enacted. Among others, it has special provisions
on the liabilities of technical intermediary (On-line Provider —SOP), in the field of
abuse. Under the term on-line service provider this act implies a subject that transmits,
defines routes and connects clients to on-line communications, or provides on-line
or connecting services to the net such as: digital material keeping (storing), caching,
searching and providing means for location tracing (addresses, hyperlinks and the like).

This act, under certain conditions, limits the provider’s liability. The newly foreseen
limitations are accumulated with the existing ones in the copyright section, such as, an
exception “fair use”. From the provider fulfilling its conditions of enfranchising from
liability either damage compensation or any abuse of sanctions cannot be asked.

Foreseen enfranchisements may be used not only by commercial providers but by
universities, enterprises and any other subject when performing any of the activities
defined by law.

Moreover, in order to exclude the provider liability, it can present to its subscribers
a document foreseeing termination of subscribership with persons committing the act
of on-line abuse in the repeated case. It can be adjusted to technical standards used by
the subscriber for identifying or protecting its own rights.

3.1 Activities related to liability limitations

The liability limitations include four categories of activities:

1. Transitory communications ( circumstantial and transitory material storage like
web pages or “chat”™ chat room discussions- during transmitting, tracing or
providing communication;

2. System caching;

3. Storage of information on systems or networks at direction of users; and

4. Information location tools such as directories, indexes and hyperlinks.
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3.1.1 Transitory Communications

The basic provider function is as an information transmitter. It is in cases when the
service provider enables the access to information available on the Internet. The service
provider cannot be liable if his activity is limited to simple data transmission without
modifying them for recipients, i.e. not selecting them. The liability limitations involve
intermediary data transit and storage if these activities emerge from the automatic
technical process where stored material should not be available to any persons than
anticipated ones. This case involves necessary intermediary storage related to the
function of information transmission. For instance, the electronic mail, before being
opened from the recipient, must necessarily be stored to the intermediary server.
Simple transmission is a base for eliminating the liabilities of the service provider that
merely acts as a passive data conduit. In the other three cases, the service provider has
some performance activities.

3.1.2 System Caching

The service providers may engage relay service providers for both retaining copies
and storing services already once required. This technique is known as Caching. It
improves the connectivity with the sites on the net and prevents it from being jammed.
The service provider is excluded from liabilities for this caching, under certain
circumstances, especially if:

- the information is transmitted to the end recipient without modification;

- the intermediary respects instructions from the transmitter related to data

updating, marked in compliance with industrial standards;

- the intermediary respects conditions for data access (refund, password and etc.);

- the intermediary is not involved into technology used for the sake of acquiring

information on data used;

- the intermediary acts promptly to retrieve, block, access illegal data, after being

notified as soon as the data has been retrieved from the original site or it was
defined by the court order.

3.1.3 Storage

This limitation refers to the function of data storing and filing at the request of a
service user within the intermediary system.
In order to use this type of limitation, the following conditions must be achieved:
- provider must not have the knowledge of the infringing activity of the stored data,
the activity must be obvious;
- has to retract quickly the infringing activity as soon as he finds out;
- must not receive a financial benefit directly attributable to the infringing activity,
when the intermediary has the right and possibility to control such activities.
Upon receiving proper notification from the subscriber, in a legal form, the provider
must expeditiously act for taking down or blocking access to the unauthorized data. In
order to use this type of enfranchising, the provider must designate an agent to receive
notifications to be filed with the Copyright Office. The notification stated in the Act
must provide the agent with specified information on unauthorized material, as well as
the location and possible harmful content.
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3.1.4 Search engines and hypertexts links — hyperlinks

It relates to hyperlinks, online directories, files, search engines and other support
means for locating data available on the Internet. For excluding provider liabilities for
these activities, the following storage regulations are used.

3.2 Accounts referring to intermediary

The American law states, for the benefit of the subscriber, a simplified procedure,
for the sake of acquiring a court order against the intermediary in order to provide
elements for identifying a possible abuser.

3.2.1 Performance accounts

As for the mere transfer activities, it may be ordered to the intermediary to terminate
ie. cancel the subscriber account of the infringing party and to take “reasonable
measurements” for blocking the access to specific sites identified as performing
infringing information transfer.

For the other types of activities, it may be ordered to the intermediary to terminate
the subscriber account or retract it for infringing material that violates copyrights.

In these cases, it has been defined that courts, issuing warrants, must take into
consideration: technical possibilities for undertaking blocking measurements, size of
the burden imposed to the intermediary, consequences of the measurements when
accessing other sites that do not contain infringing material and damage the subscriber
might suffer if measurements may not be undertaken.

3.2.2 Ungrounded notifications

The law contains certain limitations for limiting intermediary ungrounded
notifications. The intermediary liability cannot be initiated by the content provider
since it could either retract the controversial information or block the access to it.
However, to use its “immunity’, the intermediary has to:

- take all necessary measurements for informing the subscriber whose material was

either retracted or the access to certain material was banned;

- to, promptly, notify the subscriber as soon as he receives counter notification from

the service provider about the dispute;

- return the material back within 10 to 14 working days, if he was informed by

the subscriber within that period that he had started court procedure against the
content provider.

3.2.3 Samaritan immunity - “notification and its return”

If OSP really obeys legal demands, a new law provides him immunity to liability
to subscribers and third persons. However, this immunity is limited to informing a
subscriber about infringement notification. If the subscriber submits adequate “counter
notification” testifying about his legal use of the material, then OSP has to “promptly”
notify the copyright owner and to return the material back within 10 to 14 working
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days, if the case is not handed over to court. “Counter notification” has to contain the
following elements:
- subscriber name, address, phone and sign-manual or facsimile signature;
- material identification and its location before transfer
- a statement under a threat for forgery that the material was transferred either by
mistake or by wrong identification;
- subscriber acceptance of Federal Court jurisdiction, or, if he is overseas of the
corresponding Court instance.

3.2.4 Special regulation related to Teaching and Scientific staff in state
and non-profit institutions of University education

OSP practice, also, introduces a particular exception to the general rule
that the Institution is responsible for doings of its employees. Respecting the
principles of Academic freedom and Scientific research, as well as the practice of
Administrators of University Institutions, not to interfere in the class activities,
the Law states that tutors and graduate students engaged in instruction or
research process should not be considered as "an Institution” for OSP purposes.
For instance, if a member of the Teaching staft transmits the material violating
copyright, and chooses the recipient of the material or he is aware of the violation;
the institution will not automatically lose its right to restriction.

This exception has three significant conditions:

- activities of Teaching staft and graduates do not involve on-line access (email
included) to material, that was in the previous three years “necessary and
recommended” for instruction courses held by the employees;

- the Institution should have not received more than two notifications on copyright
violation from its tutors and graduate students;

- the Institution should arrange that all users of its system or information from the
computer network obey copyright law.

If this provision is carefully interpreted, it is clear that Educational Institution cannot
be compromised by the acts of its Teaching and Research staff. As an institution, it is
entitled to be protected from demanding monetary damage and it cannot be expected
to block the access or reject the subscriber. This does not prevent the possibility for this
Institution to be subject to other court processes.

3.3 Privacy rules

The Law acknowledges the importance of protecting the privacy of client identity
on the Internet. Conditions with which the copyright owner that files for objection can
get the identity of subscribers from OSP have been established. The basic principle of
protection is based on the owner compliance with formal court order, issued by the
Federal Court officials. If executed, this process will protect the OSP from Federal or
State prohibitions, introduced for providing information on individual subscribers.
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3.4 Other essential requirements

Besides all stated regulations, the OSP has to:

- develop and introduce the policy of excluding multiple offenders;

- to adjust and not mix “standard” technical measurements, used by the copyright

owners in order to identify and protect their works such as watermark and ciphers,
i.e. access passwords.

The law clearly states that it is not required from the OSP to record its services
by seeking for potential copyright violation. It cannot search for information on the
copyright abuse, but cannot ignore the obvious facts.

By analyzing this law; it seems that it favors, in a sense, providers, both in relation to
other participants on the net and to clients of Internet services.

4. Responsibility of providers based
on the EU Directive on electronic commerce

The responsibility of the intermediary on the net is one of the important questions
treated by the EU Directive on electronic commerce.4 Intermediary activities are
characterized by the fact that required information are loaded, stored or transmitted by
means of, or at the request of, the service recipient. The term “service recipient” means
not only an information consumer who has the access there, but any other person, to
whom such information is potentially accessible, whether for personal or professional
purposes. This Directive treats transversally responsibilities of the intermediary,
meaning without, making difference between types of infringing activities.

The system of liabilities restriction, established to be used in a disloyal race, concerns
both civil and criminal responsibility.

In terms of the Directive provisions, technical intermediaries may not impose on
themselves either any general obligation of monitoring information being transmitted
or stored, or duty in the procedure for an active activities or circumstances research that
indicate infringing activities. This provision does not exclude the Court power only,
that can demand from an intermediary to control the specific site within a set period
with the aim of preventing or detecting.

4.1 Activities affected by the Directive

The Directive regulates three types of activities that, under certain circumstances,
represent the basis for excluding the provider liability. In order to use the foreseen
benefits, the provider fulfills legal conditions for each activity. Otherwise, it cannot
rely on enfranchising from liabilities, based on the Directive, but the National law
will be applicable.

4.1.1 Simple transmission

Similar to the American law, the Directive establishes an exemption from the
service provider liability, when it acts as a simple information transmission set by third

4 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market (‘Directive on
electronic commerce’)
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persons or as a simple access provider to telecommunication network. In order to
use the mentioned facility, the intermediary must not be at the transmission source,
must not select transmission recipient, and must not modify information subject
to transmission. Transmission activities comprise automatic information storage,
intermediation and transfer.

4.1.2 Caching

The intermediary is excluded from liabilities for this type of activity on condition
that it does not:

- modify the information;

- manage based on information access conditions;

- obey provisions related to information updating, marked per industrial standards;

- interfere in technology; in order to obtain information on used data;

- act promptly either to retract information, or to return access that was enabled, when
it finds out that the information was retracted from the original site, or the access to it
was prevented, or that its retraction or blockage were ordered by authorities.

4.1.3 Storage

The Directive introduces the exclusion of the intermediary from storage activities
liabilities performed upon the request of a service recipient. It is only applicable on
condition that the intermediary did not have knowledge that the user of his service
performs infringing activities on the net, while for the lawsuits considering civil
liabilities, if the intermediary did not know about facts and circumstances where
infringing activity appears as obvious. However, it has not been précised what terms
“obtaining actual knowledge of infringing activities” or “obtaining actual knowledge
of facts and circumstances where the infringing activity appears as obvious” mean, but
they are left, as factual questions to be solved in specific cases.

In all three cases where the provider is excluded from liabilities for undertaking
the mentioned activities lawsuits for damage and interest compensation and for
criminal prosecution are while “prohibitory injunction” lawsuits are not included. The
mentioned lawsuits are allowed for the aim of retracting or blocking the infringing
information. Above the range of these lawsuits, the Directive does not impose to the
intermediary either retraction of the infringing information or access blocking as the
case may be with caching or storage.

5. Conclusion

The Internet is, in many ways, different from other communication media that a
modern man faces with. Since the development of radio, television and modern forms
of satellite television, with tens, hundreds even several thousand channels, contents
adjusted to different groups, the man is exposed to the influence of various cultures,
customs, information presented through image, sound and ideas. However, these media
do not possess the qualities embodied in the Internet- they are all one-sided, so the
information flows to the user only. The Internet brings a novelty- the Internet user may
share his opinion, ideas and products with millions of users worldwide, he can directly
influence the other users and may, without restrictions, research numberless pages
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written by other users. But all freedom offered by the Internet brings responsibilities.
In a large number of cases, the Internet is used for business, entertainment or
education purposes but it also offers unimaginable possibilities for infringing material
distribution and infringing activities performance. The International character of this
network requires the efficient way of preventing abuse involving mutual engagement
and liabilities of local governments, the police, internet industry, school system and
parents as well as their close cooperation both on National and International level.

By analyzing Digital Millennium Copyright Act and the EU Directive on electronic
commerce we may recognize that the American Act restricts it area of its use to
copyright, while there are some opinions that it could be used for other forms of
infringing activities within civil liabilities. On the other hand, this Directive prepared
according to the American Act model, spreads horizontally to all areas of law. In
any case, both acts served as an inspiration and signpost for the Serbian law de lege
ferenda- our Law on Electronic Commerce in 2009 is completely coordinated with the
mentioned Directive.
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ODGOVORNOST INTERNET SERVIS PROVAJDERA
PREMA AMERICKOM PRAVU I PRAVU EU

Rezime

Razvojem interneta korisnicima se pruzaju brojne moguc¢nosti koje umnogome
mogu da olaksaju svakodnevne Zivotne i poslovne aktivnosti. Medutim, javlja-
ju se i brojne moguénosti zloupotrebe, pa se samim tim logicno postavlja i pi-
tanje odgovornosti. Na internetu se pojavljuje veliki broj ucesnika, a jedan od
najznacajnijih je internet servis provajder (ISP). Cilj ovog rada je da blize objasni
pitanje odgovornosti internet servis provajdera u americkom pravnom sistemu i
komunitarnom pravu EU. Re¢ je o davaocima usluga — provajderima, ¢ija se ulo-
ga sastoji u tome da omogucavaju pristup odredenim informacijama na mrezi,
ili da obezbede prostor na kojem ¢e one biti smestene, ili da ih prenose unutar
mreze. Obradeno je pitanje njihove odgovornosti u slu¢aju kada je sadrzaj infor-
macija takav da moze da izazove $tetu tre¢im licima, ili je suprotan zakonu.
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O TAPAHTUAX PEAJIM3AIINU
KOHCTUTYIOMOHHOI'O ITPABA TPAJKTAHMNHA
HA AKTBHOE ITPOTUBOJEVICTBUE YITPO3AM

JIMYHOCTH, OBINECTBY UTOCYIJAPCTBY

Bacunuti Manvues', Onez Cmpuneu;’

U3 copepxannsa ct. 2 Koncturyuun Poccuiickoit @eneparym (manee Koncru-
TYLMM) O BBICIIE LIEHHOCTH IIPaB ¥ CBOOON Ye/loBeKa 1 rPaXIaHNHa JOCTATOYHO
OIIpefiefieHHO CTIeflyeT, YTO IpaBa BCAKOTO TPaKjaHVHA HA aKTUBHBIE eVICTBYS IPU
Heo6xomyMmoit o6opoHe (cT. 37 YK PO 1996 r.), mpuumHeHn Bpefia Ipy 3aiep>KaHnm
ymia, coepumBiero npecrymwienne (ct. 38 YK), kparineit Heooxogumoct (cT. 39
YK) n o6ocnoBaHHOM puicke (cT. 41 YK) MMeIOT KOHCTUTYIIOHHOE IIPOVICXOXK/IEHIIE.

Mexay TeM B IOpMAMYECKOIT TUTEpPaType OTMEYAeTCsl, YTO «IIPaBO IIPUMEHSIOT
JIMIIb T€ CTPYKTYPHI, JO/DKHOCTHBIE JINLA, KOTOPbIE IMEIOT B/IACTHbIE IIO/THOMOYVISL.
[pa>kaHMH NPaBO He NPUMEHsET, XOTs B HEKOTOPBIX CIy4asiX HaflelAeTcsl IIPaBo-
MOYMAMM aKTUBHO HPEISITCTBOBATh POTUBOIPABHOMY ITOBEIEHNIO PYTOTO JINIA.
Hanpumep, B cuTyanmm Tak HasbIBaeMoil HEOOXOAMMOI 0O0POHDI, KOT/Ia IO HEeTo-
CPEeICTBEHHOI YIPO30Ji OKa3bIBAETCS XKI3HD, 3OPOBbe OOOPOHSAIOIIETO /NI WK
€ro 6/sKMx»>. VI3 KOHTEKCTa STOro MOIOKEH S BO3MOXKEH BBIBOJ] O TOM, YTO MHOTA
TOCY/JapCTBO KaK ObI TepefaeT («Hafie/sieT») rpaK/jaHHa IPABOMOYMSMI O MIPH-
MEHEHUIO IIPaBa, IPUPABHUBASA K JJO/DKHOCTHBIM JIMIIAM, 0O TI03BOJISIET eMY «aKTB-
HO IIPEIsITCTBOBATh IPOTMBOIPABHOMY ITOBEIEHNUIO JPYTOTO ML,

OpHaKo Cy’XfieH1e O IIPOM3BOXHOCTY IIpaBa IPaXK/aH Ha HEOOXOAUMYIO 0O0POHY
OBUIO ObI OLIMOOYHBIM, TaK KaK 3TO IIPABO U3 YMC/Ia HEOTUY)KIAEMBIX U ITPYHAIIeKa-
VX KQOKOMY OT pokenus (4. 2 ¢t. 17 KoHcTuTyimm), Kak 1 oT9acT obecreynBae-
MblIe MM IIpaBa Ha XM3Hb (4. 1 cT. 20 KoHcTnTynmm), foOCTOMHCTBO MyHOCTH (4. 1 CT.
21 Koncruryumm), cBOOOAY ¥ IMYHYIO HEIPUKOCHOBEHHOCTD (4. 1 cT. 22 KonctnTy-
1yn). Besib cripaBeynBoO, YTO B «KOHCTUTYIMIOHHOM ITPABOIIOHMMAHVI COYeTAIOTCS
JiBa KOMIIOHEHTA: 10pUOUKO-axcuonozuqeckuti (Ipasa 11 CBOOOJBI Ye/IoBeKa KaK BbIC-
11as1 LIEHHOCTD) Y eC1ecmeeHHonpasosoti (TIpUPOXKICHHBIN XapaKTep U HeOTUy)Kza-
€MOCTb OCHOBHBIX ITPaB 11 CBOOOT Y€TI0BEKA)», UTO «IIPUCYIast HoBoit KoHcTrTymm
NPVHIMIVA/IbHAS OPMEHTAIVS Ha 1pasa U c60000b! enosexa Kax UCX00Hoe Npasosoe
HA4A710 — 3TO He IIPOCTO YYeT YPOKOB HAIIIETO IIPOLIIOTrO ¥ COBPEMEHHBIX MEXK/[yHa-
POAHO-TIPaBOBBIX TpeboBanusA. Ho 11 1o cyTi cBoett BepHast 11 000CHOBaHHAs IIPaBO-
Bas MO3ULA»?.

[ToaToMy, B 4aCTHOCTH, 00CHOAMENbCMEA, UCKIIOUAIOULUEe NPECYNHOCMb Oes-
HUSL - 9MO 00U4eCNBeHHO NoJe3Hble OesTHUS, HANPAB/IeHHble HA COXPAHEHUe UHMePecos
JIUHHOCMU, 00UW4ecea t 20cy0apcmea, Nocpedcmeom NPpUdUHeHUsT 6pedd COUuUAnbHO
SHAYUMDIM, HO 6 YCTIOBUSIX HE0OX00UMOLL 000POHDL, KpatiHeil HeoOX00uMocmu, 3adep-
HAHUS IUUA, COBEPULUBLLEZ0 NPeCTyNTIeHUe, U 000CHOBAHHO20 PUCKA HE OXPAHAEMbIM
YeO0TI08HbIM 3AKOHOM, UHmMepecam, eHeuiHe noxoxcue Ha npecmynnenus. OTCioma U

1 mpodeccop Kadenpsl yronosHoro mpasa Bomrorpazckoit akagemmu MBI Poccnit, JOKTOp I0PUAMYECKUX HAYK,
nipodeccop, 3acmyxeHHbIit foprct PO; V.V. Maltsev — Doctor of Law, Professor of the Criminal Law Department of
Volgograd Academy of the Russian Internal Affairs Ministry, Honoured Lawyer of the Russian Federation

2 Haya/IbHUK Kadenpbl yronoBHOro mpasa Borrorpasckoii akagemyn MBI Poccun KaHAMEAT OPUANIECKNX HAYK,
noueHt, 400089, r. Bonrorpag, yn. Vicropudeckas, 130; Tenedon - cayxe6ublit: (8442) 54-76-52,  (e-mail : oleg-
strilez@rambler.ru)..

3 Benrepos A.B. Teopus rocygapcrsa u mpasa. M., 2000. C. 431.

4 HepcecsaunB.C. Ourocodus npasa. M., 1997. C. 375.



Bacummit Manbies, Oner Crpuery

I/IaBy BOCbMYyIo («O6cmosmenvcmea, uckmo4arusue npecrmynHocmo oesruss») YK
credyem nepeumerosamy u o3aznasume max: «OouiecmeeHHo nomesole OestHUsL, 00e-
chevusaroujue UHMepecvlL TUHHOCHU, 00U4ECTNBA U 20CY0apPCMEar.

IIpenyraraemoe neperMeHOBaHMe 0OCTOSATENBCTB, UCKIIOYAIONNX IIPECTYITHOCTD
JiesTHIA, He TOIBKO a[IeKBaTHO OTPA3NT JIeIICTBUTEIbHOE IOJIOXKEHe Belllelt, I7ie CaMy
10 cebe 00CTOATENbCTBA: HeoOXomMMast 0O00pOHa, KpaitHssA HeOOXOAMMOCTD, 3aep-
YKaHMe JIMIA, COBEPIIVBILETO IIPeCTyIUIeHNe, 1 000CHOBaHHBII PYCK — JIMIIb YC/IO-
BVISA U1 OOIeCTBEHHO I0JIe3HOT esITeNTbHOCTH JIFOIEN II0 COXPAHEHMIO COLVIA/IbHO
3HAUYMMBIX OOIIIeCTBEHHBIX OTHOLIEHIT; BHIPA3UT OOIIeCTBEHHO MOJIE3HOE COfepIKa-
HYie STVIX AesTHUIA, YCTPaHVB BeCbMa OOMIHYIO /L1 MY>KeCTBEHHBIX, CMEJIbIX, @ IHOITA
¥ TePOMYECKIIX, IOCTYIIKOB IPXXIAH VX YTOTIOBHO-IIPABOBYIO OLIEHKY KaK «VICKITIO-
YAOLIVX IIPECTYIHOCTb» (Bpofie Obl He MIPECTYIHNUK, «He CUVIIb» - CKaKM U 32 9TO
«criacu60» TOCYAPCTBY), HO U Pe3KO ITOBBICUT TYMaHUCTUYECKIII TOTEHIAN COOT-
BETCTBYIOLIVX HOPM, CHIelIaeT TaKoe IIOBeJleHNe UL TPaX/jaH Ooslee IpyuBIeKaTeb-
HBIM, MOXXET ObITb M30aBUT VX 11 OT MMEIOLVIX ellle Pea/bHYI0 OCHOBY OITACeHMWIl: He
CTaTb 3a yKa3aHHbIE [IesTHIS >KePTBOII CyAeOHOII ook, Benib, Kak HI TOBOPM, eC/INt
6O/IBILHCTBO JIIOLEN B KPUTUYECKIX CUTYALMAX, IPENYCMOTPEHHbIX €T.37, 38, 39, 41
YK, BCTaHYT Ha 3aIUTy MHTEPECOB IMYHOCTH, OOIIeCTBa U TOCYAAPCTBa, 3 deKTrB-
HOCTb 00eCIeueHN STVX VHTEPECOB B YTOJIOBHOM ITpaBe IOBBICHTCS MHOTOKPATHO.
OpHako I 9TOTO HAJI0 CAIeMIATh TaK, YTOOBI IPaXKaHe He OOS/VCh YTOTIOBHOTO 3a-
KOHA 11 Cyfia OOJIbIlie YeM IIPECTYITHMKOB 1 PasHOrO PO ONACHOCTEl, YTOObI OHM
3HAJIN, 4TO BCerfa «Oemoe» OyfieT Ha3BaHO «Oe/IbIM», @ «4ePHOE»- «UePHBIM», YTO 3a
X 6/1arOpOJIHbIE JIesHVA He OyeT YepHOil HeO/TarogapHOCTY OT TOCY/iAPCTBa.

K coxaeHnto Ha NpOTsHKEHNN AECATIICTUI B 3TOM ITaHE Y B 3aKOHOZIATENIbCTBE,
U B CyfieOHOI IIpaKTyKe MeHsIeTcsl HeMHOTo. Tak, emje B 1995 1. V1. 3Beyaposcxuii n 1O.
Yaitka mucami: «/I36paB myTb 00111eT0 OIpesie/ieHNst IIPABOMEPHOCTI HeOOXOIMMON
060pOHBI (Ha BCe CTydan KM3HN), 3aKOHOAATE/Tb TeM CaMBIM [OCTABII OTEHIINA/Ib-
HOTO Cy0'beKTa HeoOXOAMMOI OOOPOHBI B CUTYALVIO, IIPU KOTOPOIL OH JIOJDKEH He
TOJIBKO JOKMJATHCS HANlaIeHist, HO U ONIPEefIe/INTh €ro HAIPaB/IeHHOCTD (Ha >KV3Hb
W apyrye 61ara) 1 BbIACHATD XapaKTep MPUMEHAEMOTO WM YTPOXKAIOLIEro Hacy-
JIUS, T. €. PEIIUTD Te BOIPOCHI, KOTOPbIE BBI3BIBAIOT TPYAHOCTY Jja)Ke Y CHELMA/IVICTOB
1 KoTopble 6e3 pasbsacHenus [Inenyma BepxoBroro Cyzia OffHO3HAYHO TOTKOBATbCA
(a, cIemoBaTeNBbHO, U IPUMEHATHCST) He OynyT. LleHa ske o1OKy o01Ien3BeCTHA: KOH-
(/KT C yTOTIOBHBIM 3aKOHOM CO BCEMM BBITEKAIOLIMIL OTCIOfIA HOC/IeACTBYsAMI. O3-
HaxomieHe ¢ cofiepykanyeM cT.13 YK PCOCP HeBONMbHO cO3/iaeT BIieyatT/ieHue, 4To
B PellIeHNN PacCMaTpyBaeMOli IIPOOIeMbI Mbl, 00Pa3HO TOBOPS, TIBITAEMCA «YCUJIETh
Ha JIBYX CTYbsAX». C OJJHOV CTOPOHBI - IIOBCEMECTHO TOBOPUM O TOM, YTO 3all[UITa
IPaBOOXPAHsEMBIX O/1ar CaMyM MOJBEPTIIVMCS HAIlaIeHNIO He TOIBKO MOXKET, HO 1
IO/DKHA VIMeThb MecTo. C IpyToll - per/TaMeHTPyeM ee CTO/Ib M30LIPEHHO, YTO YeIo-
BEKY. .. BBITOJIHEE BO3JIEPXKMBATHCA OT Pealn3aliiyl CBOero mpasa»”. «B Mecra mure-
HI51 CBOOOIBI 32 ITPEBBILIIEHNE TIPEIETIOB HeOOXOIMMOe 000POHBI, - CeiTyac KOHCTATH-
pytot B. I. Tapumn, H. J1. Beicorikas,- e>xerofHo 0TObIBar0T HakazaHue nopsigka 2000
yermoBek. CKOJIBKO 13 HMX HEBMHOBHBIX? - Borpoc oTkpsIThIiL. V nepern xepTBoit Ha-
CIIVISL TIO-TIPEKHEMY BCTaeT ITOYTY TaM/IeTOBCKUIL BOIPOC: «buTh u cueTs wm He
OBITb Ha 9TOM CBeTE?»".

B cBA3K C IpyMBEIEHHBIMY BBICKA3bIBAHMAMM HAJIO ITONYEPKHY Th, YTO OCHOBHBIM
HaIIpaB/IeHNeM COBEpPIICHCTBOBAHVA HOPM 00 OOCTOATENIbCTBAX, VCKIHOYAOLIVX

5 3Beuaposckuitl,Yaika FO.3akoHozaTenbHas pernaMeHTaIys HeOOX0AMMOI 060POHBI // 3aKOHHOCTD.
1995. Ne 8. C.34.
6 Tapmun B.I,Bercornkas H.JI. Heobxommmas o6opona // Poccuitckas roctumst. 2006. Ne 3. C. 21.
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O TapaHTVAX peamn3anyy KOHCTUTYOMOHHOIO IIpaBa IpaKJaHIHA. ..

IPECTYITHOCTD JiesTHVISL, JO/DKHBI CTaTh, C OHO CTOPOHBI, tetnkoe 0003HaeHue 6 y2o-
JI0BHOM 3aKOHe 00U4eCIBEHHO NOTIE3HBIX OesTHULL, 00ecneuUusaruiux uHmepecol TU4Ho-
cmu, 06uiecmea u 20cyoapcmea, a c Opy2oii CropoHbl, UCHepNbLearoule mo4Hoe gopmy-
JIUPOBAHUE COCMABO8 NPEBbLUIEHUS NPedesios HEo0X00UMOL 000pPOHDL, KpatiHeil Heobxo-
oumocmu, mep, HeoOX00UMDBLX 071 3A0ePHAHUS TUUA, COBEPULLBULE0 NPecynTieHUe, U
cocmasa Heob0CHOB8AHHO020 pucka. IIpy 9TOM BIIO/IHE B [iyXe IIPUHIUIIOB PaBeHCTBa,
CIIPaBeIMBOCTY U 3aKOHHOCTM ObUTO 6bI BKMoYeHMe B YK HOpMBI, ipefycMaTpu-
Baolell (Ha Iofo6ye 3aKpeIvIeHHbIX B CT. 30 (IIpUroToB/IeHNMe K IIPECTYIUICHWIO 1
HOKYIIIeHNe Ha IIPeCcTyIUIeHNe), 33 (BU/IbI COYy4aCTHMKOB IIPECTYIUIEHNA) VI B CT. 66
(Ha3HaYeHVe HaKa3aHIA 32 HEOKOHYEHHOe IIpecTyIUIeHNe), 67 (HasHaueHne HaKa3a-
Hyie 3a IIPeCTyIUIeHNE, COBEPILICHHOE B COy4acTyi) OOII[ie OCHOBAHV IIPYMEHEeHNsA
HOPM C 9TVIMY COCTaBaMV VIV IIpaByIa Ha3HAYeHVS HaKa3aHus JIMLIaM, COBEpIIVIB-
IIVIM TaKue IpecTymieHns. Toraa, B OT/I4ye OT HbIHEIIHETO TIOJIOXKEHIS JieT, OTIIA-
IeT HeOOXOMUMOCTD TPAXKJAHAM OIPAB/BIBATH IIPABOMEPHOCTD CBOMX OOII[ECTBEHHO
TIOJIe3HBIX IesTHNI («Ha BCe CIydan XKVM3HI»), TOT/a CIeioBaTelb 1 0OBIHeHe Oyay T
B ITOJTHOM COOTBETCTBUM CO CT. 49 KOHCTUTY1IMY TOKa3bIBaTh COCTaBbI IIPEBBIIIECHNIT
¥ HeOOOCHOBAHHOTO pycKa. MoXKeT OBbITh TOT/a ¥ IPKIaHaM He OyZieT «BBITOJHee
BO3JIEpXKaTbCsl OT peaM3aliyiy CBOEro IPaBay», a B MeCTax JIMIIEHNS CBOOObI OKa-
YKETCSI TOPasfio MEeHbIIIe )KePTB CYAeOHBIX OIIMOOK, HEKeN B HACTOSIIIee BpeMsl.

Kacasicp yxe He0OX0mMMOTt OOOPOHBI, HENIb3sT HE 3aMETUTD, YTO B O0IIEM-TO 9TI
Ke Lie/IU TIpecyiefioBasl U 3aKOHOMATENb, HEOMHOKPATHO 3akoHamu oT 14 mapta 2002
I. Ne 29-@3, 8 mexabps 2003 1. Ne 162-D3 u 27 yrona 2006 1. Ne153-D3 yroyHABIImIiT
copepxxanne cT. 37 YK. Tak, u3 ee vactv iepsoii («He s6715emcs npecmynieHuem npu-
uyHeHUe 8peda NOCT2aUEMY TIULY 6 COCIOSTHUU He0OX00UMOLL 000POHDL, MO ectb Npu
3auume TUMHOCU U NPAB 000POHAIOULE20CS UL OPY2UX TIUlY, OXPAHIEMbIX 3AKOHOM
UHMepecos obuwLecmea UL 20cyoapcmea om 00UiecBeHHO 0NACHO20 NOCA2aeny-
CMBa, ecyiu MO NOCAAMENLCINBO0 ObLI0 CONPANEHO C HACUTIUEM, ONACHBIM OIS HUZHU
000POHSAIOU4E20CS UTIU OPY2020 TG, TUOO C HENOCPeOCBEHHOTL Y2PO30Ti NPUMEHEHUST
MAK020 HACUNUS») CTIETYET, YTO «eC/U MO NOCAAMETIbCINBO OblIO CONPANEHO € HACU-
JeM, ONACHBIM 07151 HCU3HU», TO JIVIIIEHYVIE KVI3HY ITOCSATAIOIETO JOITyCTYIMO, CIIPaBe-
JIMBO ¥ 3aKOHHO. MeXXITy TeM BO3HMKAeT BOIIPOC, 8 KaK OBITD, €C/I TAKOe IIOCTaTe b-
CTBO CO3/Ia€T OMAaCHOCTb TSI 3TI0POBbS M/TU HATIPABTIEHO MMPOTUB CBOOOMIbI IMIHOCTI
76O MOMOBOI CBOOOMBI 1 HEIIPUKOCHOBEHHOCTH? Hajjo /i skepTBaM TOXKMAATHCS
TIOKA, K TIPUMepY, My, HEOJHOKPATHO JJO 3TOTO «IIPOCTO» M30MBABILNIL KEeHY, Had-
HeT ee KaJIeunTh I yOMBaTh; MO0 JINIIO, IIOXMIAEMOe TPYIIIOil IPeCTYITHIKOB,
KOTOpOe BHEIIIHe MO>KET BOOOIIIe TOKa3aThCs «BCTPEYeNt CTAPBIX PY3€eii», OIPEeisaT
TI0 MECTY IPEJIIONaraeMoro HaXO>KIeHVIS: TIOfIBAJL, KIIETKY, IMY /100 B KaKoe-HUOY b
Ipyroe CIelMaabHO 060pYZOBaHHOE ITOMeEIleHNe; HAKOHEL], XKeHIIHA VI OfpOo-
CTOK IIpY OOCTOATENIbCTBAX, B LIE/IOM He YTPOXKABILMX VX JKM3HU, OyieT M3HACUIIO-
BaHa WM IPOTUB HEro OyAyT COBEpIICHbI HACK/IbCTBEHHBIE NEVICTBIUS CEKCYaIbHOTO
xapakTepa? Bo3aMoykHa /11 B TAKOTO POJA CUTYAIMAX 3alIMTA YKa3aHHBIX COLMAIIb-
HBIX O71ar ITyTeM JIMIIEeHVs )KVU3HY IOCSATaBIINX?

1. Tap6aToBud 110 9TOMY MOBOJY IIMILET, YTO «B LIE/IAX MPEKPAIeHVs JUCKYCCUN
OTHOCUTENIBHO BO3MOXKHOCTH 3aIUTHI TIOJIOBOI CBOOOJIBI U TIOZIOBOI HEMPUKOCHO-
BEHHOCTH JTIOOBIMY CPEICTBAMM, BIUTOTD /IO JIMIIEHNS SKU3HM HOCSATAMONINX HA HIUX

7 Ilpn «irapuaMe», KcTatu, 6bl1a BOSMOXKHA, 100 B Y/IO)KEHNMM O HAKa3aHVAX YTOTIOBHBIX 1 UCIIPaBNUTE/IbHBIX 1845
I. JI/ISl CETOJHAIIHETO JIHS BIIOJIHE «PEBO/IOLVIOHHO» YKa3bIBajIOCh, 4TO «HaHeCeHNe IPUTOM HallaJJaBIIeMy PaH, yBe-
Ybs U CAMOJT CMEPTH He BMEHSAETCA B BUHY, KOT/IA OT HATIaJIeHNA. . . IRVICTBUTEIBHO TIO/JBEPraiich OMACHOCTH XXI3Hb,
37I0pOBbe, WM CBOOOAA 060pOHsBIIErocs» — cT. 107; «O60poHa TakKe IPU3HAETCS HEOOXOAMMOIO U CO CTOPOHbI
JKEHIIMHbI IPOTHB ITOCATAIONIEr0 HACK/ILCTBEHHO Ha ee LieNloMy/ipue 11 4ecTb» — cT. 108 (Poccniickoe sakoHozaTerb-
ctBO X-XX BekoB. M., 1988. T. 6. C. 195.
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Bacummit Manbies, Oner Crpuery

JINLL, HaM TIPECTABTISIeTCsT HeoOXOMMbIM crieyroriiee. [lerecoo6pasHo yCTaHOBUTb
3a M3HACU/IOBaHNE U HACW/IbCTBEHHBIE IEVICTBISI CEKCYaIbHOTO XapaKTepa TaKoe Jke
HaKas3aHle, KOTOpOe 3aKOHOJATe/Ib MPU3HAET CIPABEINBBIM B OTHOIIEHNN JINII,
YMBIIIIEHHO MPYYMHMBIINX TSOKKII Bpef 3[I0pPOBBIO MOTepIeBIunx. Takum obpa-
30M, paccMaTpuBaeMble JesTHIS MOTydaT OLEHKY, aAeKBAaTHYIO CTENeHNM UX OOle-
CTBEHHOIT OIACHOCTI. B 9TOM Cy4ae pu He06XOMMOIT 060POHE OT IIOCSTATebCTBA
Ha TIOIOBYI0 CBOOOMY, IOTOBYIO HENPMKOCHOBEHHOCTD 3allMIIAIOIIAsCS JKepPTBa
OyzeT BIIpaBe IPUYMHUTH CMEPTD HAIIAZIAIOIIEMY, TaXKe eC/Ii HallajieHe 1 He OyzaeT
CBA3aHO C HACWIVIEM, OIIACHBIM /LA >KU3HI»®,

HagepHoe, u Takoe pertenne Bo3aMoxxHo. OnHako 607ee obumm u 6oree crpa-
BEIUIVBBIM ObIIO ObI BKIIOYEHNE BKHENMIINX ITOCTIE YKIU3HY COLMA/IbHBIX O/Iar Id-
HOCTIL: 3/I0POBbSI, IMYHOI CBOOOMbI, TIOTIOBOI CBOOO/BI ¥ HEIIPUKOCHOBEHHOCTH B
vacTh nepsyio cT.37 YK. Benb HbIHENIHsS ee pefaKiyis /b «yPaBHUBAET» JKI3Hb
JKEpPTBBI C )KM3HBIO IPECTYIIHIKA, HA Hee MOCATHYBIIETO, 1 He 0ortee Toro. Mexay
TeM HeOOXOMMO, YTOOBI € KM3HBIO IIPECTYITHNMKA ObUIN «YPaBHEHBI» I IPYTIie Ha-
Ooree eHHbIe O71ara ITYHOCTH. TOINIa, XOTh B KaKOII-TO Mepe, MOYKHO Oy/ieT TOBOPUTD
O CIIPaBEIMBOM IPMOPUTETE IIPAB 0OOPOHSIOIIETOCS HA/| [IPABAMU [IOCATAIOIETO.
Korga mocnenumnii, 6ysb-T0: My>X, MOCATHYBILIWII HA 3[[0POBbE YKEHBI, TIOXUTUTEND
JeloBeKa M/ HACW/IbHIK, OyIeT peasbHO OCO3HABATh, YTO B /OOOI MOMEHT C Ha-
Yasia TOCATATe/IbCTBA OH MOXKET ObITh JIMIIIEH YKM3HM, YTO 3aKOHOM 9TO Pa3peleHo,
TOT7Ia BO3MOYKHO 1 B €70 CO3HAHMUM ITPOM3OI/IET OIPeNie/IeHHBIN IIEPEBOPOT 11 HA Me-
CTO IIPeCTYITHOMY KYpPaKy IIpUJET CTpax 3a CBOKO >KU3Hb. JKepTBbI ke MOXeT U He
CTaHyT OOJIBIIIE TAK ONACATHCS BCTPEY C 3aKOHOM, CIEICTBIEM I CYZIOM, KaK ceifdac.

C y4eToM CKa3aHHOTO IPeJIaraeTcs Takask pefaKiys yacTt nepsoii ct. 37 YK:

1. ObuecmeenHO none3HbIM NPUSHAEMCS NPUYUHEHUe 8peda NOCS2AIU4EMY TTULY
8 COCMOSHUU HE0OX00UMOTL 000POHDL, MO ecb NPU 3aujume IUMHOCMU U NPas 000-
POHSAIOU4E20CS UL OPY2UX TIUlY, OXPAHAEMbIX 3AKOHOM UHIMEPECO8 00uLecmea unu 20-
cyoapcmea om 00uecmeeHHo ONACHO20 NOCSI2AMENbCMBA, eCTIU MO NOCT2AMENbCNBO
OLITIO CONPSNCEHO € HACUTIUEM, ONACHVIM 071 HCU3HU, 300POBS, TUHHOL 806000, NOO-
8011 HENPUKOCHOBEHHOCNU UJIUL NOTI0B01L C80000bL 000POHSIOULE20CS UTIU OPY2020 UL,
760 ¢ HeNOCPeOCMBEHHOLL YePO30ti NPUMEHEHUS MAK020 HACUTIUS.

Kpowme toro, 8 uacmu nepevie cmameit 38, 39, 41 YK emecmo cnoe «He sagnsgemcs
npecmynnenuem» ekmouumy cnoéa «OOU4eCBeHHO NOe3HLIM NPUSHAENCS», CMd-
muu 40 u 42 Kax c00meemcmeeHHo U3OLIMOUHYH U UHOPOOHYI0 U3 Y207106H020 KOOEK-
ca uckmouumv, a enasy 8 YK ozaznasumv makum obpasom: «ObuiecmseHHo none3Hovle
OestHUsL, 0becnevusaiouiue UHMepPecol IUHHOCMU, 00U4eCéa U 20cy0apcmear.

8 Tap6arosuu [I. Heobxoammas 060poHa Ipy 3aliyre CBOOOJbI 1 IIOJIOBOI HEIIPUKOCHOBEHHOCTH // YTO/IOB-
Hoe npaBo. 2008. Ne 1. C.37.
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USE OF THE AUTOMATED BALLISTIC
IDENTIFICATION SYSTEMS IN JUDICIAL-BALLISTIC
EXPERTISE EXECUTION AND CREATION AND
MANAGEMENT OF BULLET-SLEEVES DOCUMENTS

V. B. Vehov*, V. N. Chernigovsky?

Nowadays the problems of disclosing and investigation the crime connected with
use of the rifled firearms become more actual.

The investigatory and judicial expert analysis shows that the number of crimes in
which rifled firearms were used become more actual.

The investigatory and judicial expert analysis shows that the number of crimes
which include the use of the rifled firearms and ammunitions remains on a high level.

In 2009 more than 4000 similar crimes were registered (www.mvd.ru). Their
disclosing stays on an insufficiently effective level. One of the reasons for this is
insufficient use of the automated ballistic identification systems, carrying out ballistic
research and expertise on a full volume and operative inspections on the available files
of bullets and sleeves execution.

The use of similar automated systems provides getting high-quality image copies of
the surface subjects under investigation, their keeping, working with and transfer on
the existing networks. In the criminalistic practice automated ballistic identification
systems make possible to work with more databases, providing the growth of the
informational content, decreasing the time of the working process and decision making
on the criminalistic expertise compared with the traditional methods.

For example let us examine the automated ballistic identification system “TAIS” on
its facilities.

FIG.1: Automated ballistic identification system “TAIS”

1 Professor of the Department of the Organization of the investigatory operations of the qualification promotion
department.
2 Lecturer of the Department of the Trasology and Ballistics.




V. B. Vehov, V. N. Chernigovsky

The automated ballistic identification system “TAIS” is made for the efficiency
increase of the federal and regional work with bullet-sleeves documents for the ballistic
investigation on a full volume and for automated bullet and sleeve account taken from
the accidents’ places for making a computer identification of the bullets and sleeves of
the taken, found or voluntarily given rifled firearms with the objects taken from the
accidents’ places (see Fig. 1). [1]

The “TAIS” system can scan a full image of the side surface of a bullet, bottom and side
top of the sleeve and a trace peen, a range caliber differs from 5.0 to 11.7 mm of bullets and
5.5 to 22 mm of sleeves. The average time of the change of a sample is 7-10 seconds.

All the images are saved on the database which provides an operative search for any
object and sending its image with a help of electronic means to any expert laboratory.
This makes the transfer of information absolutely confidential and it is almost instant.

A high quality of the obtained image (the resolution ability of the camera is 2.5
mkm for bullets and 5 mkm for sleeves) and possibility of the further work with an
electronic version of this image without using the object significantly accelerate the
expertise time and also give an ability to make databases of the fired bullets that form a
common informational net.

The developed system makes and keeps the images of the objects and is also capable
to make an automated search for similar images that are kept in a database of the system.
The average time for collation of two objects from a database is 0.1 — 1.5 seconds. [2]

Asaresult ofautomated search an expert-ballistae is given a ranked recommendatory
object list for making a decision.

There are some modifications of automated identification systems of (ABIS) “TAIS”.

Model 031 provides for automated drawing of a high-quality video image of all side
surfaces of both a bullet and a sleeve and also a full image of a bottom of a sleeve. For
strongly deformed bullets there is an opportunity to record their different parts.

Specifically developed lighting system provides an optimal illumination of
the expertise object and therefore it provides getting, on the one hand, maximum
informative image of the surface with any type of cover and on the other hand, it
provides frequency and “similarity” of the image of the same object.

It has 2 basic aims simultaneously: carrying out ballistic expertise and investigation
on a full volume; proceedings of the operative checks with the available massif of bullets
and sleeves.

Automated search and identification is made by all the identification signs of a bullet
and on a sleeve by peen, cartridge emphasis and reflector trace (see Fig. 2), (see Fig. 3).

The extent of a database is to 10 000 objects. The extent of the saved information can
be widened by using additional technical tools.

Model 031Y has all the functional facilities as Model 031 but in one casing there are
two optoelectronic scan systems: the first one is for bullet surface scan and the second
one is for sleeve surface scan and they are carried out by one computer.

Model “TAIS-040” includes a server, 3 automated working expert places (model
031, 031Y) for input image of bullets and sleeves, automated administrator work place
for a work with a database, local computer network, specialized software that includes
account and information system.

It is used for keeping bullet-sleeves documents of a federal (republic) level with an
amount of data to 100 000 objects with an opportunity of a further modernization for
a widening the database volume (e-mail: ruspribor@mail.com.ru).
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Use of the automated ballistic identification systems in judicial-ballistic expertise...
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Figure 2: Automated search and identification of a bullet.
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Figure 3: Automated search and identification of a cartridge.

The important dignity of “TAOS” is its simplicity and convenience in usage. Training
for ABIS “TAIS” with no special technical education is 5 days.

System ABIS “TAIS” is continuously updated in collaboration with experts FSC
MIA (Forensic Science Center of Ministry of International Affairs) and also with the
specialists of the Volgograd Academy of MIA in Russia that make efficiency of usage
of automated ballistic identification systems higher for clearances of crime connected
with using rifled fire weapons.
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REVIEW OF THE BASIC PRECONDITIONS FOR
EFFECTIVE PREVENTION AND SUPPRESSION OF
VIOLENCE AT SPORTING EVENTS

Janko Jakimov, Jonce Ivanovski
Faculty of Security, Skopje

Abstract: The issue of dealing with excess situations at sporting events is to a
great extent determined both from the aspect of their manifest characteristics
(motivation, scope and intensity) and the consequences caused in the form of
social damage for the environment. In our wider region there have been numer-
ous analyses carried out aimed at overcoming such situations where the authors
clearly point out their characteristics. We have a problem in dealing with them,
due to the insufficient insistence on the existing regulations and instruments
which can be used in those circumstances. As a proof for this statement, an ad-
equate conclusion may be drawn on the basis of the comparison of the benefits
from the actions undertaken for the efficiency in dealing with this type of devi-
ant behavior in our region, supported by numerous successful examples in the
world (England, USA, etc.).

1. Introduction

The violence at the sports grounds is a social problem and as it is it has tendency
to become a serious threat to the general safety in the country. Lately, the attention
of the scientific public and the experts, but also the rest is drawn by the significant
growth of violence at the sports grounds. We can say that in the Republic of Macedonia
the violence is present at sports events, regardless of the fact that the violence is in the
forms of minor hooliganism. In contemporary times, violence takes part not only at the
sports grounds but also in all spheres of social living, i.e. there is violence in marriage,
violence within a family, violence in schools and violence at work, etc. Because violence
is verity in the sport, i.e. at the sports grounds, there is a need for suitable treatment by
the authorities.

It is a fact that the sports hooliganism is danger to the country, and especially to the
sport, since it directly contributes to endangerment of lives and health of a great number
of true friends to the sport, who often become innocent victims of the infuriated crowd.
Learning from the European experiences and also the experiences from all around the
world where the sport has strong influence on the general trends in the country, the
sport violence by its irresistibility can cause far-reaching negative consequences that
can be felt for a long time. Every time, in all occasions when great a number of people
with disorderly manners gather precautions should be taken for the high potential of
violence. It is true that the sports events often escalate into real riots.

Causing riots at sports events is not significant just for investigation of the
fundamental problems such as audience behavior, but also for investigation of collective
violence, because the sports violence is requisite for collective violence. The common
deviant and aggressive behavior at the sports grounds has its roots outside the sport. For
objective investigation of the collective behavior at the sports courts, the real reasons
that cause the riots should be investigated.
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2. Basic features of violence and sports hooliganism

For complete investigation' of this subject, at first we should answer what violence
and sports hooliganism are respectively, as socially negative phenomena and shapes of
deviant behaviors. Violence as a negative social phenomenon can be found throughout
the entire human history, manifesting in different shapes and appearances. Today, there
is no society where violence is unfamiliar. Violence as a deviant phenomenon often
begins to reign in absence of democracy, where the human rights are not respected
and where there is no proper management by the authorities. In great number of
societies the violence present in great amount obstructs the real possibilities for
social and economic development. In professional terminology' violence is defined
as a spontaneous, unrestrained use of force which is not allowed by the law. In order
to explain violence few definitions are given, including the definitions of Shilling G.
(1976)*and Kuvachich I. (1979)*and Tom H. (1978)".

According to the first author, “the violence can be expressed by real or imaginary thing,
by words or physical action, by damage we do to ourselves or to others, by shapes that the
society or the social groups approve or don't and where the victim of the violence knows or
does not know”. According the second author “the violence is a type of a human conduct
that passes the limits of expressed anger or angriness by a person, and its final effect is
down to destructive ending of a situation with manifestation of physical and mental terror”.
According to the third author “the violence is a destructive action, behavior or reaction of
people who are motivated by a common goal to inflict physical or mental pain to people
who opposed the aspiration of the group who makes the violent act”.

The violence as well as the sports hooliganism as a shape of deviant behavior is
directed towards causing riots and excess conditions. In theory, the term sports
hooliganism most commonly is defined as violent and aggressive deviant behavior
by individuals and groups at sports events. According to Angelevski M. (2000)° “the
sports hooliganism is an individual and mass socially harmful appearance which is
composed by destructive violent, aggressive and other shapes of attacks against assets
or against the personal integrity of other persons before the sports events, during the
sports events or after the sports events”.

Considering the fact that the sports hooliganism as an appearance is characteristic
for a human individual but also as a group appearance manifested through different
shapes of violent and aggressive behaviors, it becomes serious threat for the sport and the
country. It is current social problem with rich phenomenology, which today becomes
more and more difficult, more dangerous and more complex for detecting, stopping
and preventing. Therefore, the history of violence at the sports grounds in Europe
and in the Republic of Macedonia, should serve as an initial source of knowledge in
order to continue with their analyses, study and explanation. These data are of essential
importance for establishing and building national model for stopping, preventing and
suppressing the sports violence.

1 According the contemporary science of violence (lat. violenta = violence, force and logos = science, study) the
phrase violence expresses use of physical force for extortion specific behavior from the people.

2 Schilling, G (1976) Aggression and violence in sport. Bulletin of the Federation Internacionale D’Education
Physique 46, No.4, pp. 162.

3 Kuvadi¢, L. (1979) Obilje i nasilje, Naprijed, Zagreb, str.161.

4 Toh, H. (1978) Nasilnici, Prosveta, Beograd, str.297.

5 AnreneBcku, M. (2000) KapakTepyucTyKM Ha HACM/THIYKITE V1 arPeCUBHITE OJHECYBaba Ha CIIOPTCKI HATIIPeBa-
PY ¥ TIPaBIIM Ha OIIITECTBEHA peakiyja, [omyuHmK Ha hakynTeToT 3a 6e36€IHOCT, CTP.57.
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3. Social strategy for prevention of violence at the sports
grounds by use of preventive and repressive precautions

Because every democratic society tends to control and prevent the negative social
appearances and their initiators, successful fight against the violence at the sports
grounds can be led only if proper national strategy is taken. Considering the meaning
and the importance of this phenomenon as a social problem, the social community tries
to oppose by the gross available preventive and repressive instruments. In the Republic
of Macedonia when violence at the sports grounds is taken into consideration there is
tendency to raise a social action for taking preventive and repressive instruments.

In that sense, the instruments, the methods that the relevant factors (subjects)
take against the groups and the individuals that in a certain way are getting ready or
take part in violent or hooligan behavior at sports events deserve special attention.
Starting from the meaning of the sports hooliganism as a contemporary social negative
phenomenon, the successful opposing represents a social reaction that is directed
towards wide preventive and repressive activities. For successful implementation of
the social prevention, the role of the family is of great importance, but also the role of
school, the means of public communication (electronic and printed), NGOs, political
parties, security organizations, sports clubs, fan groups, the police, legal apparatus and
the other state bodies, etc.

In the fight against sports hooliganism it is necessary to include equally all the
mentioned factors (subjects), because that is the only way to enable efficient and decisive
action against this contemporary phenomenon. An important recommendation for
successful fight is the need for planned and program-oriented fight, with clear goals,
tasks and instruments. This approach is necessary because none of the mentioned
subjects alone can handle this negative phenomenon. By the right and systematic study
of this phenomenon, the directions in which the mentioned subjects should move and
act are clearly determined.

Because the appearance and the existence of the violence at the sports courts in the
Republic of Macedonia is combined with a number of connected initiators, the effective
prevention will depend on the commitment and the action of the current factors, i.e. on
the society politics in all (the central place takes the relation between the political parties
that should stop flaming the interethnic nationalism®), on solving the economic and
social problems in the society, on the education (The Department of Education should
make and promote general and special programs for education of the youngsters), on
the parents and the tutors (they should influence the process of proper upbringing and
giving directions to the children), on the sports clubs and the fan groups (they should
promote fair and correct behavior of their player and fans), on the radio, television,
internet and the press which should establish common communication cooperation
for informing, on the police (the Ministry of Internal Affairs as a state body should
make proper safety assessment of the situation, i.e. predict the gathering, the origin of
the gathered people and the type of the sports event), on the security services, which
should consistently and professionally accomplish the safety control of the audience at
the sports events, etc.

The construction of the single social strategy for violence prevention at the sports
courts is a long lasting process which requires a lot of time, patience, skills and forces,
but also material resources, therefore with the beginning of that process we can prevent

6  Increasing growth of ethnically motivated nationalistic deviant phenomena, mainly from the organized competitive
groups has been noticed in recent years at sports events in the Republic of Macedonia.
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the violence or initially reduce it to lower level. In the Republic of Macedonia, it is a
problem to handle this kind of violence because we observe that there is not enough
implementation of the existing regulations and the instruments that can be used in
certain circumstances.

Currently in the Republic of Macedonia, strategically and operationally there is
lack of national cooperation on sports violence prevention. The cooperation among
the subjects competent for preventing excess conditions at the sports events is down to
ad hoc exchange of information shortly before the beginning of the event or after the
event, when due to certain events catastrophic or nearly negative consequences have
already taken place. Given the specific area, the efficient preventing means developing
proactive approach by the competent subjects based on true and verified analyses and
information. In conditions like this the main task for any subject is to provide efficient
information flow, because in that way the needed information shall come to the right
subject in right time.

When it comes to repressive acting in the Republic of Macedonia there is a legal
framework’for violence at sports ground regulation. The existence of legal framework
is an important step in the process of resolving the existing violence; however, the legal
framework cannot resolve the violence without previous cooperation and initiative by
the competent subjects. The current practice shows that there are problems and deficit in
the application of the legal regulations, because a great amount of violence is not reduced.

For efficient application of this law and for its complete implementation there is a
need for a time span and monitoring by the competent bodies. In situations like these,
the experiences of both the West European countries and the neighbouring countries
are of great importance, because the flows in the application of the laws are detected
more easily. It is characteristic that in these countries a great number of analyses for
surpassing these conditions have been made, by which the main flows are indicated
during the sanctioning these phenomena.

4, Instead of a conclusion

All that has been mentioned above presents only a general observation of the
current problem. What is written in this text (elaborated in details) is compatible
with the attitudes and knowledge of the competent group consisting of scientists and
experts from the region. Namely, the round table titled “Fight against the violence and
deviant behaviour at sports events” held on December 1-2, 2011 in Vrnjacka Banja,
gathered the well-known guests from the appropriate scientific fields as well as court
institutions, the police, the sports associations, etc. From the detailed presentations
supported by facts, a general conclusion can be applied: in the regional states there
are systems which are established by appropriate institutions and persons who may;,
through their authorities, quite satistactorily manage with different (in their intensity)
shapes of deviance; an emphasize can be stressed that all institutions and persons
who are involved actively, dedicatedly and in coordination as well as professionally
and efficiently should according to their authorities, similarly to the English way of
treatment, successfully manage hooliganism and deviant behaviour at sports events.

7 Here, the Law on violence prevention and unbecoming behavior at the sports events reached in 2004, is considered.
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PREGLED OSNOVNIH PREDUSLOVA ZA EFIKASNO
SPRECAVANJE I SUZBIJANJE NASILJA
NA SPORTSKIM DOGADAJIMA

Rezime

Problem re$avanja ekscesnih situacija na sportskim dogadajima u velikom meri
je odreden kako sa aspekta karakteristika manifestovanja (motivacija, obim i
intenzitet), tako i sa aspekta posledica koje nastaju u obliku drustvene $tete po
okolinu. U nasem Sirem regionu sprovedene su brojne analize sa ciljem da se
prevazidu takve situacije, a u kojima autori jasno isticu njihove karakteristike. Mi
imamo problem koji se odnosi na njihovo resavanje usled nedovoljnog insisti-
ranja na postojecim propisima i instrumentima koji se mogu Koristiti pod ovim
okolnostima. Kao dokaz ove tvrdnje, moze se izvesti odgovarajuci zakljuc¢ak na
osnovu uporedivanja koristi od efikasno preduzetih akcija za reSavanje ovog tipa
devijantnog ponasanja u nasem regionu, a koji potvrduju i brojni uspesni prim-
eri u svetu (Engleska, SAD, itd.).
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CYIEBHAA SKCIIEPTN3A B POCCUMN:
COBPEMEHHOE COCTOAHME I TEHIEHII NN
PA3BUTNA

3atiyesa Enena AnexcarnoposHa’

JlaHHDIN 3Tall pasBUTH OTeYeCTBEHHBIX ITPOLIeCCYaIbHbIX OTpaciell paBa Tpe-
OyeT IOMCKa HOBBIX IIOJXOOB K PEIIEHMIO aKTYaJIbHBIX IPOO/IeM JOKa3bIBaHMA,
AVIKTYeT HeOOXOAMMOCTD Pa3pabOTKY MOJIOKEH T, HAIIPAB/IeHHBIX Ha YHVU(VIKALVIO
CyZieOHBIX ITPOLEAYP, HOBbIIIeH e X 3¢ GEKTUBHOCTY IIPU MUHMMA/IbHBIX IIPOLIeC-
CYa/IbHBIX U3JIep>KKaX. VI3MeHeHMe HOpMATVBHBIX ITOJIOXKEHNII B 4aCTH IIPEIOANINN
(cM. morronHenus, BHeceHHble B YIIK PO ®emepanpabiv 3akoHOM Ne 383-D3 ot 29
mexabps 2009 1.%) KaroT ITOBOJ Ji/1A IIEPeOCMbIC/IEHNISI PsIfia TIOI0YKEHNI TEOPUY [JOKa-
3bIBaHMsA, B TOM YMCIIe, KACAIOIVXCS CyAeOHOIT SKCIiepTusbl. VIHTepnperanys npe-
fopuuuy B usnoxxeHuy OefepanbHoro 3akoHa Ne 383-D3 3HAUUTEIBHO OT/INYALTCSA
OT TPafINIIMIOHHOTO MOAXOMA U MO3BOJIAIET TOBOPUTD YK€ O MEKOTPAC/IEBOM XapaK-
Tepe IIPOsIB/ICHN: JAHHOTO MHCTUTYTA B YTOJIOBHOM CY[OIIPOM3BOJICTBE.

Cyne6Hast 9KCIlepTH3a — JajeKo He caMoe JiellleBoe CPeiCTBO JJOKA3bIBaHVs, B
CBSA3M C 9TUM C/IeflyeT UCKaTb Iy TV ONTUMU3ALNMN AeATeIbHOCTH I10 BOB/IEUEHNIO
B cepy MOKa3bIBaHNUA Pe3y/IbTaTOB CyfeOHO-IKCIEPTHON AeATenbHOCTU. OpuH
U3 TaKUX ITyTeil — CO3/IaHMe eVHbIX HOPMATVBHBIX OCHOB CYHeOHOI 9KCIIePTH3bI
IJ1A1 BCEX CYILECTBYIOIINX BUIOB CYLOIIPOM3BOICTBA, YTO C y4eTOM T€H/IEHIINIA, Ha-
MeTUBIINXCSA B CBA3M C IPUHATIEM BblllleynioMsaHyToro denepanbHoro sakoHa Ne
383-®3 ot 29 gekabps 2009 r., npuobpeTaeT 0COOYIO0 AKTYaTbHOCTb.

CrnenyeT yuuTbIBaTh, 4YTO B OT€UECTBEHHOM IIPOLIECCYa/IbHOM IIpaBe HapAdY C
nporeccamu auddepeHan HOPMaTUBHOTO MaTepyuaa ¥ BbIYIeHEHVsI HOBBIX
OTpac/Iel pOCCUIICKOTO IIPaBa IEMCTBYIOT M IPOTUBOIIONIOYKHBIE IO HAIIPAB/IEHHO-
CTH IPOLIeCCH 00pa3OBaHMA MEXOTPAC/IEBbIX IIPABOBBIX MHCTUTYTOB, HOCSIINX
YHMBEpPCa/IbHBIM XapaKTep /i1 HOPMAaTMBHOIO PEryIMpOBaHNA OIpee/IeHHbIX
O0IIIeCTBEHHBIX OTHOLIEHWIT. B 9TOM NPOSAB/IAIOT cebs AyaneKTnyecKye 3aKOHO-
MepHOCTY PYHKIVMOHMPOBAHVA IIPABOBOI MAaTEPUIL.

IIpuMeHNTENBHO K IPEAMETY HALLETO UCCTEN0BaHNA CTaTb/l MOYKHO KOHCTaTH-
PpOBaTh, UTO 3TU MHTEIPALVIOHHBIE IIPOLIECCHI IPUBEIN K IPUHATUIO MEXOTpacie-
Boro ®enepanbHoro 3akoHa «O rocyiapcTBEHHOI CyfeOHO-9KCIIEPTHOI iesATe/b-
Hoctu B Poccuiickont ®@epepannm»’. OH 320K 001Iie OCHOBBI TOCYAapPCTBEH-
HOI1 5KCIIepTHOM [eATe/TbHOCTH — He3aBMCUMO OT BUJIA CYIOIIPOM3BOACTBA, B XOfe
KOTOPOTO NMPUMEHSAIOTCS SKCIIePTHBIE TO3HAHMSL.

MHorwe monoXXeHus: 3Toro 6a30BOro MPaBOBOrO aKTa ObUIM BOCIPUHSITHL OT-
pacieBbIM 3aKOHOMIATE/IbCTBOM, YTO OTPA3MIOCh HEMOCPeNCTBEHHO Ha dopmu-
POBaHMM B paMKax IPOLeCCYa/IbHBIX OTpPAC/Iell OTeYeCTBEHHOTO IpaBa OIM3KIX
IO COfiep)KaHMI0 HOPMATMBHBIX KOMIIIEKCOB, 00pa30BaBIINX, COOTBETCTBEHHO,

1 IIpodeccop xaenpsr yromosHoro mporjecca, Bonrorpasckoit akagemym MBJI Poccun, JOKTOp FOpHMIecKix
HayK, podeccop, e-mail: zaitceva-expert@rambler.ru, Ter. 8-902-384-00-84

2 Cwm.: 1. 2 ct. 3 Qepepanbroro 3akoHa Poccnitckoit Pemeparmin ot 29 fexabdpst 2009 . N 383-D3 «O BHeceHNUn
M3MEHeHNiT B YacThb niepByro Hamorosoro kopexca Poccniickoit Pepieparm i OT/Ae/IbHbIE 3aKOHOAATETbHBIE aKThI
Poccuiickoit @epeparyu» // Pocemiickas rasera. 31 pmekabps 2009 r. [snexrponnsiii pecypc]. URL: http://www.
rg.ru/2009/12/31/kodeks-dok.html

3 O rocypapcTBeHHOI Cyfie6HO-9KCIIepTHO iesiTenbHOCTH B Poccuiickoit Depeparyi: Defepa bHbIi 3aKoH 0T 31
mas 2001 . Ne 73-D3 (pen. ot 28.06.2009) — manee O3 o I'CI]I // CIIC «TAPAHT-Makcumym. ITPAVIM». [lata 06-
pauenns 19 ampensa 2011 T
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YTOJIOBHO-TIPOLIECCYa/IbHBII, TPaXKIAHCKO-IIPOLIeCCYaIbHBI, apOUTpPaskKHO-IIPO-
LIeCCYa/IbHbIN, KOHCTUTYLMOHHO-IIPAaBOBOI 1 afMMHUCTPATUBHO-IIPOLIeCCYab-
HBIl MHCTUTYTHI CyfleOHOI aKcrepTusbl. Kak IOKa3bIBalOT pe3y/nbTaTbl CpaBHe-
HIisI IPABOBBIX ACIIEKTOB IIPOBEMIEHNISI CYIeOHOI SKCIIEPTH3DI B YTOJIOBHOM, IPaXK-
JAQHCKOM, apOUTPaKHOM, KOHCTUTYIIVIOHHOM ¥ a[MUHMCTPAaTMBHOM IpOLieccax,
CXOJICTBO YKa3aHHBIX HOPMATVBHBIX OOIIHOCTEN OYEBUJIHO, YTO MPOSIB/ISETCS B
CTIeYIOLIVX TTOJIOXKEHAX:

1. B Tpe60oBaHMAX, OTHOCSIIMXCA K IKCIIEPTY, KaK YYACTHUKY CYFEOIPOM3-
BOJACTBA: a) KOMIIETEHTHOCTb 9KcrepTa — 4. 1. ¢T. 57, 1. 3. 4. 2 ¢1. 70 YIIK P®; u. 2
cT. 378 TK P®; 4. 1 c1. 85 [TIK PD; 4. u. 1,4 ct. 55 ATIK P®; 4. 1 cT. 264 KoAII PD;
4. 1 c1. 63 K3 «O Koncturyumonnom Cyne Poccmitckoit @epeparym»; 6) Hesa-
VIHTE€PECOBAHHOCTD B MICXOJI€ JIe/Ia M HE3aBUCUMOCTD 3KCIepTa — ILIL 1,2 4. 2 ¢T. 70
VIIK P®; 4. 1 cT. 18 ITIK PD; 4. 1 cT1. 23 ATIK P®;

2. B o61em o6 beme mpas 3kcmepra: 4. 3 ¢1. 57, .. 1,4 4. 2 c1. 131 YIIK PO;
4. 3 ¢T. 85, cT.cT. 94, 95 I'TIK P®; u.4. 3, 4 ct. 55, cT.cT. 106, 107 AIIK P®D;

3. B HOpMaTHBHOM OIIpefielIeHNH CTaTyca OT/e/TbHBIX IPOIeCCyaTbHbIX BU-
OB 9KCIEPTHU3: a) KOMUCCHOHHBIX 9KcepTus — cT. 200 YIIK P®; 1. 82 I'TIK Pd;
ct. 84 ATIK P®; 6) kommiekcHbIX aKctiepTn3 — cT. 201 YIIK P®; ct. 83 TTIK PD; cr.
85 AIIK P®; B) moBTOpHBIX 9KCcnepTn3 — 4. 2 cT. 207 YIIK P®; u. 2 c1. 87 [TIK Pd;
4. 2 cT. 87 ATIK P®; 4. 1 ct. 380 TK P®; 1) ONOMHUTENIBHBIX 9KCIIepTH3 — 4. 1 CT.
207 YIIK P®; 4. 1 ct. 87 I'TIK P®d; u. 1 ct1. 87 AIIK P®; u. 2 cT. 380 TK PD.

4. B Tpe60oBaHMAX, IPEeNbABIAEMBIX K CTPYKTYpe U COTeP>KaHNI0 3aK/II0Ye-
Hus sKkcnepTa: cT. 204 YIIK P®; ct. 86 I'TIK P®; cT. 86 AIIK P®; cT. 379 TK P®;
4. 5, 6 cT. 26.4 KoAll P®; ct. 63 ®K3 «O Koncturyumonnom Cyne Poccniickoii
Depmepanum».

5. B BO3MOXXHOCTH [ONPOCA 3KCIEPTa C 1[e/IbI0 pa3bsACHEHN JAaHHOTO UM
sakmroueHud: cT. 205 YIIK P®; 4. 1 ct. 85 I'TIK P®; 4. 3 ct. 86 AITK P®; c1. 63 DK3
«O KoncturynuonnoM Cype Poccuiickoit egeparym».

OpHako 0OHAPY)XXMBAIOTCA U OT/IMYMSI B HOPMATVBHOM peryMpOBaHNY, YTO
00YC/IOB/IeHO CHeN(UIeCKNMI MEeTOJaMIl IIPAaBOBOTO PETY/INMPOBAHNA, IIpefMe-
TOM IIPaBOBOTO PETyIMPOBAHNS COOTBETCTBYIOMIMX IIPOLIECCYa/IbHBIX OTpACIeit,
YTO OTPa)KaeTcs Ha MpoLefypax, TPAAULMOHHO CBOMCTBEHHBIX KKIOMY BUIY
CYZOIIPOU3BOACTBA. B cBOI0 0ueperp 3T0 00ycioBIIo 1 GopMyUpoBaHIe HEPaBHO-
IIeHHbIX KOMIUIEKCOB IIPaB YYaCTHMUKOB 3KCIEPTU3DI, IPUBETIO K 3aKpeIlIeHNIO B
3aKOHe Pa3HBIX II0 COfIeP>KaHMIO IIPABIJI 00 OTBETCTBEHHOCTH CYAeOHBIX SKCIIep-
TOB, BOBJ/ICYEHHDBIX B Pa3/IMYHbIE BUIbI IIPOLIECCYa/IbHBIX OTHOIIEHMIL.

Takass HeompaBaHHasA, 110 HallleMy MHeHMIO, AuddepeHIanusa HOpMaTHB-
HOJI perjlaMeHTalM CO3/jaeT HelPeoo/IMMble IIPeMATCTBIUA /I MCIIOIb30BaHNUA
3aK/TIOYEHNII, TIOJTy9eHHBIX B OJHOM IIpolecce (Hampumep, TPaXIaHCKOM), IS
1ie/ell JOKasbIBaHMs B YTOJIOBHOM (WIV IHOM) CYHOIPOM3BOACTBE. B KOHTEKCTe
HOJIOKEHMIT O PaCIIVIPEHNN TIPefie/ioB PO CYIIeCTBOBaHNe MOZOOHBIX
Pa3sHOUYTEHMIT He CHOCOOCTBYeT ONTUMM3ALINY JOKA3bIBAHIIA.

B coBpeMeHHBIX yC/IOBUAX, IIPeCTaB/LAETCs, YTO yAelleBIeH e CYOIIPOM3BO -
CTBa 1 HOBBIIIeHNe 3G GEKTUBHOCTH IPOLIeCCYaNTbHOI [esTebHOCTY TPV MUHM-
MaJIbHBIX [TPOLIeCCyaTbHbIX U3[lep>KKaX AB/IAETCA BeCbMa aKTyanbHbIM. OTHNUM U3
IIar0OB B 9TOM HAIPaBIeHUI MOXKeT CTaTh pa3pabOTKa e[UHbIX HOPMATUBHBIX OC-
HOB 9KCIIEPTHOI IeSITeIbHOCTH I BCEX BUIOB CYLOIPON3BOACTBA, YTO II03BOJIN-
710 6Bl UCIIO/IB30BATh PE3Y/IbTATBI SKCIIEPTHON [eATEIBHOCTU B JIIOOOM Ipoljecce
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CynebHas skcneptusa B Poccuu: coBpeMeHHOe COCTOSHNUE U TEHICHINU Pa3BUTHA

— He3aBJCYMO OT TOT0, HOpPMaMM KaKOTo IIPOIleCCyaIbHOTO IIPaBa PerynnpoBacs
MOPAJOK IONTyYeHM 3aK/II0YeHA SKCIIepTa.

Jly1s1 peanusalym 9TOro BaXKHOTO MOJIOKEHNS TPpeOYeTCs CO3[jaTh YHUBEPCa/Ib-
HBIJT 110 cBoelt cyTy 3aKkoH «O cyme6HoI aKcrepTi3e B Poccuiickoit Penepannm»?,
IpUBeJiA B COOTBETCTBIUE C HUM BCe OTpac/ieBble 3aKOHDI, TaK WM MHa4Ye CBA3aH-
Hble C perlaMeHTalMell SKCIIePTU3bl M CTATyCOM Y4acTBYIOIUX B €€ IIPOBefleHNN
mui. C y4eToM Mpell, 3a/I0KeHHBIX OT€UeCTBEHHON Teopuell CymeOHOI sKcIep-
TU3BI, HOPMbI JJAHHOTO 3aKOHA JIO/DKHBI HOCUTb BCEOObEeMTIONINIL, «CKBO3HOII»
XapaKTep, 0XBaTbIBaTh KaK FOCYAAPCTBEHHYIO SKCIEPTHYIO JeATENTbHOCTD, TaK 1
HETOCYAAPCTBEHHYIO 9KCIIEPTHYIO esATe/IbHOCTD, OTPAXKaTh OOIIye IIPOLiecCyaib-
Hble ACTIeKTbl Ha3HA4YEHMs1 M IPOU3BOJICTBA KCIIEPTU3 — e[MHbIe JI1 BCeX BUJOB
cynonponsBofcTa’. COOTBETCTBEHHO, IPOIecCyaTbHble KOIEKChI IO/KHbI pely-
NMPOBATh 3TV YHUBEPCA/IbHbIE TI0JIOXKEHN A, YTO IIPUBENET K CO3AHNUIO IIeNIbHOTO,
BCeOOBEMJIIOIIETO POLIECCYAIBHOTO PEXMMA PeryIMpoBaHUsA TOCYAAPCTBEHHON
¥l HETOCYAAPCTBEHHOII CyfieOHO-9KCIIepTHOI AesiTeibHOCTH. [Ipu aTOM OyAyT co3-
IaHbI OOBEKTUBHBIE IIPEANIOCHUIKY M YCTIOBUSA UCIOIb30BAHV JIIOOBIX 3aK/II0Ue-
HMI CyfieOHBIX 9KCIIePTN3 B PAMKaX KaK YTOJIOBHOTO, TaK ¥ TPaKIAaHCKOT0, apom-
TPa)KHOT0, a/[MMHMCTPATUBHOTO IIPOIiecca — BHE 3aBUCHMOCTH OT TOTO, 110 IIpaBU-
JIaM KaKOTO KOJIeKCa Ha3Ha4a/IMCh U IPOM3BOVIINCD 3T SKCIIEPTUSDI.

Opnako nporecc YHUPMKALUY 9KCIIEPTHON JeATeTbHOCTI OyAeT HEeMOMTHBIM,
€CTIV OTPaHMYNUTDCS VICK/TIOUUTENBHO MTPOLIECCYaTbHbIM, HOPMAaTMBHBIM acIIeKTOM
3TON AesATeNbHOCTH. HeoOXomMo IOMHNTD, YTO CyfeOHAs 9KCIepTH3a SBJIAET-
cA crennUYecKuM CIIoco60M IPOIIeCCYalbHOrO IO3HAHMA, B OCHOBE KOTOPOTO
JIeXAT OIpefie/IeHHbIe IIPABIU/IA VI 3aKOHOMEPHOCTH, 00YC/IOBIIEHHBIE MICIIONb30Ba-
HIeM CIIel[Va/IbHbIX 3HaHMIT 9KCIIEPTOB B COOTBETCTBUH C OIIpee/IeHHbIMU METO-
AMKaMM MCCIefoBaHuA. [JaHHOe 00CTOATENbCTBO CIeAyeT YIUTHIBATh B CBETE pea-
JIM3AIVIM COCTA3ATENTbHBIX HA4a/I B 9KCIIEPTHOM JIeATeTbHOCTI, TaK KaK arpoompo-
BAaHHOCTb IIPMMEHEHHOII METOMIUKI, €€ COOTBETCTBIE YCTAHOBJIEHHBIM CTaHIAP-
TaM BO MHOTOM IIPeJOINpefe/AlT HayYHYI OOOCHOBAHHOCTD M IOCTOBEPHOCTD
3aKJIIOYEHNA 3KcepTa. Pacxo/ieHne B SKCIIEpTHBIX METOAMKAX, BIIEKYyIliee ITO/y-
YeHJe PasHBIX Pe3y/IbTaTOB IIPY OFHUX Y TeX >Ke MCXONHbIX JAHHBIX U 00beKTax
VICCTIEOBaHMsI, MOXKET OBITH JICIIONBb30BAaHO HETOOPOCOBECTHBIMM YYaCTHUKAMM
npolecca B COOCTBEHHBIX MHTEPeCcaX VIV B MHTepecax IpeCcTaB/IAeMbIX VMY JIVII.

YT0OBI YCTPAaHUTh KOHKYPEHIIMIO 3aK/II0UEHNIT, IIOJTyYeHHBIX Ha OCHOBE pas3-
HBIX 9KCIIEPTHBIX METOIMK, HY>KHO I10C/IeJOBaTe/IbHO Pean30BbIBATH II0/I0KEHN
vacty 2 cT. 38 PepepanbHoro 3akoHa «O rocygapcTBEeHHON CyieOHO-9KCIIEPTHO
mesitenbHOCTY B Poccuiickoit @epepanium», rie pakTUUecKy 3aKpeIIseTcs efyH-
CTBO METOAVYECKIX OCHOB CyIeOHO-9KCIIePTHOI AeSATe/TbHOCTIL.

BemomcTBa, B paMKax KOTOPBIX (PYHKLUVOHMPYIOT CHeIMali3ipOBaHHbIe Cy-
IeOHO-3KCIIePTHBIE YUPEK/IEHN, HeTOCyIlapCTBEHHbIE SKCIIEPTHbIE YIPEXKICHNA,
YaCTHONPAKTUKYIOLIVE SKCIIEPThI JO/DKHBI IPUMEHATD ejVHbIe, CTAaHJAPTU3UPO-
BaHHbIE METOJVIKI®.

4 OO6 sToM paHee aBTOPOM CTaTb) YIIOMUHAMOCh B paboTax: 3aitijesa E. A. IIpaBoBoit MHCTUTYT Cyfe6HOI SKC-
MePTU3BI B COBPEMEHHBIX YCIOBISIX. — Borrorpazy: Bonl'y, 2003. C. 101; 3aituesa E. A. TIpo6/eMbl 3aKOHOATEIbHOI
perlaMeHTaLI SKCIIEPTHON AesitenbHOCTU B Poc-cun // TIpo6iieMsl cyfie6HOI SKCIIepTU3bI HA COBPEMEHHOM JTalle.
Tesuco JOK/IaIOB MeXBY3. Hay4.-TIp. KoH}. — Borrrorpaj: BA MBJI Poccn, 2003. - C. 23-25.

5  CooTBeTCTBYIOLIAsA aBTOPCKas MOJIe/b 3aKOHA MOArOTOB/IeHa Hamy 1 orry6rmkosana (Cm.: 3aviriesa E. A. Kon-
LeMLis PA3BUTIAS MHCTUTYTA CYHeOHON 9KCIIEPTHU3BI B YCIOBUAX COCTSA3ATEILHOIO YTOJIOBHOTO CYZOIPOM3BOACTBA:
MoHorpadus. — M.: Visnarenbcrso «FOprutnsbopm», 2010).

6 B pamMKax BefyIyX 9KCHEpPTHBIX BETOMCTB OCYIIECTB/IANACH MACTIOPTHU3AIMA M CTAH/[APTU3ALA SKCTIEPTHBIX
Merozk: 6611 cosfan KoopamHarpmonsbit CoBeT, IPU3BAHHBII Y TBEP>KIATh KaTaIOIM METOMMK 9KCIIEPTHBIX UCCTIe-
TOBaHMIA, pa3pabaThIBaTh eVHbIC HAYYHO-METOAMYECKIE OCHOBBI CYIeOHO-3KCIIEPTHOI AeATETbHOCTI.
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3arinena Enena AnekcaHgpoBHa

HesaBucnumo oT Bujja Cymompon3BoACTBa (IpaXaaHCKOe, aIMVHICTPaTUBHOE,
YTOIOBHOE, apOUTPa’KHOE, KOHCTUTYI[MIOHHOE) SKCIIEPTHAsA JIeATETbHOCTD IO/DKHA
OBITH €fIVHA IT0 CBOEJI METOAMYECKOI OCHOBE — TO/IBKO B TAKMX YCTIOBUSAX MOYXKHO
ob6ecriednTh Ka4eCTBEHHYIO IIOATOTOBKY KaJjpOB, CO3/]aTh 0O BEKTIBHbIE KPUTEPUN
OLIEHKI Pe3y/IbTaTOB SKCIIEPTH3bl YIACTHMKAMI CYIOIIPOM3BOJICTBA, FAPAaHTIPO-
BaTh MOJTyYeHE TOCTOBEPHBIX, HAYYHO 0OOCHOBAHHBIX 3aK/TIOUEHNII, ICK/TIOUUTD
He3JI0pPOBYI0 KOHKYPEHIIVIO Ha PhIHKE 9KCIIePTHBIX YCTYT.
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IMOOTOTOBKA CIHEIIMAJIMICTOB POCCUNMICKON
TMMOIUIINN 110 MHO®OPMAIIMIOHHBIM
TEXHOJ/JIOTUSIM: HOBBIE CTAHIAPTEI U
IMOOXONbI, VYIIPABIIEHUE KAUECTBOM

Opuii Yuuepun ', Hamanus Xoosixosa

AHHOTaIA: B CTaTbe OOCY)KHAIOTCA KOHILIENTYa/IbHbIe OCHOBBI IOJATOTOBKU
CIIeIIa/IVICTOB OPTaHOB BHYTpeHHUX Aen Poccuiickort Pepepatym 1o napopma-
TUKe V1 MTHPOPMAIMOHHBIM TeXHOJIOTVIAM B CBA3M C pyHATHEM B 2011 I HOBBIX
(enepanbHBIX TOCYHAPCTBEHHBIX CTAH/IAPTOB IO CIelaIbHOCTAM «[IpaBoBoe
obecriedeHye HAIVIOHA/IBHON Oe3omacHOCT» 11 «CypieOHast SKCIIepTH3a», a TaK-
Ke CHCTeMa Mep IO YIIPaB/IEHYECKOMY, IIPOrPaMMHO-TEXHITIECKOMY ¥ METOI-
4eCKOMY 00eCIIeYeHIIO BBICOKOTO YPOBHsI KaueCTBa TaKOI IIOfITOTOBKIA.

KiroueBble cioBa: defepanbHbIi rOCYAapCTBEHHbI 00pa30BaTe/IbHBIN CTaH-
HapT, OOIIeKy/IbTypHBIE Y IPOQeCcCOHaTbHbIe KOMITETEHINN, MeXIIpeMeT-
Hasl MHTeTpaLys, CUCTeMa MeHeIDKMEHTa KayecTBa 00pa3oBaHyA.

1. BBegenue

B mocnenHme ronpl B cricteMe MpogeccuOHAIbHON TTOATOTOBKY CIELINAINCTOB
IULS1 OPraHOB BHYTPeHHUX et Poccun Bee 60rtee olnyIaeTcss HeOOXOAMMOCTD B IIepe-
CMOTpe CYILeCTBYIOIIVX IPUOPUTETOB U PACCTAHOBKE HOBBIX CMBICTIOBBIX aKI[CHTOB.
B yc/noBuAX HenmpepbIBHOTO POCTa MPECTYIVIEHNI, COBEPITAEMBIX C MCIIOb30BAHN-
eM MHPOPMAIVOHHbIX TEXHOMIOTI, IPEXHss 00pa3oBaTe/IbHAsA 11e/Ib — IIOATOTOBKA
CHeIMAIICTa, 00/IafAI0IEer0 KOMITBIOTEPHOI TPAMOTHOCTBIO U YMEIOLIIErO MCIIONb30-
BaTb B CBOEIT TPO(eCCHOHAIBHON AeATETbHOCT IIPYK/IAJHblE KOMITbIOTEPHbIE TIPO-
TPaMMbl, OKa3bIBaeTCs1 HETOCTATOYHOM, TaK KaK He OPJMEHTIPOBaHa Ha HElIPEPbIBHO
V3MeHsoLyecs: MH(GOPMALMOHHYIO ¥ KPUMIHOJIOTMYECKYI0 CUTYAllM B CTpaHe,
He ofecreurBaeT ONepeKalol[yi0 TOTOBHOCTD CIIEIMAINCTa OPTaHOB BHYTPEHHVX
Jie/l TIPUHMMATh KOMIIeTeHTHbIe pelleHns B cdepe MHPOPMAIVIOHHBIX TEXHOJIOTHIL,
OIIepaTMBHO PearrpoBaTh Ha BHOBb BO3HNUKAIOIVE MH(OPMALVIOHHbIE YTPO3bI U BCe
Ooree n3oOpeTarebHbIE, MHTE/UIEKTya/IbHbIE CIIOCOObI COBEPIIEHIIA MPECTYIIICHIA.

BbI30BBI HOBOrO BpeMeHM 00YCTIOBUIIN B CHCTeMe ITPO(eCCUOHAIbHO IIOfITOTOB-
KM CIIEIIVA/IVICTOB [/ OPTaHOB BHY TPEHHIIX I/l IEPEXOfT OT YCBOEHNA 3HAHMIL, yMe-
HII M HABBIKOB B 00/1aCTV MH(POPMALMOHHBIX TEXHOIOTIII KaK ITIABHOII 1ie/ 00yde-
H1s1 MHGOPMATHKe ¥ IPYTUM MHPOPMATUYECKNM JUCHUITIHAM K (GOPMMUPOBAHMIO
MHQPOPMAIVIOHHOI KOMIIETEHTHOCTY BBIITYCKHIKOB.

OO611en3BeCTHO, YTO PACKpBITME 1 pacciefoBaHMe CIOXKHBIX KOMIIBIOTEp-
HBIX IPECTYIUVIEHUII OCYILECTB/IAETCA C IpuB/IedeHneM mpodeccuoHambhbix VT-
crenamcTos. Ho monyunsume obpasosanne B Bysax MBJI coTpynHyKy HesaBycu-
MO OT IIPOGWIA VX MOATOTOBKY IO/DKHBI yMeTb 3 (peKTHBHO B3aMOJE/ICTBOBATD C

1 Ywuepun IOpuit — TepBblit 3aMecTUTeNb HayaabHIKA Borrorpasckoit akagemuu MBJI Poccum, kanauaar :opu-
JMECKNX HAYK, IOLIEHT

2 Xopsikosa Haramst — HasanbHVK Kadenpsl MHGOPMATIKY 1 MaTeMaTiKu Bonrorpajickoit akagemyn MBJT Poc-
cnit, KaHIUJIAT HearornyecKux Hayk, goueHT hodyakova@rambler.ru

400089, Poccuiickas ®enepars, . Bonrorpap, yin. Vicropideckas, 130, E-mail: va@va-mvd.ru



I0puit Ynaepun, Harama Xogsakosa

takumy VI T-cnenyanmicramMy, KOMIIETEHTHO (OPMYIMPOBATh JYIA HUX 3a/iadyl, OpU-
EHTMPOBATBCS B IIOCTIEAHNX MHPOPMAIIOHHO-TEXHOMOTMYECKIX pa3paboTKax.

Kpowme Toro, nH$popMaTnsaiyst OpraHOB BHY TPEHHIX fie/l TPeOyeT OT COTPY/AHMKA
THO/IMLIVM TIOCTOSTHHOTO COBEPLICHCTBOBAHYISL M ONTUMI3ALNY CBOCI IESITeTBHOCTI
Ha OCHOBe MH()OPMAIVIOHHBIX TEXHOJIOIMIT, HEIIPEPBIBHOTO IIPOQECCHOHATBHOTO Ca-
MoOOy4eHMsI B 9Tou obmacTu. V ¢ aTux mosuumii, HoBast Lieb IpodecCHOHaIBHOM
TIOTOTOBKY CIIEL[VI/IVICTOB /I OPTaHOB BHYTPeHHNX e — hopmuposanye ux M T-
KOMIIETEHTHOCTH, TIOHMMAeMOJ KaK TOTOBHOCTD 9 PEKTUBHO pelIaTb HeCTaHAaAPT-
Hble TPOQecCOHa/IbHbIE 3aa4M C VCIIONb30BaHMEM MH(POPMAIVIOHHBIX TEXHOJIO-
T, — IIPEJCTAB/IAETCA aKTyaIbHOI ¥ CBOEBPEMEHHOIL.

2. llenu u copep>kanue 'T-nmogroroBkn

KoMIneTeHTHOCTHBII TOAIXOJ, K IIPOEKTHPOBAHNIO POCCUIICKOTO PO eccoHaIb-
HOro 00pa30BaHys Peai30BaH B HOPMATUBHBIX JOKYMEHTaX — (hefiepaIbHbIX TOCY-
JapCTBEHHBIX 00pa3oBaTe/IbHBIX CTaHapTaxX TpeThero nokoneHys (ProcC). B eroc
no crermanbHocTAM «IIpaBoBoe obecredeHne HALVIOHATBHON 0€30MacHOCTH» U
«Cyne6Has1 sKCIIepTy3a» e/ Vi COfiepyKaHyie TIOATOTOBKY CIIeL[Va/IVICTOB OIpeferii-
eTCs1 uepes IepedeHb KOMIIETEHIINIT: OOIeKyIbTYPHBIX 1 TPOdecCHOHaTbHBIX.

Tax, HaripyMep, OYAYLIMII CIIELMATIACT-FOPYICT, OOYYAIOLIMIICS O CIIEMaTbHOCTI
«[TpaBoBoOe 0becrieueHVIe HAIMOHAIBHON 0€30I1aCHOCTIY, TO/DKEH OB/IAJieTh 001Ie-
Ky/bTypHOJT KoMneTeHnyert OK-16, o3Hagarolieil ero «cioco6HOCTb paboTaTh C pas-
JIMYHBIMY MCTOYHMKAMY MH(pOpManyy, MHPOPMAIMOHHBIMI PeCypcaMi Y TEXHOIO-
TVISIMY, IPYIMEHATb OCHOBHBIE METOJIbI, CIIOCOOBI U CPECTBA MOTyYeHNsA, XPaHEeHNA,
HOMCKA, CHCTEMATH3aLnI, 00pabOTKY U Teperadn nH(popManmm», a Takxe mpodec-
cnonapHON KomreteHnyeit [TK-21, cocTosieit B CHOCOOHOCTH «COOMIOATh B IIPO-
(beccroHaIbHO IesITeIbBHOCTY TPeOOBAHNS IPABOBBIX AKTOB B 00/IACTY 3aIUTHI TO-
CYZIApPCTBEHHOI TaifHbI U MH(OPMAIVIOHHO 6€30IacHOCTH, 06ecIeunBaTh COOMI0-
neHue pexxuma cekpetHocTi» (PI'OC o cnermanbHocT 030901, 2011). A 6ymytmit
9KCIIePT-KPYMVHAJIVCT, 0OYYaONMIiics 10 crieryanbHoCTy «CyeOHas sKCrepTusar,
IO/DKEeH OBJafieTh obulekynbrypHOi KomneteHuuert OK-16, chopmynpoBaHHOIM
KaK «CIIOCOOHOCTb PaboTaTh ¢ Pas/IMYHbIMY MCTOYHMKAMI MHpOpMauum, nHQop-
MAIMOHHBIMY pecypcaMy ¥ TeXHOJIOTMAMY, VICIIO/Ib30BaTh B MPO(eCCHOHAIBHON
IeATENIbHOCTY KOMITBIOTEPHYIO TEXHVKY, IIPUK/IaIHbIe IIPOrpaMMHbIe CPEfiCTBA, CO-
BpeMeHHbIe CPEJICTBA TeTeKOMMYHVKAINMY, aBTOMAT3/POBaHHble IH(OPMAIVIOH-
HO-CIIPaBOYHbIE, TH(POPMALVIOHHO-TIOVICKOBBIE CUCTEMBI, 0a3bl TaHHBIX, aBTOMATH-
3upoBaHHbIe paboure Mecta» (PI'OC no crermansHOCcTN 031003, 2011).

CpaBHMB 3TU COJEpXKaTe/IbHO-1ie/IeBble OPUEHTHPDI C LIEAMU U COfiep>KaHeM
paHee JIeICTBOBABIIX CTAaHAAPTOB, MOXXHO OOHAPY>KITb HECKO/IKO ITPYHIIMIINAIb-
HBIX OT/INYMIL:

- TpeOOBaHNA HOBBIX CTAHAAPTOB OOJIee IIPAKTUKO-OPUEHTUPOBAHbI 1 IMOKY, B

HIX OTCYTCTBYeT paHee VIMEBIIVIT MeCTO IepedeHb TeOPeTUYeCKIX ITOHATUI I
TeM U3 00/1acTy MHGOPMATUKM, KOTOPBIMI KYyPCAHT I0/DKEH OB/IaJIeTh: «3HAHM-
€BBII1» KOMIIOHEHT OTPaHNYVBACTCS JIAIIb M3ydeHMeM 6a30BbIX MPVMHIIUIIOB U
paBWI 00pabOTKY MH(POPMAIVIM, KOHKPETHBIX (PyHKLIOHATbHBIX BO3MOXKHO-
CTell alapaTHO-IIPOTPAaMMHOTO 00eCIIeYeH Is;

- BOCTaTOYHO OAPOOHO pacKpbITa HoMeHKIaTypa VI T-ymennii 6ymyero crery-

aJIICTa, KOTOpasi paHee OblIa CBEPHYTA B KpailHe KOPOTKIUX (POPMY/INPOBKAX;

[128] NBP « Zurnal za kriminalistiku i pravo



HOIII‘OTOBKa CIIEMaNnCTOB pOCCMiICKOVuI IIOTNL NN T10 I/IHCl)OpMaLU/IOHHbIM...

- Cpefyt YMeHMII BCTPEYAITCA TaKMe, COiepKaHue KOTOPBIX OCTAaeTCsl «OTKPBI-
TBIM», T.€. IIPEAIIOJIATAIOIMM Pa3INYHOe KOHKPETHOE HAIIOHEHNe, HalIpUMep,
«pelIaTh € VCIO/Ib30BAHIEM KOMIIBIOTEPHON TEXHUKI Pas/MuHble CIy>KeOHbIe
3ajaul» WU «CaMOOOYYaTbCs B COBPEMEHHBIX KOMITBIOTEPHBIX CPefiax», 4TO, Ha
Halll B3I/LAA/] afIeKBaTHO OTPaXaeT ObICTPO M3MEHsIOIIecs B 00011 mpodeccuu
nH(pOpPMaLIMOHHBIE peajny;

- CYIIECTBEHHBIN aKIIEHT C/le/laH Ha HaBBIKAX, KOTOPBIMY JO/DKEH OB/IAfeTh BbI-
ITYCKHVK, ¥ KOTOpbIe paHee MPaKTIYeCK! COBCEM He OTPaXKa/luch B 0Opa3oBa-
TE/IbHOM CTaHJAPTE;

- Tpe6OBaHNA K 3HAHVISIM, YMEHVISIM U HABBIKaM OYIYILEro CreryamcTa, peasm-
3yeMBIM B €ro MH(POPMALVOHHON HeATeIbHOCTY, CPOPMY/IMPOBAHBI B OHOM
MOJIyJle, XOTs paHee OTHOCH/IVCh K HECKOIBKVMM CaMOCTOSTE/TbHBIM IIpefMeT-
HBIM o6macTaM (MHpOpMaTIKa, MHPOPMAIVIOHHbIE TEXHOIOTUH B IIPOQeccuo-
Ha/IBHOI [IesITeNIbHOCTY, MHPOpPMAIMOHHas 6e30I1acHOCTh B OpPraHax BHYTPEH-
HIIX JIeTT) 1, C/IEfiOBATEe/IbHO, IPEMIO/IATaloT MEKIPEIMETHYIO MHTETPALIIO.

3. MeToppl, cpeacTBa U GOPMBI HOATOTOBKU

B cootBercTBuUM C II. 4 CT. 55 HeticTByrowel pegakuny PefepaabHOroO 3aKOHA «O6
obpasosanym» (D3 «O6 obpazopanyy, 2011) «py UcromMHeHNY POPeCCHOHATb-
HBIX 005I3aHHOCTEN! Mearornyeckye paboOTHNKY VIMEIOT IIPaBO Ha CBOOOY BbIOOpa
U VICIIO/Ib30BaHNMA MeTORUK oOydeHms». OfHaKo, TpebOBaHMSA HOBBIX OOpa3oBa-
Te/IbHBIX CTAH/[APTOB YKa3bIBAIOT HA HEOOXOAMMOCTD IIPEIIIOYTUTEIBHOTO BhIOOpa
IPaKTYKO-OPMEHTHPOBAHHBIX MeTouK obyuenns. Tak, B pasgene VII ®I'OC mo
crieranbHOCTY «IIpaBoBOe obecredeHe HAIMOHAIBHON 0€30I1aCHOCTI» TOBOPUT-
€51 0 TOM, YTO «peajM3alys KOMIeTeHTHOCTHOTO ITOIXO/ja IO/DKHA IIPelyCMaTpUBaTh
IIPOKOE UCIIO/Ib30BaHNE B y4eOHOM IPOLiecce aKTUBHBIX 1 MHTEPAKTUBHBIX (GOpM
IPOBefIeHNIS 3aHATNI (KOMITbIOTEPHBIX CUMYJIALNIL, Ie/IOBBIX 1 POJIEBBIX UTP, Pa3bop
KOHKPETHBIX CUTYaLVIL, TPAKTUKYMBbI, IICYIXO/IOTMYeCKYIe Vi VIHbIE TPEHVIHT Y, YIeHIA)
... y4acTye CIelMaCTOB B IPOBEeHN ayIUTOPHBIX M BHEAYAUTOPHbIX 3aHATUI».
ITpu sTOM 3aHATVA, IPOBOAVIMBIE B MHTEPAKTUBHON (popMe, HODKHBI COCTAB/IATD
He MeHee 30% ayIMTOPHBIX 3aHATHUIL A MO AVMCUUIUIMHAM, ITPEIIOIaralomM dop-
MIpOBaHIe y OyAYIIVX CIIeIVIa/IICTOB CIelVaTbHBIX YMEHWII I HABBIKOB, BBOIWTCS
TpeboBaHNe BKTIOYEHVISI IPAKTIIECKNX 3aHATHIL 1 Ta00PATOPHBIX IIPAKTUKYMOB B
obbeme He MeHee 40% OT ay[JUTOPHBIX 3aHATYIA.

JlaHHas mpaBoBas KO/UIM3MA BBIIAAUT KaK IPOTMBOpEYNe /UIIb Ha IIepBbIit
B3 Ha camoM fiernte, peub (axTidecku npieT o rocyAapCcTBeHHOM TpeboBaHNMN K
TefIarOTy OCYILECTB/IATD CBOIO IeATEIbHOCTD Ha HAYYHON OCHOBE I, pea/Ii3ys aKTVB-
HbIe METOJIbI 11 OIIpefie/ieHHble OpraHM3aLMOHHbIe (OPMbI 00YUeHNs, ONITIMAIbHee
¢dbopMupoBaTh y OYAyIMX CIELVaMICTOB TpebyeMble IPOQecCHOHaTbHbIE KOMIIe-
teHuyn. OTMeTHM, 9TO CBOOO/A BBIOOPA METOAMKY OOYUeHMsI B 9TOM C/Tydae, XOTs U
HECKOJIbKO CY’>KaeT CBOM PaMKH, MCK/TIOYasl METOIbl TPAMIIMIOHHOTO, 3KCTEHCUBHO-
ro oOyueHys, HO He Mcue3aeT coBceM. Ileparory memernpyercs ImpaBo BEIOOpa, HO 13
Ivara3oHa 6ojiee KayeCTBEHHBIX METOVK, 0OOCHOBAHHBIX C HAYYHOI TOUKY 3PeHNs
¥ JOKA3aBIX CBOIO IIPAKTITIECKYI0 3P PeKTNBHOCTD.

K BaxHeiflmm cpefcTBaM 00ydeHVss HOBBIMY CTaHIApTaMy OTHECEHbL: JTabopa-
TOPHOE 00OpYHOBaHMe, KPVIMMHAIVCTIYECKE IIO/IMTOHBI, CIIelaM3pOBaHHbIe
KaOMHeThI (TUPBI, CIIOPTUBHBIE 3aJ1bl), KOMITBIOTEpPHBIE K/IACCHI 1 IIPOrPaMMHOe 00e-
CIledeHIe, ITIeKTPOHHbIE PeCypChbl OMOMIOTEKN, a TakXKe YTBEpXKaeMble By30M OLie-
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HOYHBIe CPECTBA: 3aIaHN VI TECTBI, KOHTPO/IbHBIE PAOOTBI, TPAKTUKYMBL. [1py aToM,
KaK TOBOPUTCS B CTaHJAPTaX, CUCTeMa KOHTPOJIS KaIeCcTBa IO/DKHA ObITh MaKCUMaIIb-
HO IpUOMDKeHa K MPo(decCHOHAIBbHON AeATe/TbHOCT BBITYCKHIKA, @ B pea/i3aliyy
OLIEHOYHBIX IIPOLIEAYP AO/DKHBI Y4aCTBOBATD IIPECTABUTEMN PAOOTOfATEEI.

4. Tpe6oBaHMA K MHGOPMAIMOHHO-00pa30BaTeIbHOI cpefie

B camoMm o61iem Buzie TpeboBanys K MHOPMALIOHHO-00PA30BaTENbHOI Cpefe
copmympoBaHbl B pasgerne 6 «MeHemKMeHT pecypcoB» HAllIOHA/IBHON BepCcum
MexyHaponHoro cranfapta ISO 9001-2008 (TOCT P MICO 9001-2008). Tpebosa-
HVIST CTAaHZIAPTa B OOCY)KIaeMOM KOHTEKCTE YKa3bIBAIOT, B IIEPBYIO OYEPelib, HA CO-
OTBETCTBIE 3a/IeliICTBOBAHHOTO B 0OPA30BATEIbHOM IIPOLIECCe U €r0 0OecredeHmn
HepCcOHaIa KpUTepysiM MHGOPMAI[IOHHON KOMITETEHTHOCTH, a TaKXXe Ha obecrie-
YeHHOCTb By3a COBPEMEHHO MHPOPMAIVOHHON MHPPACTPYKTypoil (MHpOopMary-
OHHbIMU, IPOT'PAMMHbBIMU 1 TEXHNYIECKMMU CPEI[CTBaMI/I) U HAJIM4YMEM OTBeLIaIOHIeﬁ
HOTPeOHOCTSM CYOBEKTOB 00pa3oBaHysl MHPOPMALMOHHO-00pa30BaTe/IbHOI Cpe-
ZbI (CHIeIVaIbHBIX YC/IOBMIT OPTaHNM3aIy KOMMYHMKAIY ¥ MH(OPMALIMOHHOI fie-
ATenbHOCTY). OCTAaHOBYMMCS Ha IIOCTIEIHEM Pecypce 1 ero YIIpaB/ieHNN IoapoOHee.

Bce pasHoo6pasue ycrmoBuit MHGOPMAIMOHHO-00pa30BaTe/IbHON CPebl He3aBM-
CUMO OT IIPOCTPAHCTBEHHO-BpeMeHHbIX popM 1x peamsamyu (on-line wm off-line,
HeIIOCPeJICTBEHHON WV JVICTAHIMOHHOIA, B JTOKa/IbHO CeTy Wy VIHTepHeT) MOXeT
OBITB CBefieHO K crenytoieMy Iepeutio (E.C.Ilomar, 2006):

1. mpepicraBnenne nHpopMarmy (obecredenne HOCTYIA K 9EKTPOHHBIM 00pa-
30BaTeIbHbIM pecypcaM: TeKCTOBBIM M TMIIEPTEKCTOBBIM Y4eOHBIM VM METO-
[YeCKM MatepyanaM, y4eOHbIM 6a3aM [JAHHBIX, KOMIIBIOTEPHBIM y4eOHBIM
MOJIE/ISIM Vi TEMATUIeCKVM MY/IBTUMERVITHBIM IPe3eHTaLVsIM, BUEO- 1 ayi-
OJIeKIIVISIM U JIP.);

2. MHpOpMALIOHHOE B3aVIMOJIeIICTBHE (IUCKyccHu B (POPYMaXx, YaTax, BUICOKOH-
(depeHIAX, 0OMeH 3/IeKTPOHHBIMM HMOC/TAHVAMY, Pealn3alyisad COBMECTHbIX
CeTEeBBIX ITPOEKTOB M JIp.);

3. opranuzanysi 06ydenus (ITaHNPOBaHNe: COCTAB/IeHIE J/IEKTPOHHBIX YIeOHBIX
IUTAHOB VI PaCIIVICaHVIs; Y4eT: BefieHye 6a3 JAHHBIX 10 CTYAEHTaM, IepCOHATY 1
060pyI0BaHII0; KOHTPO/Ib: CHICTEMbI TeCTUPOBAHIsA, S/IEKTPOHHbIE Ky PHAIIBL,
9/IeKTPOHHBIE PEJITVHIY; HOJIepP)KKa IIPUHATIA OPraH3aLVIOHHBIX PeIleHNIT:
aBTOMATU3VPOBAaHHbIe VH(POPMALOHHO-CIIPABOYHbIE ¥ MOHUTOPVMHIOBBIE
cucTeMbl; MHPOPMIPOBaHIe: 7IEKTPOHHBIE Ta3eThl U >KYPHAIIBI, PACCHUIKHA,
BeO-cailT 7Ip.).

Onpepenenne nokasareseil KauecTBa JyLs KOK/OM U3 TPYIII YC/IOBUIL KK 13
MHQPOPMALMOHHO-00Pa30BaTe/IbHBIX Cpefi) JO/DKHO OCHOBBIBATbCA Ha CBOVIX CIIEIl-
nuyeckux Kpurepysx. Tak, i IepBoil IPYIIIbI Cpell, OPUEHTVPOBAHHOI Ha BOC-
HpUATUE CTYAEHTA, BeTyIVIM KpUTepyeM HO/DKEH CTaTh y4eT IICHXOIOTUY BOCIIPU-
Atvs MHpopManyi. [IJist BTOpoit — y4eT MCUXOIOTHY OOLIeHVsT I COTPYAHNYECTBa.
7151 TpeThelt — ONTMMAIBHOCTD YIIpaByeHyst. PaciumgpoBka KaXXIoro us Kputepues
Ha YpOBHe [IOKa3aTeJIeil IpefcTaBIeHa Hamu B Tabymie 1:
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Ta6m. 1: Kpurepyu 11 rokasarernm OLleHKY KadecTBa
MHPOPMAIMOHHO-06pa30BaTeNbHBIX Cpef]

Tums cpen Kpurepun IToxasaTenn JIMamna3oHbl OLIEHKN
JoCTynHOCTD A/s 0 - He MOHATHO;
Y a 1 — YaCTUYHO IOHATHO;
TTOHVIMAHVISI 7 HOHSTHO:
- >
Cpena
Per 0 - 6e306pasHo;
[pefcTaBlIeHnss | Y4eT CUXOIOTUN
, ICTeTUIHOCTD 1 - 06BIYHO;
y4e6HOI BOCIIPUATHS ) — SeTeTIIAO
nHpOpMann :
0 - HE HOBO;
HoBusna 1 - YacTHMYHO HOBO;
2 - HOBO.
OrHOmenIE K 0 - oTpuLaTeIbHOE
HaDTHE 1 - HeiiTpanbHOE
PTHEPY 2—-TI0JIOKUTEIbHOE.
0 - He cobMIonaTCs;
Cobmonenne
Cpena 1 - yacTu4IHO
Vder ncuxonornm | mpaBui
MHPOPMAIIOHHO- COOTIOMAIOTCS;
obeHns n KOMMYHUKAIUI
y4e6HOro 2 — coOMIOAAIOTCA.
. COTPY[HIYECTBA
B3aNMONENCTBIA 0 - He pe3y/IbTATUBHO;
1 — yacTuyHO
PesynpraTuBHOCTD pe3yBTATHBHO;
B3aNMOJIEHCTBUA |75 pesyanaTI/u’sHo
0 - poct 06bema
ODKOHOMUS .
pecypcos pecypcos;
1 — pecypcsl B IIpeXXHEM
(BpeMeHHBIX, o6 pene:
VHAHCOBBIX, )
b ’ 2 - cHMDKeHIE 06bEMOB
KaJIpOBBIX) eCYDCOB
pecypcosB.
0 — Konn4ecTBo
HeO/IaroNnpUATHBIX
COOBITIII YBENMUYUIIOCD;
OnTuManbHOCTh 1 - KOmM4ecTBo
Coena yIIpaB/IeHNsI CHIDKeHNe PUCKOB | HeOMaronpusaTHBIX
Pelt Ha OCHOBE COOBITHUI COXPAHNUTIOCD;
OpraHmsaty MCIIONb30BaHMSA 2 — KOTIM4YeCTBO
o0yueHus
MH(POPMAIVIOHHBIX HeO/IaroNnpUATHBIX
TEXHOJIOT I COOBITHUI YMEHBIUINIOCD.

PocT moctmkeHuin

0 - KOMU4YeCTBO
O/1aronpUATHBIX
COOBITIII YMEHBIINIOCD;
1 - xonmuuecTBO
O/1aronpUATHBIX
COOBITHUIT COXPAHMUTIOC;
2 — KOMUYECTBO
O/1aronpUATHBIX
COOBITHUII YBEIMINIIOCD.
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VI3 mpuBeneHHON Tab/MMIbI BUSHO, YTO €CIM VICXOUTb U3 33/JAHHON CUCTEMBI
TIOKa3aTesel, TO KayeCTBO MHTETPYPOBAHHOI MH(OPMAIVIOHHO-00pa30oBaTe/IbHO
cpembl  By3a MOXKeT OBITb I3MEPEHO «B IIEPBOM IPUO/IVDKEHNI» B Ayanasone ot 0 1o
18 6asoB. JanbHelilee YTOYHEHVe IPUBEIEHHBIX KPUTEPUeB U TTOKa3aTeyell mpy-
BefleT K POCTY BepXHell IPAHNIIbI OLIEHK) KaueCTBa CPefibL.

5. 3axkinrouyeHue

Takym 06pa3oM, HOATOTOBKA CIEIVAIICTOB POCCUIICKON ITONMINY 11O MH(OpMa-
LVIOHHBIM TEXHOJIOTMAM Ha CETONHALIHMI eHb MIPOEKTUPYETCA C YIeTOM CTIENyIO-
IVIX IPMOPUTETOB: 1) Ie/ieBol OpyeHTaIyy Ha (JOpMIPOBaHIe y KyPCaHTOB MHGOP-
MAIJIOHHOJ KOMITETEHTHOCT; 2) YCU/IEHVISI IIPAKTUIeCKOlT HAIIPABIEHHOCTY 1 MEXX-
IpeIMETHBIX CBSA3ell B COfiep>KaHyM MHPOPMATIYECKVX AVCLUIUINH; 3) YIIpaB/IeHNsA
Ka4eCTBOM MH(OPMAILIOHHO-00pa30BaTe/IbHOI Cpefibl By3a Ha OCHOBe (DMKCALIUM
B XHENIINX KpUTEPUEB U M3MePsIeMbIX IIOKa3aTesiell KadyecTBa.

6. CchIIKN

1. HaumonanpHbll cTanpapT Poccumiickoit Defepanym crucTeMbl MeHEIKMEHTa
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3. DenepanbHBI TOCYIAPCTBEHHbIT 00pa30BaTe/IbHbII CTAHAAPT BBICIIETO IIPO-
(deccronabHOTO 06pa3oBaHMs M0 HANIPAB/IEHNMIO IIOJTOTOBKY (CIIelyianbHO-
cru) 030901 ITpaBoBoe obecriedeHe HALMOHAIBHON Oe30ImacHOCTI (KBasIV-
dukanms (cTereHb) «CrenuamnicT»), 2011, c. 7-10.

4. QepepabHbIIT TOCYAAPCTBEHHBII 00PA30BaTEe/IbHBIN CTAHAAPT BBICIIETO IIPO-
(deccronaIbHOTO 06pPa3oBaHNsI 110 HAIIPAB/IEHMIO MTOTOTOBKY (CIIel[yabHO-
ctu) 031003 Cype6Has axcriepTusa (kBamudukanys (CTereHb) «CIeIaIicT»),
2011, c.8.

5. @enepanpublit 3akoH «O6 ob6pasoBanum» (B pemaximm DerepaabHOrO 3aKOHA
ot 02.02.2011 02-®3)

KPaTKOC CoepKaHue

B crarbe 06CyX/aeTcs aKTyaIbHOCTh pa3pabOTKM HOBBIX HMOAXOHOB K IIPO-
eKTVPOBAHMIO ITPOQeCCHOHANTbHON TTOATOTOBKM CIEIMAIICTOB POCCUIICKOI
HO/IMLVM B 06/1aCTy MHQOPMALIMOHHBIX TeXHOMOTMIA (paspen 1), IpuBOANTCA
CPaBHUTETIbHBII aHa/IN3 HOBBIX U TIPEXXHIX LIeTIell 1 COleP>KaHMsI TAKOH MO -
TOoTOBKM (paszern 2), PUKCUPYIOTCS COBpeMEHHBIe TPeOOBAHNA K METOMVIKAM
06y4eHs 110 MH(OPMAIVIOHHBIM TeXHOJIOTVISIM (pasfier 3), yTOUHAITCS THIIbI
U XapaKTePUCTUKN MH(OPMAIMOHHO-00pa30BaTe/IbHBIX CPeJ, BBISBIISIOT-
Cs1 KpUTEpUY U TTOKA3aTe/l OLIeHKM VX KauyeCTBa, Ha OCHOBE KOTOPBIX MOXKET
CTPOUTBCS COOTBETCTBYIOLAs CYCTEMa MeHeIPKMEeHTa KadecTsa (pasziern 4).

[132] NBP « Zurnal za kriminalistiku i pravo



UDK 343.983:343.711

OCOBEHHOCTHU ITPOBEOEHVA OCMOTPA MECTA
ITPOMCHIECTBUA, CBA3AHHOTI'O
CO B3JIOMOM IIPETPA]T
OBOPYIJOBAHMEM TEPMMYECKOMN PE3KU

Bumanuii Anamonvesuu Pyuxun', Anexceit Hukonaesuu bapoauenxo’

Amnanms skcriepTHOV mpakTiky MBJI PO rokasbiBaeT, YTO Py COBEPIIEHNI IIPe-
CTYIUIEHUI! B KayecTBe OpyAiuil B37IoMa IIperpaj IPecTyIHUKN 3a4aCTyI0 UCIIO/Nb3Y-
IOT aIlapaThl TePMIIECKOIl pe3Ky MeTasUIa’. bosee TOro, Ipoc/ieXuBaeTcs TeHieH-
V151 BO3pAcTaHVs IIPYMEHEeHNSI 9TOTO CII0c00a, 0COOEHHO PV COBEPIIEHNN KPK B
KPYIHBIX ¥ 0c000 KPYyIHBIX pasMepax. Tak B 2007-2009 IT. B psifie KPYITHbIX TOPOJOB
Poccun (Cankr-Iletep6ypr, Bonrorpaz, Tyma) 6bUmi cOBEpIIIEHBI Cepyu KpaXK U pas-
OOVIHBIX HaIla[ieHNI, CBSA3aHHBIX C XUIIIeHNeM KPYITHBIX IEHeKHBIX CYMM 13 GaHKO-
MaroB. K coxkarnieHnto, 3T IIpecTyIIeH ) Ha JAHHBII MOMEHT HEPaCKpPbITHIL.

OpHoit 13 IPUYMH 3TOTO ABJIAETCS HEIOCTATOYHOE 3HAHME CIIE[OBATE/IAMU U CIIe-
IVA/IVICTaMV-KPYMMHTMCTaMY CIIeIVKI IIPOBEIeHNs OCMOTpa MecTa IIPpONCIIIe-
CTBVI, CBSI3AHHOTO CO B3JIOMOM IIperpaj; 060pyoBaHmeM TepMudeckoit pesku. Cae-
TEeHMA O HYX B CIIELVa/IbHOM JIUTEpaType HEJOCTATOYHbI VM HE YIMTHIBAIOT TIOSIBJIEHNE
HOBBIX BUJJOB IIOPTAaTUBHbIX alllIAPATOB TePMITIECKOI PE3KIL.

B nocnepHue rofpl HAMETMIUCD CTIEAYIONIME HANIPAB/IeHNA B Pa3sBUTUM IIOPTa-
TMBHOTO 0OOPYIOBaHNS TePMIYECKON pe3Ky, BIVISIONIVE Ha €r0 BBIOOP B KadecTBe
OpYAVA 71 B37IOMa IIperpaj: NOsIB/IeHNe HOBBIX BUIOB allllapaToB, pPaHee VICIIO/b30-
BaBIIVIX TOJTBKO B IIPOMBIIUIEHHBIX YCIOBYAX, IIO3BOTIAIOIIVX IPOU3BOAUTD pasfiene-
HJie KaK MeTa/UINYeCKIX OOBeKTOB, TaK 1 Pas/IMIHBIX HEMEeTa//INMYEeCKIX HETOPIOYMX
MatepyasioB (IUIa3MeHHbIe allllapaThl, Takue Kak «Multiplaz-3500», «Prestige Plasma
34 kompressor», «<Powermax-190c» u fip.); CHYDKeHEe MacChl ¥ TabapyUTOB allapaToB
0e3 yMeHbIIIeHNS VX MOIJHOCTY (MHBEPTOpPHbIE aIlllapaThl SleKTPORLYTOBOI Pe3KIL,
Harpumep «IN-120» dupmpr «FUBAG»; mepeHOCHbIe TOCTBI TA30KUCTIOPOHOI pes-
KI1); CHVDKEHIe MOIIHOCTH, OTPe6/IsIeMOit anapaTaMy OT 37IeKTPOCETH, YTO O3BO-
JIAET MOJK/TIOYATD VX K OBITOBOV 9/IEKTPUYECKOIL CeTH 6e3 ee IeperpysKi; HOsIB/IeHNe
CBapOYHBIX KapaHpaier 1 crepykHeit («Oskal-1». «Oskal-M», ip.).

B pesynmbTrate nmpyMeHeHMA U1 B37IOMA IIperpaji 000py/iOBaHMA TePMITIECKON
Pe3Ku Ha MecTe IIPOMCLIECTBUA 00pasyloTCs C/Iefbl KaK Ha caMUX IIperpajax (Io-
JIOCTb Pe3a, XapaKTep TOPLIEBBIX IIOBEPXHOCTEN Pe3a, KOMOTh Ha IOBEPXHOCTY TIpe-
Tpajbl, PaCcIUIAB/IeHHBI MET/UI U €T0 OKICIIBL, OPEOJIbI), TaK U Ha 0OBEKTaX OKPY-
KaroIlell 06CTaHOBKM (3aIlax alleTyIeHa, CIefibl 000/ia alleTVICHOBOTO I'eHepaTopa
w 6aJUIoHa JyIs KUCIOPOZA, OPbI3IU KepOCUHA, OCTATKI OOTOPEeBIINX 37IeKTPOLIOB,
YaCTY 3/IEKTPOIIPOBOJIOB, T.1I.).

JIpyroit 0cO6eHHOCTBIO OCMOTpA CTIEIOB TEPMITIECKON Pe3KV Ha IIperpajiax AB/IA-
€TCs1 TO 0OCTOSITENIbCTBO, YTO MEXaHM3M X 00pa30BaHIs JO/DKEH OIPele/AThCs, KaK
IPaBIJIO, Ha MECTe MPOMCIIECTBIIA, MO0 pellleHyie MHOTUX BOIIPOCOB 110 3TVM C/IeflaM
B OTPbIBE OT 0OCTAHOBKJ MeCTa IIPOMCIIECTBYA 3aTPYAHUTEIHHO.

1 IIpodeccop xadenpbr OCHOB SKCIEPTHO-KPUMIHAIACTIYECKOI fiesitennbHOCTH BA MBJI Poccun

2 IIpenopasarens Kadenpsr Tpaconormu 1 6ammctuky BA MBJT Poccnn

3 bpum npoanansupoBaHsl cBbiie 200 KoMt 3aK/TI0YeHII 9KCIIEPTOB 110 UCCTIEIOBAHNIO CIEIOB OPYAMIL B3oMa
B OKII pu I'YBJ] Borrorpagickoit obmactu 3a 2004-2008 rr.
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Puc. 1: Kopmyc 6ankomara,
B3/IOMaHHOT'O C VICTI0/Ib30BaHEM
060py/IOBaHNs TEPMITIECKOIT PE3KI

Puc. 2: Criepipl TepMITyecKoii pesku Ha
KopIyce 6aHKOMaTa.

Caoro criermduky nmeeT potorpadudeckas GUKcaIi CIef0B TEPMITIECKOIT pes-
KVl Ha B3/IOMaHHbIX METa/UINIECKIIX TIperpajiax.

IIpu cpeMKe B Kafp JO/DKHBI IIONAAATh He TOIBKO IOJIOCTh ¥ KPOMKIL pesa, HO I
C/1efibl KOTIOTY, OpeosIbl, 3aCThIBIINE OPBI3rY PacIIaBIeHHOro MeTaia (pajuyc ux
pasjieTa IIpy 9/IeKTPOAYroBoit peske focturaer 100 Mm). COOTBETCTBEHHO U Mac-
IITAOHYIO JIMHEIIKY HY>KHO Pacroiararh Tak, YT00bI OHa He 3aKpbIBajIa Kakye-moo
37IEMEHTHI CTIefia.

It pyKcaryu CejoB TEPMITIECKOT Pe3Ki Ha B3/IOMAaHHOI IIperpasie HeoOxomm-
MO IIPVMMEHSTh LIBETHYIO POTOCHEMKY. BbI3BaHO 9TO TeM, YTO OpeosIbl, 00pasyromy-
ecs1 Ha TIOBEPXHOCTY META/UIa, B 3aBYICUMOCTH OT IIPVYIMEHEHHOTO BIfIa PE3KM VIMEIOT
OKPACKY, COYETAIOIIYI0 HECKOTIbKYX 1IBETOB. ITUM >Ke 0OCTOATEIbCTBOM [MKTYeTCs
06s13aTe/IbHOE VCIIO/Ib30BaHNE [IBETOBOI LIKA/IbI YIS IIPABIIBHON IIBETOIepeayn
py nedaTyt POTOCHUMKOB.

I[Tpu dororpadympoBanuy TOPLEBOIT IIOBEPXHOCTH pe3a TpeOyeTcs IpUMeHeH e
MaKpOCBHeMKIL. JI/151 9TOTO IPYUMEHSIOTCS Y/IMHUTEIbHbIE KOMIbLIA, OO MICIIOb3yeT-
cs1 i poBoit hoToammapar ¢ CooTBeTCTBYyoLIel GyHKIMen. CheMKY B JaHHOM CITy-
Jae HeOOXOAMMO ITPOM3BOAUTD CO IUTATVBA WM APYTOJi OTOPBI, T.K. YBEIMUMBAETCS
BpeMsI 9KCIIO3MULINIA.

MerTajmdeckast IIOBEPXHOCTD CO CTIEAMI OPYANIT B3TIOMA IIpY ee GPOHTAIBHOM
HAaIIpaBlIeHHOM OCBeILjeHNy 00pasyeT O/IMK, KOTOPBII IIpK HONAJaHNM B 0ObeKTVB
¢oToanmapara CyIecTBeHHO CHIDKAeT KadeCTBO CHMMKA. VICII0Nb30BaTh IPI CheM-
Ke VIMITY/IbCHYIO JIAMITy-BCIIBIIIKY He PeKOMEHIYeTCsI, HO eC/i ee HedeM 3aMeHMNTb,
pedIeKTOop CreffyeT OTHOCUTD HECKO/IBKO B CTOPOHY ¥ OCBEIaTh 00BEKT IIOf, YIIOM
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OKOJIO 45°, CIIONIb3YsA TIPU 3TOM IIOfICBETKY C IIOMOIIbI0 OTPa’KaTe/IbHOTO 9KpaHa
(HanpyMep, miCT Geroit Gymary) i BBIPaBHUBAHVSI OCBEIIIEHHOCTH B TEHSIX.

Emne oHOI 0COOEHHOCTBIO OCMOTPA ABJIACTCS TO, YTO Ha3BaHHBIE C/Iefbl HEOOX0-
IVIMO M3bIMaTh BMECTe C IIPErpafioli, Ha KOTOPOV OHM HaxomATCA. Ecim cenaTsb aTo
HEBO3MOXKHO WM HelielecO000pas3Ho, 00beKT CIefyeT pa3oOpaTh Ha YacTy WJIN BbI-
pesaThb YacTy Iperpajbl co ciefamu. Iy aTux 1eneil MOXKHO IIPUMEHATD YI/IO-1IUIN-
¢doBanpHyI0 MaumHy («6omrapky»). IlpemaraeM KOMIUIEKTOBAaTb IEPeIBIDKHYIO
KPUMVHA/IICTNYECKYIO TA00paTOPUIO aliapaTaMyl IVIa3MEHHON Pe3Ky, HalpyMep,
«ITmasapuym-SPA-IP20». [laHHbBIT anmapar I03BO/AET IPOU3BOAUTD PE3KY pas/ind-
HBIX METAJUIOB VI CIUIABOB, a TAK)Ke HEMETA/UIMYECKIX VI KOMITO3UTHBIX MaTepUasioB
TONMIMHOM A0 10 MM.

He cnemyeT 3a6b1BaTh 0 BO3MOXXHOCTSX IIPEBAPUTETHOTO VICC/IETOBAHNA CTIEIOB
TePMITIECKOI1 Pe3K Ha Iperpajiax i olpefieieHys Buaa o6opynoBanys (rasosoe,
3TEKTPOJYTOBOE, IVTA3MEHHOE), 00CTOATENIBCTB €ro IpYMeHeHNs (HalpaByIeHye BO3-
IeICTBMA Ha IIperpajy; BpeMs, 3aTpadeHHOe Ha ee B3JIOM, T.[I.), HABBIKOB II0/Ib30Ba-
HIIS TIPYIMEHEHHBIM AIIIapPaToOM JIMIIA, COBEPILINBLIETO B37IOM.

ITposenenne ocMoTpa MecTa MPOMCIIECTBUSA, CBI3AHHOTO CO B3JIOMOM IIperpaf
060pynoBaHMEM TEPMIYECKOI PE3KI, C y4eTOM Ha3BaHHBIX OCOOEHHOCTEN TO3BO/LA-
€T MOTy4YUTD VICXOJHBIE JAHHBIE IS TIOCTIERYIOLIETO IPOBEIeH A TPACOIOTNYECKOI
SKCIIEPTU3BI U CIIOCOOCTBYeET H07Tee KageCTBEHHOMY ¥ IOJTHOMY PacC/IefOBaHMIO IaH-
HOJ KaTeTOpUI IIPeCTYIIEHNIA.
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