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Kiber-terorizam i nacionalna bezbednost
Apstrakt

           Svedoci smo sve veće upotrebe informacionih tehnologija u savremenom društvu, koja svojim uticajem počinje da menja i reoblikuje načine kojima čovek komunicira,uči, misli i radi. Promene su zahvatile sve segmente društva, kompletan sistem se restruktuira kako bi se poboljšao kvalitet života. Jednom rečju, sve počinje da zavisi od informacionih tehnologija, kontrola snabdevanja električnom energijom, komunikacije, finansijski servisi, skladištenje vitalnih informacija od medicinskih kartona do krivičnih dosijea, navedeni elementi predsatvljju neodvojivi i vitalni deo nacionalne bezbednosti i samo ugrožavanje ovih infrastruktura predstavlja direktno ugrožavanje nacionalne bezbednosti jedne države.

           Tokom protekle decenije stanje svetske bezbednosti dramatično je promenjeno. Stare pretnje su izbledele, ali su novi obeshrabrujući izazovi zauzeli njihovo mesto. To je podstaklo novo promišljanje o idejama bezbednosti, sukoba i mira. Političke, socijalne, ekonomske, religiozne, rasne i druge razlike u svetu postaju sve veće i u razrešavanju ovih razmirica koriste se najrazličitiji instrumenti od miroljubivih i diplomatskih do krajnje nasilnih i brutalnih. Potencijali koje je razvoj informacionih tehnologija stvorio kreirali su nove oblike ratovanja u kiber  prostoru, gde se pojavljuje kiber  terorizam kao logičan, negativan ishod razvoja i promena. ovu potencijalnu pretnju treba izučavati kao realnu moguću pretnju, a ne kao naučnu fantastiku. 
           Specijalistički rad se bavi problematikom kiber - terorizma kao evolucijom terorizma u realnom svetu i njegovu tranziciju u virtuelni svet, gde teroristi sagledavaju veliki potencijal informacionih tehnologija koji mogu upotrebiti u svoju korist, kako direktno tako i indirektno.     

           Rad objašnjava koncept kiber - terorizma u okviru kojeg će biti obrazložen odnos kiber - terorizma i nacionalne bezbednosti, kao i pojavni oblici kiber -terorizma koji se sagledavaju u širem smislu, posmatra kiber - terorizam kao sistem, gde će biti precizno definisanana struktura funkcija i okruženje u kojem se kiber - terorizam manifestuje kao i mere odbrane i zaštite od kiber-terorističkih napada. S tim u vezi radom su predstavljeni različiti modeli odbrane i zaštite od mogućih kiber-terorističkih napada koji bi se mogli dogoditi u budućnosti. Cilj specijalističkog rada je da ukaže na posledice koji bi kiber-teroristički napadi mogli prouzrokovati nacionalnoj bezbednosti. Cilj se odnosi i na načine, na koje bi se ti napadi  i posledice, ako ne sprečili, onda minimalizovali.  
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Cyber-terrorism and national security
Abstract

           We are witnessing the increasing use of information technology in modern society, that its influence is beginning to change and reshape the ways in which man communicates, learns, thinks and works. The changes have affected all segments of society, the entire system be restructured to improve the quality of life. In a word, everything begins to depend on information technology, control power supply, communications, financial services, storage of vital information from medical records to criminal records, these elements are inseparable and vital part of national security and the only threat to these infrastructures is a direct threat to national security a state.

           Over the past decade the global security situation has dramatically changed. Old threats have faded, but the new daunting challenges took their place. This has prompted new thinking about the ideas of security, conflict and peace. Political, social, economic, religious, racial and other differences in the world are becoming more and resolution of these disputes using a wide variety of instruments of peaceful and diplomatic end to the violent and brutal. Potential of the development of information technology created a created a new form of warfare in the cyber space, where it appears as a logical cyber terrorism, the negative outcome of development and change. This potential threat should be studied as a real possible threat, not as science fiction.

           Specialist work deals with cyber - terrorism as the evolution of terrorism in the real world and its transition into the virtual world, where terrorists perceive the great potential of information technologies that can be used to their advantage, both directly and indirectly.

           The text explains the concept of cyberspace - in which terrorism will be a reasoned relationship between cyber - terrorism and national security, as well as forms of cyber-terrorism that are viewed in a broader sense, watching cyber - terrorism as a system, they will be accurate structure and function of environment in which the cyber - terrorism manifests itself as well as measures of defense and protection of the cyber-terrorist attacks. In this regard, the work presents different models of defense against possible cyber-terrorist attack that might happen in the future. The aim of thesis is to show the consequences of that cyber-terrorist attack could cause to national security. The goal applies to the ways in which these attacks and the consequences, if not prevent, minimize it.
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